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2013 4F 9 H, #UIRAFIM SecureWorks BRG] (CTU) KIL T —F44 4 “CryptoLocker” [1#)%
B, e DR 0 e, G EL I B RS A (RS TR BdEE. B SE, W
F P )% 300 3£ 70EL 300 BRIG. #Guit, NAEmAIN 100 REFIE P, ZERPAESG T 20 /I % 25 /i
%gﬁ[l]o

2014 4 8 H, (AHLARHRY f)iE TXFE—NTHE: —M4 N “ScarePackage” I#) &R BAFAE— H I}
B IS T2 90 J30 Android F-HL, ZEKAEAN U7 M FHLEAG L. BIGDIRE, S TEFHLAF AR H
B, HRTTFEIUH P ER O E, PIUES JE S T UEETH <B4 A REIER TN,

2014 % 12 H, @4/~ w] Sophos F1 ESET A FE N G2 &3 1 —Fha] DL B IR E SR AT (Virkock, X
PR VirRansom), ZFAFAMN S I3 52 ENLIISCRS . B B8 FUSANEAa S, RIS b 2 A S HL “ 8
BE7, DMRIEEVERCN L, TSN R 0.652 ANELEFT® GRIEA SCEES I LA T 5L e a2
1027 T AR,

xR GRS UR R, R 2 POR BRI R = D P 83 1T SR R e A0 N R R e i g, ANt
— AT DL I HOR 2 R A RGNS IR PR A L o T AR SRR Sy, I AT DR s T B D 5%
(70, BRI R B, AR AL B B R i, PRI RE S MR R
o BERIFIIEIZ s W SR A ¥ 72 2R S M0 B0 A0 (0 Sk S0, EEBORL, R A B R g e
e T I, Aedfe SO . B R BTN AIARIE? e aif A A AT R 0 7 BATT % A0 A
EPHX KA ? A SCR ST AR A AR TR T B BGhiiRe R B ik, AR B 2R A K H
Ho

1.1 MHEERKE

BRWM (ransomware) & —FHRATHIARL, @RI, RN EE RGN P e &7, fEH P
s F s SRR IE R A, JF AR R P 8RR . XS P RS SO . IR
e, S, BWh . B4 S mcft. e RAafmmEseiem. tirmesEEmittm. —&k

U WIRPAEE LS BOE DS IR, ARS8 H t b R Bk, A, BIER 52
A7, A RIERTEIER RS, T F RN St .

12 FEAEBFE

BRI T B W IR SAREHEL, EZH LT LR

1. (EBIMNTUR DAERE, Y P A/NOUT RSB EMEE R, SRS e 33 F e S §i8fT
2. SHAMEEBRARG KA
3. AENHTHRH AL
4, (GBI RS SN AL IR
1.3 FERIFEN

—HH P 22 EREAEG, BESAEN RPN, G4
1. BUETHSHLERE 3h 2 i bt 4
2. fAREEERIEZ A, BRRAE T RGURIL T LA g, 2 P B, AT SE R ) “ B
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THEHUGRF ST B3R 2 IR P SR, BRI G

IMPORTANT! PLEASE READ!
Unfortunately the fdes on this oompu!ol (te. documents, photos vldoo“) have
baen ypted using an exi ly secure and This.

3 means that the files are now useless unless they are decrypted using a key

The good news is that your files are not lost forever! This tool is able
to rescue the files on your computer for you!

BY PURCHASING A LICENSE FROM US, WE ARE ABLE TO RESCUE YOUR FILES 100% GUARANTEED
FOR A VERY LOW CARLY BIRD PRICE OF ONLY $300 USDI* in 5 days however, the price of this senico
will incrmnsa to $600 USD, aad after 10 days 1o $1000 USD

Paymont is accepted in Bicoin osly. You can purchse Bitcain very easily in your araa by bank tanster,
Westoen Union, of aven cash

Visit www Iocolbitcoins. com 1o ind o seflor in your area. You can also gaogle Biscom Exchanges to find
othar methods for buying Bitcoin

SEND BITCOIN PAYMENT TO THIS ADDRESS

V1 Dcoin  1KCiKexeKYpHAZLPIcD29PgWucBUSyiWF

S/ accermio weee

Ve ady bed quakicston « it el B 1508 v st ) 30 recondhed o)t servent

1 BRR R ERRHEE

2 FNFRHRIDE

=/
iz

H & F 3

T H A

WRIEER AP R T30 FE BT =38

1.

B RS IEH . Ebl PC Cyborg. Qiaozhaz (Trojan/Win32.Qiaozhaz) 28, <% FAIE &
Gt ARG AR, DREU R IR .
IR ;. Hotn FakeAV (Trojan[Ransom]/Win32.FakeAV) 2%, (3mSR dEat, VeWREM 1
R R IR EE, 5 U P AT RO S I BE SR A4 . XU Reveton( Trojan[Ransom]/Win32.Foreign),
SRR P B A b AN (] 77 O 25 B FH 7 BT AE B BN, 75 R A Al UVE A, 3 s P S84
GRS P AR . X 2 E B LR LM — R B R 7 0, A LB 2 CTB-Locker ZX R
(Trojan[Ransom]/Win32.CTBLocker), X o B N2 5k, I ek, A 7EH P SO
&Ja, AP ORI T

*E%J:i;ﬁ%ﬁizt, LG BARAT N 18T B, AR B R L R

A s
bt

HiE RSt Windows  Trojan/Win32.QiaoZhaz QiaozZhaz
Android Trojan[rog,sys,fra]/Android.DevLockeer DevLockeer
Trojan[rog,sys,fra]/Android.Koler Koler
Trojan[rog,sys,pay]/Android.Locker Locker
18 25 A B Windows = Trojan/Win32.QiaoZhaz QiaoZhaz
EHEFHLRH Android Trojan[rog,fra,sys]/Android.Cokri Cokri
€615 To PR 9 5 Android Trojan[rog,sys,fra]/Android.Koler Koler
D251 v Android Trojan[rog,sys]/Android.simplelock simplelock
Dy 38 R B 4 Windows = Trojan[Ransom]/Win32.FakeAV FakeAV
Android Trojan[rog,sys]/Android.Svpeng Svpeng
Trojan[rog,sys]/Android.simplelock simplelock
e U IENIF Windows — Trojan[Ransom]/Win32.Foreign Reveton
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AmeE;E EFSERHNERR
A T N
X
s O S v Trojan/DOS.AidsInfo PC Cyborg
il Windows = Trojan/Win32.Pluder Redplus
241 il B P S A Windows  Trojan/Win32.QiaoZhaz QiaoZhaz
i Android Trojan[rog,sys,fra]/Android.Koler Koler
I P S cRY%dE - Windows  Trojan[Ransom]/Win32.CTBLocker CTB-Locker
Trojan[Ransom]/Win32.Blocker CrytoLocker
Trojan[Ransom]/Win32.Bitman
Trojan[Ransom]/Win32.Locker Locker
Android Trojan[rog,sys]/Android.simplelock simplelock
Android Trojan[rog,sys,fra]/Android.Koler Koler
GBS RS Android Trojan[rog,fra,sys]/Android.Cokri Cokri

3 FNFEWMHRYEHSE

3.1 JLFh BB RS IRR B I
OV RN IS R I T 1989 4F, 48 “ {5 SRS ” (Trojan/DOS.AidsInfo, 75RFE “PC Cyborg

K7, HAEH A Joseph Popp. iZA S FEFF LA 5w 15 B 51 S48 " HEN 245, K # 4t AUTOEXEC.BAT

(DOS HGL M, M ashEMR HR, USRS, Tk R GUR s BT <) Xk

W, SEEEIT LGS, — B

RGURBIIRBOEE] 90 IR, 1ZAR DR BB A K 2 A H 3, C R4

B MPINE NMSERGELERZD. W, FREEERER, ARAP ST oy, =
SRH P IR “PC Cyborg” A AT L B A HEAE 77 %% 189 £ 70, LMABIRSE. MEHTEWAIRIN o0 H CHHE,

PRIEARE A T 3L it 7 -

2001 4F, E 45 B ROFE iR AL SIS 5% (Trojan[Ransom]/Win32.FakeAV) I, 2008 4F/f 45 JF

ﬁﬁfl%?ﬁ“

Ik sk, T LLZB A ZRAE E A AB S 152, X A AR 0
A Bkt . 22k CERT Giit, Mm@l 8ame 2, W HbrEa T

W PP (RO R v, A P ) B A

12 AR SR ) ST N B NS, SRR 2 i B 3 SO ) i DA TR K e 3R 1
FakeAV 1% Bl S B F1F K

R
H AR H SR

AntiSpyWare2008
AntiVirus2013
Security Defender
ScannRepair

Virus Doctor

Spyware Cleaner
System Care Antivirus
Data Recovery
AVDefender 2014
AVSecurity 2015
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Adware Checker I A B bR A A

2005 FHIL T — RN P SCHFERIAR D (Trojan/Win32.GPeode) o 1ZA I 7E 4 N2 SO 1) B S A il LA
BE VR txt SO, BRI SEARERET o BTINE SRS docy html. .jpg. Xls. .zip K.rar.

2006 “EHFLAY Redplus #ZE AL (Trojan/Win32.Pluder), &N MEIRBA:. ZAR Y2k
POFIELZE SO, SRR B D EOR A ISR E AT IR S . R E K ENURE RN 2 LSt
oK E 4 [ &1 1 120008 B S AR PP GRS G 581 . #E 2007 4, LT A—ANEERFAF Qiaozhaz,
EARLIEAT e ORI RERE A S R S AR T IR A RV, I DO S SR B BB E T )
X, FHEMSEG SR, 15 HHB llugongs19670519@yahoo.com.cn M SEAR N B4t B UEHE .

32 WA AKZRN

FLHA I8 2508 K FAL Ge il 25 5 s 4 (HLl Trojan/DOS.AidsInfo), 4 B3R 57 F 3 [m] 45 & 1 HB
FEHB A — e E RIS . TATWARIN 7 ZR 32 FHE W $ E RATIK 570K CELAn Trojan/Win32.Pluder) FlH$5
SE SR IE AT DL A g K845 CELA Trojan([rog, sys, fral/Android.Koler) [I#hZ&EfE. BRI M (L
g —Fh 2P TN 708 M, AT LA sk 2 HUE R IW Te M) ZEMERLIE fAEA MG, BTe
AT DR 2 KA PR B BRI e 3R B T 2, 2013 SRR, B KAHZEETR A 1 LR oA B L 2
M T ATRAUE, MU E M, ik 78 R A iz i

33 BILImHIBIREKM

2014 4 4 FFA], BRBAERES:HIIAELL Android RGN ER S K. BREHILFIA Koler Ktk
(Trojan[rog,sys,fral/Android.Koler). iZZKJk £ EAT NZ: fEH P Bt sy e MBS, 2L FHLH T IE
ENREEEE N, REBHESEE, PR, Wmma PSR &S E. THTERs)
P EMBRRM KGR T, REFMED W Bl 2, 183 59%, HZ%E., EMPE. NNERLLE
Bl 22 R B 3R 08 Bl 2 i B 2R B SR P L g, Horb simplelock.a 2R o bU 32T i — 2.
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F Y=
Android ‘£ & BVEE g
http://sdk.avlyun.com REBNRABSE
Sample Year 2008.10
.
RRAEE KR IR AL A At
: 59% 2014/411
214/50
16% ﬁ!;é 2;14/7/1
- 2014/9/1
@ 2014111
2014/12/1
a 015/411
Jd ErYYYY N
. e \lm/ ‘M\L*
Hiploct ¢ ' ' RRIGRBNEARYE & LRt
e
m - ‘
== /)
@ L — ¥
@ BT R '
2 BTN ImREN R
SR PRI RS Bh 2 v ) 2 AR SR R R PR
Bah & A SRR AR
E DevLockeer.a 25 F P FHLIR B 915 2 i AT B R A o ot o
W Lockera BINEIRSH, R
B simplelock.aCZRER, k% B BTSRRI P8R A, FENESEHS SO R R SCA AT inE .
Sb simplelock.b(ZRER, R Z #)  PhBERCREEN T, 22350 BOR P B0S R & B A, BT, EEE e &

ORKRELIWE hRINFAE .

simplelock.c (AR, % #)
simplelock.d( ARk, %% # )
simplelock.e (A BX, %% #)
Svpeng.d (ZRKK, 1% #Hi)

Kolera (ZE3£)

PNUE

FEFF B ST BT, B H AL S

R AT, K sD R RSO EAT N

Db G N, SR B SRR B A B BRI AL St

Bom e g HES, A E .

bR S, # Db FBI OBV R A, MRE RS FEANmS, EEk

A5 2, SRR E SRR I E T SR A S

R AIU5R LA AT e P 2 DA AR 300 B € 15 19X i P 25 D e AN W i o 515
B, P P TR A RERRR .

B|5W
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ANTTY X BFSRRGMNEEE
Kolerb (J&3) TRFAE, B RGHWE, MER SO RATA M, mEIBUF I E R EN,
BRAT
Koler.c (F£3£) DAAR200) 0 155 0 i 9 25 9 ANt LR B 5 R, R A P A 3%

Cokri.a (ZRER, &) DRI, AT JE BT R I e B R 5, RIS s Al il
WSS, AR5 o PR ST R E R

3.4  FrEIBEES

2015 £ 1 [, Cryptowall ZHTAH (3.0) HOABUE 12P [ 4 MZKIE(E, £ RN 288 I,
ZARE N 2 EE I, SRR T, ARSI N. 2 R4 HE
1) 3 Z A 5% TeslaCrypt 11 Alpha Crypt, #&KIIFIH T Adobe Bt iZ 5 1) Flash 22 4xii . [FIFEF] HixX L&
JWiFAI&H CTB-Locker. CryptoWall. TorrentLocker. BandarChor. Angler 5550, Hh i NEE RIER £
CTB-Locker, ‘B T S iREAR, T LASRE S L0224 B A (XA

2015 %F 4 F 30 H, 2K CERT &3 H PRI & CTB-Locker HIHEAFF A, F P AR R4 2E
R RO, MEEHEA LIS EE A RENAT N &% K CERT N, EIZFEARFHRK
AR E = I A B B R8T o AHBEE B 2R AT IR a2 s Bl T BURAERERE, AReFiR Akt
ML TR R E DAL R AT« A H AR B R P KRG, 28002 R AL T3 B i,
{HX SR AR RS, 2 ABTAMERT. teln: % threatpost k5, CTB_Locker ZJ% L& 46K H A
& “Windows 10 %% 7+4%” (Upgrade to Windows 10 for free) 5 [4E T MR 4% 3%

35 /NG

MBI 3R S BARE” BB BN Locker $IZREME, —FJLERIBIAIE, BIRSIZRBAFHH
FIRE AT, EEERERITATIAA P Hdi . TERER T 1989 43 2015 F [AIH) 2 P17
BESL, R AR T LA EE I (], B AR LS S Android P& (10 H 28 &%, T #2232 3
MR AT HHTE 2 s BEE B M) 2 N, LR AN B SOAHE sU B R A #2217k
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19874
IR
8 L o .
EETE i
[
1989.6 PC Cyborg {g :
- ol
20012 FakeAV  @eernrinineinoniiilt
2005.5 Gpcode
2006.5CRYZIP
2006.6Redplus
2007.3 QiaoZhaz
20084 -~
- AT
)i Androidf 00
' S50 2003
AEFHLAA

20094F
N T
i

i

HoiH

#
£
2012.8 REVETON

2013.9 CryptolLocker
2013.9 Dirty Decrypt
2013.12 Cryptorbit
2013.12 Cryptographic locker

2014.2 CryptoDefense

2014.4 CryptoWall Ransomware
2014.4 Koler B  (mwwen

2014.5 KOVTER

2014.5 simplelock B (zwps)
2014.6 Cokri B (muvs)

2014.7 CTB-Locker

2014.8 TorrentLocker

2014.10 VIRLOCK

2014.11 Locker

2014.11 CoinVauIt

2014.11 Svpeng | (&aTa)
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2015.1Cryptowall

2015.2 TeslaCrypt (1)

2015.4 Alpha Crypt()

2015.4 Devlockeer | (zs¥a)
2015.4 Locker B (xa¥&)
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ERBAFATGEARL, N LR B RO, PRt A BRI, TR\ R
BAFRHETEH

4.1 Redplus

ZRAE 2006 4F 6 H 9 HAHR T H A & F LK Redplus FVEFH ALy, %Ay S BRUGBUT ™ B SRS
[a P 82 70 Jo 4 200 ST A SERIIE . Redplus AR SIaATJa B Jes i e L ARCBAE X IEAE,  middy OK J&,
PR A . HEEAT R

BRI
*

ot

RRAM
BEXH

Redplus K #)2 70 JCZE 200 JoZ M —NMELHH, IPBEMESHERFERENESEY, W &
E¥=70, FHERIENESNZN=000000120209011000061010470 )
Redplus R AEEIH K, AERRISCASCEN AW :

HHEMRER
(70-2007C 2 i8]
RIS )

P 8. { 21EC2020-3AEA-1069-A2DD-08002630309D} txt - IS4 o ] 4
MR fiRE B0 EFW R _

DERPIEETTRIES T, R AFEIINE AR SN TEENIER RS =
z;%ﬁ%ﬁhﬁgéﬁf%ﬁ%*@ e L A

3 BE, WEE@% W EIEMREL T, EiE

) AR 8 B F A RETHL, TR S IERR 401,

5) gk PAIFIE], S [FTRRFl. S [, S5 [BEEERH]

6) T HIRITERIRGE B SRR, AR e s e, |
1) SO LN, — e HMBE T (RIS RRIL SR, 2
Kl H

Redplus A LG7EAR MBI B F@E—NMEM N RS, B R &0 Sk, & “#hilm
R .{21EC2020-3AEA-1069-A2DD-08002B30309D} ”, 7] INf 48 2% A $h 1k 4% b ) FH 7 SC R A A0 3 0k (9
FG.xlsy .doc. .mdb. .ppt. .wps. .zips .rar), FEREBIE SRR IR A SO, & O P R SC
PEERIBS, EHEREM.

Redplus ALy [FI/E RRFHEEHE T 2007 4E7E)JHIE M, FufE B Redplus R #) 2500 95 %, &it AT
7061.05 JG. VERE GBI A BT, SAH A TGEN 4 4.
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4.2 QiaoZhaz

2007 3 H1HZE 2 H, RASMNFEIRTHRADRVEEWE, 506148 Qiaozhaz.c Al Qiaozhaz.d. %
M P T Qiaozhaz f&, #ith “RIVEAER A G AR 7 FRA R AT, B LRI S R 3h 2088
TR, 5B OB, i HLE liugongs19670519@yahoo.com.cn T SEAH R HAE " IURHERE, 4
Py ‘B s, R AES, 2B RS, Qaozhaz MAT NIRRT

REE

BHBERE

" ! 2 "Sp ik SRARE R0
WA R pfEsEES R R : B SH PERRRRIR =
BB xH B L BBl i R 8607 S

BITESERRS BT BT SRR EERF RIS ERARDE R
MEBTASES =1=F-2 T “RHL FRR Rt
BUEARSS

T ARG I TIEN RS S WA SS, B UOT UG R e e R StER RS KB “CIFRE
WU, AR R RS T BRGBOCH T IR TCVE L CRRIEAZ DR YT I R G R R S SRR
PREA . RRRITAGE AR “H R, “IBAT” TR “SCHL” T, R AR AR R . command &A1
Bly FERE . B2 o SOPERIG, SRS AT o SOIFIS, W BE AR s, AR RRE A R B U 55
TR, B ITHMES & B S S BaE AR S o AR SIS RN RZE08 60 £, 1E%system32% 33 T 2E
JEA L BEORSCAE, A 60 AV AMRIETFRNUN, KRGt AiafT RS ARSI ZMITERT H S, 4
AR E M BR P B 3 TR .

Qiaozhaz.d [FAT AHIES, Bk LIRS Qiaozhaz.c LT AL, EMIBRAE RGALAMIFTA SCHE, fE
PP i Z5VAsE P B VK 2R A A e [l SRR (1 Kl o RN PE AR M REEEAR H 3 R ar— A o B 5 h K,
LRI P BEAT ORI R

ZRAE 2007 53 H 6 HRAT T “miVEEMEARMEAEMRBEE TR, ZE 14X Qiaozhaz H7E/}
RiIERTH,

4.3 CryptoLocker

CryptoLocker 7F 2013 4 9 H# e R IL, & AT LAY KR 70 1] Windows #:4E 2 4t, £46: Windows XP-
Windows Vista. Windows 7. Windows 8. CryptoLocker i 7 LB EF 41 5 kAT 46 4%, AT 2 )52
FH RSA&AES St 45 s A [ SO AT N2 o FRst iR AR, a0 R B s
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» Cryptolocker

Your personal files are encrypted!

Your mmportant Ses encryption produced on the computer: phatos, wideos,
documants, etc. Here & 3 complete it of encrypted fles, and you can personally verify
thes.

Encrypbon was produced using 3 unique publc kay RSA- 2048 generated for the
computer. To decrypt Ses you need to cbtan the private key,

The single copy of the private key, which wil dlow you to decrypt the Ses, ocated
on 3 secret server on the Internet; the server wil destray the bey after 3 tme
speched 0 the wirdaw, Aftee that, nobody and never will be able to restore fles

To obitain the private key for the computor, which wil stomaticaly decrypt fes, you
neod to pay 300 USD / 300 EUR / srde anount 0 another cumency

Chch sNants 1o solect the method of payment

Any attemgt to remove or damage s solftware wil lead to the mmedsat e
destraction of the private key Ly server

Tie Jelt

71:58:09

4CryptolLocker HIFNE AR H

SERUMEBAEFA AT ZE 1, T EH P moneypak SiELAF M, 1E 72 /N EE 4 KPIAFEK 100 B 300
KRTC, T AR N I SO REAT A
T (SRR

*.odt, *.ods, *.odp, *.0dm, *.odc, *.odb, *.doc, *.docx, *.docm, *.wps, *.xls, *.xIsx, *.xlsm,

* xlIsb, *.xlk, *.ppt, *.pptx, *.pptm, *.mdb, *.accdb, *.pst, *.dwg, *.dxf, *.dxg, *.wpd, *.rtf,

img_*.jpg, *.dng, *.3fr, *.arw, *.srf, *.sr2, *.bay, *.crw, *.cr2, *.dcr, *.kdc, *.erf, *.mef,
*.mrw, *.nef, *.nrw, *.orf, *.raf, *.raw, *.rwl, *.rw2, *.r3d, *.ptx, *.pef, *.srw, *.x3f, *.der,
*.cer, *.crt, *.pem, *.pfx, *.p12, *.p7b, *.p7c

%R CERT AT NI 1 —/N A1 1 CryptoLocker FEAY, T RS 4 DAk IEwiRIEL, SFEINZEEL
e E AR, T EPR:
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POST shome/ HTTR/1.1

Accept: W

Connection: Close

User-agent: mMozillasd.0 (compatible; MSIE 6.0; windows MT 5.1; Swvl;
Host: otjsghyceuwmr.infao

Content-Length: 192

Cache-Control: no-cache

Pragma: no-cache

...... CLTF. .. ..D 7 Ix=.3.g..8. ... L. %

R o PR - TR < PR N P TR = O T [P [ I
e e B 2o T = e R P O Y TR =1 < P o T I
... HTTP/1.1 405 Mot allowed

Serwver: nginx

pate: Thu, 11 Jun 2015 03:00:28 GMT

Content-Type: Text/html

Content-Length: 568

Connection: close

<html =

<head><titTex405 Mot allowed< Titlex< fheads
<body hgcolor="white">

<centerrz<hl=405 Mot Allowed< /hls</centers
<hr=<center>nginx</,center:>

</bod¥>

< html s

<!-— a padding to disable MSIE and Chrome friendly error page ---
<!-— a padding to disable MSIE and Chrome friendly error page --=
<l-- a padding to disable MSIE and Chrome friendly error page -->
<!-— a padding to disable MSIE and Chrome friendly error page -->
<!—— a padding to disable MSIE and Chrome friendly error page -->
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5CryptoLocker HIMLEIR(E

ESET £ 2013 4 12 KK | i@ 3L E, XFH IR Cryptolocker 2.0 5 Cryptolocker #E4T T AHIGHI A
X, an RN,

Cryptolocker Cryptolocker 2.0

ESET A0 1% B 44 Win32/Filecoder.BQ MSIL/Filecoder.D,
MSIL/Filecoder.E

WMEES CH++ C#
NG Monepak,Ukash,cashU,Bitcoin Bitcoin
XS FRINE 77 3K RSA-2048 RSA-4096
C&C IBfE N J7 3\ RSA AES
C&C Hiik ffighfih, BRI FEYLIE 4 T 24 L

1T Cryptolocker Fffdi Fll (93 R7E CTB-Locker LA H AL, AN %K R A HATIR AN, Befk
Y515 T CTB-Locker HI4MHT.

4.4 CTB-Locker

CTB-Locker 72 Curve-Tor-Bitcoin Locker 455, A& AT BRI BRI B R AT, 3B i b bt
AL R, S o B NS B0, s FH P R G 00 B s R S B L BTk} . N5 58 s, CTB-Locker
2R B RS ECR T 55720, S PSR, JRESR P AE 96 /NI ST 8 LR (A5
ANERM 1 A7) B, BUESA Xr . ZFKGREE I —EARERR, BRIz FE#H . Kk
B —NRE SR RS B (Tor), @i 58 42 44 1 B ARe A8 5 07 ORI, X Az B R B R 3
HMELLIE B .

AT AR a0 R B TR
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CTB-Lockeri&{T

BEERE— <

MER FHE

6CTB-Locker HYXTFE

2R CERT ZPHT N A REHLSRHR T —NREA, AT, 9 B R R A 7 1 H S A B4

FIIIPIIIIIIEI IS EIIIEGEIEEEIETIEEIEGESEGIEEEEIEIEIIEIELEL I

Your documents, photos, databases and other important files have been encrypted with strongest
encryption and unique key, generated for this computer.

Private decryption key is stored on a secret Internet server and nobody can decrypt your files
until you pay and obtain the private key.

You only have 96 hours to submit the payment. If you do not send money within provided time, all
your files will be permanently crypted and no one will be able to recover them.

Press 'View' to view the list of files that have been encrypted.

Press ‘Next’ for the next page.

!

G o°5 09 00 @IS

7CTB-Locker HIENZE RE

I, IESBBURIT 5, SRR A N 30228 Tor WINEES, DLAANATIERE Tor ) b8 &7 i JL8:
SCAS LT -
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Your documents, photos, databases and other important files have been encrypted with strongest
encryption and unique key, generated for this computer.

Private decryption key is stored on a secret Internet server and nobody can decrypt your files until
you pay and obtain the private key.

If you see the main locker window, follow the instructions on the locker. Overwise, it's seems that
you or your antivirus deleted the locker program. Now you have the last chance to decrypt your files.

Open http:/ [ fizxfsi3cad3kn7v.onion.cab or http:/ /fizxfsi3cad3kn7v.tor2web.org in your browser.
They are public gates to the secret server.

If you have problems with gates, use direct connection:
1. Download Tor Browser from http: / /torproject.org/

2. In the Tor Browser open the http:/ [ fizxfsi3cad3kn7v.onion/
Note that this server is available via Tor Browser only. Retry in 1 hour if site is not reachable.

Write in the following public key in the input form on server. Avoid missprints.

2MAQ3HF-6KNMURW-P3GESRE-KGAZB4H-LDSB4JG-T4ZYRYW-NQPJIPT6—-TZQQHETW
K71BXTLZ-EVZYZDU-URGTXTQ-4QGT7TXBA-QZ UR-DZ0OUALQ-HTVOVYD-TCYVGQV
EH7ZILB-FWP4RXZ2-EXVDEBZ-NYLWUFZ-N565WGE-NTUE36X-PUSDUY3-3MDLUEB

Follow the instructions on the server.

These instructions are also saved to file named Decrypt-All-Files.bdt in Documents folder. You can
open it and use copy-paste for address and key.

8CTB—Locker 3K P& Tor NiagE

WL HTEFEA, ATLLT ## CTB-Locker 1)— M HUATIEFE, W N EFR.

vsdvfzg.exe{T

[&] 9CTB-Locker #AR—f&ZH1TITFE
REATE B DR, — BRILEA LR G 2R SCHR, B L3 T s 84k .

ORKLIWE WRINFAE , MDTTIRGEH $B13|
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T UNICODE Z3E

B25F 0888 | cx,rtf,docm,x1s,k1s% ,5afe,groups, X1k ,x1sb,x1sm,mdb ,mdf ,dbf ,5q1 ,m
A25F61688|d,dd,dds, jpe, jpg, jpeqg,cr2,raw,rw? ,rwl,duwg,dxf,dxq,psd,3fr,accdb,
B25F@188| ai,arw,bay,blend,cdr,crw,dcr ,dng,eps,erf,indd,kdc ,mef ,mrw,nef ,nr
B25FB268| w,odb,odm,odp,0ds ,0dt ,orf ,p12,p7b,p?c,pdd,pdf, pef,pf=,ppt,pptm,p
B25F@288| ptx,pst,ptx,r3d,raf,srf,srw,wb2 ,vsd,wpd,ups,7z,zip,rar,dbx,qdb,b
825F @83088| sdr ,bsdu,bdcr ,bdcu,bpdr ,bpdu,ims,bds,bdd,bdp,qsf,gsd,iss, ik

R

(& 10 #2551 CTB-Locker 1Y R & HiE

IR 7 7 U OB ) — 84y, EXHEE G 3 — T,

B REAR 21 BN 1 S PAJE 2 44 8 tmp TR 20 F R MoveFileEx 2 ah BIGRS H R N . #ZER
PESCAF RIS AL FOAN S 15T RGOS AT A SEE R, HA - ADMRWX .. REXNZEADZMIXTHE SHA256. fR4ETH
B SHA256 {EAE N2 15 AL (session private key)f# F Elliptic curve Diffie-Hellman (ECDH) 572724 — />4
N (sesslonpublickey). F-5HCE XAFFHI—NE A (master public key) f# F ECDH &k /=4 — A2
=% P(session shared secret), X213 HPTHE SHA256 JHR IXAMEAE Y AES N Y KEY . AHRAAS 4
¥

1lea eax, [ebp+S6h+uvar_184]

push eax

1lea eax, [ebp+SOh+uvar_124]

push eax

lea eax, [ebp+5Bh+var_B4] ; FPH=4E4%4A
push eax

call sub_2SF63FF
push offset najzljf_data

1lea eax, [ebp+SOh+uvar_ 124]

push eax

lea eax, [ebp+50h+var_164] ; ={fFHL=%7¢{A(session shared secret)
push eax

call sub_2SF63FF

1lea eax, [ebp+SOh+uvar_ 144]

push eax

1lea eax, [ebp+SOh+var_164]

push 5

push eax

call Sha256 ; iTEsha256

mou edi, [ebp+SBh+arg_1C] ; (0% 5EI%A

I g | - —_— e

i UL, XA AES FYTR B BIZR M — DS Heh i E R, BERMEHEZRIFT 5
A AES EHH, Xt N A BT CTB-Locker V5SRREMEMEES 5 AN SCAFIIR A FESCHFEI IR, 28
JEAEH ZUIB 4 Ja 16 ] AES I o I R8s A — M i SCIF K Sk B A% 0x30 RLEITUR T N o SCIFINE ¢
Jr e i SO RIS N 0x30 HIHEE, FP Itk 0x20 At 2 ih A SCIFINE 5 14> AES I
AR, I SO s MR S5 B S RAFAE R B S .

45 BITEBREM

2014 4 4 7, EAMNTIE BRSNS B R AT, BN BRI 7R, JF BA @@,
HarE AN 5 6 BT S AR M. Q My £oo. s, #0738, sk,
IR o 7 RZRBA R R R E N 8y BT AT RIS, IXRB R P 1A A
F TR O™ H R -

] PAY EL B 380 2R A Dy S T X SN AT SRR B, R el B BUE iR e, f N LA B R
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NH A ZIEN R — D ESL RG] FEH P FVESE, SIRZPEEAETFVImA Y QQ 569,
FORZE N QQ Ui K FHE A — B4 A Re .

P INiZ QQ JG &R R AR N 8. fE1Z R, v LUERIERE MR ER, ZEHP N ANE B g
PLVERIERENHEREGMER, (BEIEmM R TS,

FHHERER InEh &R E NI K MREER 25 HATEE 42K 5
R MPATRFR:
[C)ER1: MR, SR 8, M7

L L

B fF2: AXZRRB{HE? B3t ke

[EHE3: REERBEHHR? - & memaree

%{.\L

L
N
F F AL S VLT IE S

B 1 #RIREREE

ERZFER P INGF KL, SR A EE SRR, SR NIRRT 20 7o, FFZSRA P FEIK BRSO 5K
FA RS . 5T, ZERBRATER R0 o Android FHLH F it T8I R4T 8, I HAERZEH
PSSR, REERAUEBUE . HERAEBR R IMAMEEBR S IIEE, BN SO s &
WK A, ZFERPEZUGEHTRE. BIKRETE, IARRSREE, HESE R AR
SER IR

5 Bafl - FizMHtA

51 REEWSHWIRRINEG

N TG B R AT B, X PC AT, %R CERT A TREIMNZS H R 2 i)
1. eI sty S

2. N AR HHAN T, G S R AR AR TR I e T L

3. ZEAEME IRl R8T ]

4. XFAERERIRATHEAE ORF e, GRS TIT B s e R r A 3

5. R RIR R RS

XFF Android ¥ & B s Zeum H P, @i R

1. REFHAFRM (Ll LBE 24 KIfi. %K AVL Pro 45)
2. WIWEERI RS NN
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1. WERFHL root FHIF)F USB TRFEERII, wIEEAN adb shell fi ELFEMH 5 % = 87

2. WMERFH RGHEWEIATHE, o FHLAT R R R % Dk

3. ANFH LR R EE N AR« F L PN 2B 7 0%, ek CayRs ) L,
BRI B4 E LA LoGo B E R EIM f5, i (& &R0 Y A RNz ek, 85
FHEE FASER “C2afia” FFt. Ty % s S 37 155 R E 3L FE

52 @A BB

I AT A>T AT DA Y, SR e N Ty SRS P B B R P R e A AR
PR, ) R R AR RO L A Al B TTRIBAE i U0 CryptoMonitor (2R P T LARR
PEAT ARG, AER R AR e P B b R D

53 AV HIBG AT

XEF AV P R, A BB PSR % A B BT AT TR L B ORI AR ERTE T LA IR
RHEATA B, R RG22 Bl B, Al 3 2 AR KN TR P H 3h 228 B4l
WHE P 6, BRI BTSSR e, RN R BB AR . FLR,  finlk im & B
N G RDRERAT EE BB K SO BRI ML BN B S LESZ BRT 5L, — B ok s e e A
FRag AT, wfRAEE Al N (A 5D Rl SRR ORI, IR AR, R, wRA %
SO R B EEME RSO, &5, 8 2 imia s D RS S AT 2 E s, TS
B TEAE

IR

HERBEESR
(B8%)

SR HFEHEEEERITE )
s hEEedE T

- - o

SRREN : RENTHEILGT EEE : @ERG EiE R EIIGT FHERER © RHRET

EEAVEE2(E

B 12 2R 22 ~mTIERE

OTKLINE hRINFRE , Wi TTHRGEH %16 ]



Z_
oy B2 BTSSR E

6 B4

MR OBAR S ERAAR, WAL R 8E 2 ais g ma®, HE AN

2015 F 5 A, BhRBAF Locker HIMEE AT 1 HAL I I R B I AP RIE TR, BRI T
B ERE 2 EE M. g, 28R E TS 62,703 FEIR IS IZHMF RN R A 0.1
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TIBERHI AT T s RS, BB E 3 th okl R o

A B e AR, SRACERS P SF A, FTOTIRIT . SRAM TR ) ZE DA S A A N RIS AR, R T
BERK— R I o BRI YRR BN AT Wi AL BEAL AR, (BRSBTS IR e s 3 UK
Ly, B RIS 2 2 M 5 B BOm R, RIRAT AT A, AR RGEPE T2 2RE. =
XGRS BlE M R B AF I S, B W SRR S AT ARSI BE /7, T C 2 B R A E i
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