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1 FHHEHE

2017 £ 1 H 31 H, Softpedia Wil &4 | — ka4 N {Cryptkeeper Linux Encryption App Fails at Job,
Has One Letter Skeleton Key — "P”) HISC#E, HH$EK, CryptKeeper M HTE Debian 9 FA7#7E— BUG,
SASAFF OIS SO I 15 RSB B o BN “p7, NI ERF “p” VB i b H 25 i) SO
1) 308 FH % Bt

VES|HAT Kirill Tkhai F 2017 £ 1 A 26 HFE debian #:[X (bugs. debian. org) XM Bug 8.

R CERT Ay TS B ROHERYE, T K B IR AT T 4007
2 BHIUER ST

CryptKeeper & —#K TAESE Linux “F & PN SRS B AE, BB 2%, B3 encfs XIS
e . BB N SO ThRE, W S BRSO E FEAREE A# . CryptKeeper i /H GTK FER 'S, JEEXT
encfs MHEAT T 535, (1 AES-192/256 Sk U HEAT I,

A A ARAS AL T cryptkeeper/sre/encfs wrapper. cpp, fEIZARHH, fEFEMH T encfs [
-S(Stdinpass) Z%, MArUER AN P i 8

int encfs_stash new (const char *crypt dir, const char *mount_dir, const char *password)

{
int fd[2];

assert (pipe (fd) == 0);

mkdir (crypt_dir, ©700);
mkdir (mount_dir, ©700);

int pid = fork ();

if (pid == @) {
dup2 (fd[e], @);
// don't want to see encfses stdout bullshit o
int devnull = open("/dev/null", O WRONLY);
dup2(devnull, 1);
close (fd[1]);
execlp ("encfs", "encfs", "-S", crypt _dir, mount_dir, NULL);

exit (0);

FEIHRRAH] encfs 1, 245 ML, iEA T Fahisde— e pois.
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Please choose from one of the following options:

enter "x" for expert configuration mode, =

enter "p" for pre-configured paranola mode,
anything else, or an empty line will select standard mode.
> p

CryptKeeper MR¥EIHMA encfs HJBE, A HZY 1 "p\n" B0, REDE A, DLk
paranoia HxC (BA L mMNaEmeg) . LIS a i A 07 sUEBUm s B Gk £, BARZ AN E ), X
MR R B EMEEE” BT TRE. A, BT encfs AR EMIHMED, CryptKeeper 1
B AR

151 write (fd[1], "p\n", 2);
write (fd[1], paﬁsuord strlen (password));
write (fd[1], s i) 2
close (fd[1]);
int status; "

waitpid (pid, &status, @);

return !is mounted(mount _dir);

AR FEALE 3 i) Debian 9, 34bF ik (unstable) BB, A THEFTH encfs (1.9. 1-3 i) - #r
WA encfs 7E-S ZEURIAEATIEFE PN B OB =, 10 A2 {8 FH TG B bR AERL 2, FF BB N A\ 2 %
fih

ORKLIWE WRINFAE , MDTTIRGEH ®2m|



=z
- E * CryptKeeper RILERABHREMHSTRS

# G . in ~/Desktop [15:15:38] C:

encfs -S /root/Desktop/testl /root/Desktop/test2
Creating new encrypted volume.
Standard configuration selected.

Configuration finished. The filesystem to be created has
the following properties:

Filesystem cipher: "ssl/aes", version 3:0:2

Filename encoding: "nameio/block", version 4:0:2

Key Size: 192 bits

Block Size: 1024 bytes

Each file contains 8 byte header with unique IV data.
Filenames encoded using IV chaining mode.

File holes passed through to ciphertext.

Now you will need to enter a password for your filesystem.

You will need to remember this password, as there is absolutely
no recovery mechanism. However, the password can be changed
later using encfsctl.

FEVEARES bt m] DA B R AR o useStdin XM /RAZ B AESHCH-S B E @i fgets
B PRI B
% CipherKey EncFSConfig::getUserKey(bool useStdin) {

char passBuf[MaxPassBuf];
char *res;

if (useStdin) {
res = Fgets(passﬁuf sizeof(passBuf} stdin);

n')

if (passBuf[strlen(passBuf} - 1] =
passBuf[strlen(passBuf) - 1] = '
1 else {

o

res = readpassphrase( ("EncFS Password: "), passBuf, sizeof(passBuf),
RPP_ECHO OFF);

¥

CipherKey userkey;
if (lres)

cerr << _("Zero length password not allowsd\n"); ol
else

userkKey = makekKey(passBuf, strlen(passBuf));
memset(passBuf, @, sizeof(passBuf));

return userkey;

53 CryptKeeper HIIZ I K] encfs MFACIS, A 2016 42 9 H H encfs /EFHIER.
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Commits on Sep 8, 2016

n .
Q run clang-format Vorifind B 95c7492 3
vgough commitied on Sep 8, 2016 X
.
Commits on Jun 5, 2018
ANTIY
Allow writing when loading a reverse mount config = M2 2c54147 o

|happ commitied on Jun 5, 2016 v

£ encfs HEBTARCA, X TR E T

RootPtr createvVeConfig(EncFS_Context *ctx,
const std::shared ptr<EncFS_Opts> &opts) {
const std::string rootDir = opts->rootDir;
bool enableIdleTracking = opts->idleTracking;
bool forceDecode = opts->forceDecode;
const std::string passwordProgram = opts->passwordProgram; -

bool useStdin = opts->useStdin;

bool reversekEncryption = opts->reversekEncryption;

ConfigMode configMode = (useStdin &&
opts->configMode == Config Prompt) ? Config_Standard

: opts->configMode;

MAEIHRRAS T, AR E A T A F AR :

RootPtr createveConfig(EncFS_Context *ctx,
const std::shared ptr<gEncfFS Opts> &opts) {
const std::string rootDir = opts->rootDir;
bool enableIdleTracking = opts->idleTracking; =
bool forceDecode = opts->forceDecode; o
const std::string passwordProgram = opts->passwordProgram;
bool useStdin = opts->useStdin;

bool reverseEncryption = opts->reversekncryption;

ConfigMode configMode = opts->configMode;

bool annotate = opts->annotate;

=AY, FEHIHRATE, XHFE—A Config Prompt #im, /&7 4HE useStdin(=S), 1T ARA—FM.
TEF A, WidsE 7-S I AN Config Prompt fTE, 2 fli HARER

Kk, CryptKeeper FHSZw A% p\n"{HHE encfs BEIEAVEEMD, TMLPrbAEH] B EHIITTE. H1T-S
B TR, XA BUG FFANE 2 KL

10254 7 EFOIE, A RA S, SR RS SR R
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o
m Error decoding volume key, password incorrect

Cancel

3 HfrREm

ZEHE R RVEE AR, KDY
1. CryptKeeper M I NKUE D, 18 HL & — {1k T 484,
2+ % Bug HAT AR T encfs BihiA (1. 9. 1-3) (RS b, MU IERBAR 2 RAT UK

His
3. EFMHRAS, CryptKeeper fE#F TN Debian 9 FIE IR T H MM, JREEBRERE
W EAEZ AT

Ak, ¥TF CryptKeeper WIH UKL, ZFHAFMI RSN . — 510, AEUE KA EERREEE
Ja, BICIEEIR VTR E QRIS SO 07, H IR R R =N R N, R EEE T
DR EZIVN R E NN

4 RF CryptKeeper /E&

CryptKeeper HI/E# Tom Morton T4 B4E N t—morton@blueyonder. co. uk, [fj blueyonder. co. uk 3844
HE M A N 4ER2 4R (Virgin Media). HAT, blueyonder. co.uk fl virginmedia. com & [n [F— T .
Virgin Media & —ZFKGE AR, A AIYEE AL E e AR EIE. B 550 LM RS .

YE#T 1995 EAETEE AT E L K2% (University of Bristol) 3RTFBURZF#L%A1, AR ER
BUG - B BRI £ BUG B AR £ o AR B TE 4 GAR AT HAT IR S % (Executive Planning Director)
Wi, f£ github JH3) | CryptKeeper HiH , A F 525882y 2007 45 7 F 12 H. HATEFLERE R/GA
NEMEEHE R, (SVP Strategy).

™

Tom Morton

SVP, Strategy at R/IGA

New York, New York R EWNST &
RIGA, Strategist-at-Large

cocollectve, Goodby Silverstein & Pariners, Havas
University of Bristol

m MTom&iM iInMail  ~

Tom Morton
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5 B4

I ER Ml LUE XA E 2007 T — B DML T X A7EE T CryptKeeper JEAAS 45D
ZJITCAE 2016 AT LA g i 1) “I@ s 7, 2RI encfs B T —ANS3(-S) 1k
17184,

F T S 20 P i B 1 i SR A S R J R 1) —— F P {8 P BT 8 8 0 T VR A 2 B —— R AT TRT LAY
e VX AR —A Bug, M AMIA TN E— NI RE (B4 CryptKeeper [FFRE M encts MFHFK
D) WHIETT, AT SRR — IR BE#E NI R B AR5 4

XARHHE VI T RAE LSRR KRB SR 24 “EBR” Mg, x-FH
SRR G (WEFEANRR MR R 24, R4, DUKET 2 MEEREE 224y, 1A
W TSR

(1] FFE LGB

http://news. softpedia. com/news/cryptkeeper—linux—encryption—app—fails—at—job—has—one-let

ter—skeleton—key—p—512432. shtml

(2] B SRR

https://bugs. debian. org/cgi—bin/bugreport. cgi?bug=852751

[3] Wikipedia ffJ Virgin Media id4%
https://en. wikipedia. org/wiki/Virgin Media

[4] E&E ) linkedin TATH]:

http://www. linkedin. com/in/real tommorton

[56] CryptKeeper J5f{i%
https://github. com/tomm/cryptkeeper

[6] encfs JFACHD

https://github. com/vgough/encfs

fi—: RTZK

LRMIR GV TR AL, B AR ROV 2 RSER SN, Dbl e Aw], Bahds
NFNPRKER . ZRIGA YR DL e R P D kA5, 520 8 B0t a0, £%
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RISV, Bah A, WM TIRR . B, LBy Mk &5 T 468 8
Fe wRIMEHEMERENIBEEE. SRS EFZANER. ZREREIESIT. L7 TH
AR MR RE UGS, DGR AL 7 6 28 B TR F B ELRE F7 46 = B e . 45
G2 TR E 2B AIRE, ZZENHREIE S e ST AL, HEl 7RO SR s:
PR CAPT) FITTH] i) AR 4 285 5 St JEE At 8% it R A5 A B 5 IR 43 U Al o 7 5%

SRR =R EE LGS R 1T ] REER L RE NSRS SR, LRI RS R
CINAERITE 1 )5 6 4 B & R 28 22 b . IEPAGER FHLIR L L & BidT . R 5] 82 A3k A
AT AV-TEST 4F B 22Ty v [ 72

LREARI G ETIAE B . UKL PN, 22 K O %2 DY Jem IR [ 5K 2 2 42 0L 2 S HE LT
T, IR EE R R AR S K — RS RN — o 2R E R 20 B AR R B L Al
W, LGRS 11, O4ER, B, B, Wi, FREXSE R4, 2R T R,
TR T el R GBIk )T %

http://www. antiy. com (FH30)

KT I EE 5 245 BRG] . http://www. antiy. net (ZEI)

KT K Iz APT AHI7 = i B 2 A5 B Vi 1)« http://www. antiy. cn
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