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1. WanaCry 0% H 7 50 5 21 Je iy 240217 @WanaDecryptor@.exe, (@WanaDecryptor@.exe 21—
A~ “00000000.res”, WENINEPRSCEEE . KANEE R, B 5 @WanaDecryptor@.exe AN Z AN A
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S WIry r oWy /V 00000000. res Xl

0 1 2 3 45 678 9 abodef
FE EL EQ E 5 8 FD 00 0 00 00 00 00 00 : ZEi=

1 “00000000.res” XHRZE
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B R LR M Ll PR LGS #0217 @WanaDecryptor@.exe, I @WanaDecryptor@.exe 25X
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eax maxlen
eCx skcC

edx dest
396CH00A |call <jmp.&HMSUCRT.strncpy’

1SUCRT .strncpy’>

PR Iaa  GB12E464 || dest = BB12E464
ag12ceaa| ee1z2pezc|| src = "sM11111 1111111111111 111141111119
A812C8A84( OOBO13EC |Lmaxlen = 13EC (5188.)
8612CH08| OO12FC50|ASCII "gx7fekbenu2riucmf .onion;5¥g7spgrzlojinas.onio
8012cea8c| 77C2FCEQ| msvcrt . .77C2FCED

2 EFRIELHFT SR Mt

¥ana DecryptOxr 2.0

Qoops, your files have been encrypted!

‘What Happened to My Computer?
Your important files are encrypted.
Many of your documents, photos, wideos, databases and other files are no longer accessible
because they have been encrypted. Maybe you are busy looking for a way to recover your
files, but do not waste your tune. Mobody can recover your files without our decryption
service.
Payment will be raised on
5/20/2017 15:10:55 [l Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have not so
Time Left enough time.

g B You can decrypt some of your files for free. Try now by clicking <Decrypt>.
But if you want to decrypt all your files, vou need to pay.
You ordy have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.
Your files will be lost on We will have free events for users who are so poor that they couldn't pay in 6 months.

5/24/2017 15:10:55 How Do I Pay?

Time Left Payment i accepted in Bitcoin only. For more information, chick <About bitcoin>.
Please check the current price of Bitcomn and buy some bitcoins. For more mfafrgatipn, click
<How to buy bitcoins>. il - 3
b

And eend the rorrert ammint o the address anecified in this wandoss

Send $300 worth of bitcoin to this address:

011111111111111111111111111111119 -

3 BRHETHILLR s etk

About bitecoin bitcoin
ACCEPTED HERE
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fread{&DstBuf, Ox8Bu, 1u, (FILE =)result};
fclose{w3);
str_cpy{asS_wnry, {(char =)uvi + 1778, (char =)ul + 18708);
vl = sub HBCHFA{{int){{char =)u1 + 1528}, (int)&DstBuf, (intlasc B21244, &bDest});
sub_L4BCo7af);
if ( vk == -1 )
vl = sub_4BCHFB({int){{char =)ul + 1528), (int)&DstBuf, (intlasc_u21244, &bhest);
result = sub_4B8CA70();
if ( vk ==1}
{
result = @; s e,
if { strlen{&Dest) »>= 38 && strlen{&Dest) < SA(]} WWE*

{
strcpyi{{char =)uvil + 14708, &Dest);
result = write_c_wnry ArBw{{char =)ul + 1292, 8);

H
4 FIETEAF D E MUK E

4. PRAEME IR BRI )E, Ay “Check Payment” J&, i HHING, SoRAHK

“00000000.res” 1 “00000000.cky” [FIL |54, ¥ “00000000.eky” A 5 IR [BI45 H bR EML.

fread(&res buff, 136u, 1u, (FILE =)result});
fclosef{ui);
eky buf[8] = byte_421798;
memset{&eky buf[1], @, B8x27FCu};
®( WORD =)&eky buf[2845] = 8;
eky buf[2847] = 8;
sprintf{&uils, eky, ={ DUORD =)(ul + 164));
result = {int)fopen{&uil, rb);
u¥ = (FILE =)result;
if ( tresult )
{
®( DUWORD =){ul + 168) = -1;
return result;
H
ug = fread{eky buf, 1u, 2848u, (FILE =)result};
fclosef{u?);
str_cpy{as_wnry, (char =)}{uv? + 478), {(char *}(q;F:'E?B}};
u9 = tor_send( -
vig,
uZ? + 228,
{(int)&res buff 1,
{(int)&res buff,
vig,
{int)eky buf,
(char =)uf,
u? + 178,
*( DUWORD =){dword_u21B9C + 2876),
*( DUWORD =){dword_u21B9C + 2872},
&FileHame,
*{HWHD =)(vi1 + 323);
result = sub_4BCHFA();

B 5 [Ef% “00000000.res” M “00000000.eky”
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5. FEAHE IR SCE, HERR R BT B SR G H 30, IR . dky 2 R 5 4%
JN.WNCYR 5. WNCRY 318

sub_483EBB{this, @8);
u2 = Sendiessaged(*{ (HWHD =)u1 + 48), B8=147u, A, A);
if ¢ v2 = -1
1
ud = Sendiessaged(*{(HWHD =)u1 + 48), B8:15%8u, vZ, @);
if { *=( DWORD #=){vd + 8) )
sub_483AFA{u1);
sub_ 4B1E?BA{&u);
ul = ={ DWORD =){vi + 8);
e = 83
sprintf{&dky, aB8x dky, uvh});
if { sub_ 4@2828(&ve, &dky, (int)sub 483818, A) )
1
if { decrypt files({{int)&u&, uid) }
1
ufi = afllYourFilesHa;
goto LABEL_9;
H
H
else if { t={ DWORD =)(v3 + B) )
1
vt = aPayHowIfYoulang; A'E*
ABEL_9:
AfxMessageBox{vi, Bx48u, A);
goto LABEL_18;
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[1]

[2]

(3]

(4]

(5]

(6]

(7]

(8]

(9]

K 2016 4F WA 2% 22 4 B ) [l sl 5 g B2 )
http://www.antiy.com/response/2016_Antiy_Annual_Security Report.html
(L2 RN ZE AT “WannaCry” B4 F 1)

http://www.antiy.com/response/Antiy_WannaCry_Protection_Manual/Antiy_WannaCry_Protection_Manual.
html

(2 RPN B R i FRJREE WannaCry FAQ)
http://www.antiy.com/response/Antiy_WannaCry_ FAQ.html
I B 5 WannaCry %o T B A TR Ntk
http://www.antiy.com/tools.html

(22 R NN 2% 3 ik B 88 WannaCry FAQ2)
http://www.antiy.com/response/Antiy_Wannacry_ FAQ2.html

(LR RRAE “WannaCry” FFHLTEFS)

http://www.antiy.com/response/Antiy_Wannacry_Guide.html

R FEIT B2 P R H

http://www.antiy.com/response/ransomware.html
"Bty WPS FEA"SEIYRTER )

http://www.antiy.com/response/CTB-Locker.html

MU MEPEAIE js IASAL IR R AR S i i

http://www.antiy.com/response/TeslaCrypt2.html

[10] SKil: & BIEAT H SCHRIR (1 B T = B Locky™

http://www.antiy.com/response/locky/locky.html

[11] RUE: EHRBAFKIE TeslaCrypt ST AP EARRE 554047
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http://www.antiy.com/response/TeslaCrypt%204/TeslaCrypt%204.html

[12] (PEEEZ4E) 44& 2017 F5 4

MR- : XFEX

RFETAET B I S BRI R o 2R AR T I LR 4 28 B AR Lo BE 0 o FH P ox
BB A FD g A A iy, MRHE St IR B DI 5] B4 R B AZ OB AT R BN, DA S it i
P OmE BRI IREEHT. BUBE RIS H B ARG R RS RS .

SRR —H R L E LA R 1T ] R RAE NI RE S BRI, 2RI 5] 15
PUNAEERIE T 6 M4 % & FI 4 2 % % . IR FAURBEZ & . 2 KRB 5] 2 & £ Bk A
RS AV-TEST 4F & 22 T0 1 v [ 7= i o

GRPAREL IR BIN A KRN TT, 22K CLIE S Wi Bk [ 5% 2 22 4= N 2 S HE AT
B, IR EERE R G aRAE AN I — SR —.

I v [ N 2 AR R A A, RS, DA g B BisE. whil, R
HRLERMT, R TR IE.. IRETR RS R R

KT IR G 2 E 25 BiEvi: http://www.antiy.com (173Z)

http://www.antiv.net  (ZE)

LRAN LN F ELZERiEYih: http://www.antiy.cn

YRR LA R (AVLTEAM) BEZERIEVI: o /www.avisec.com
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