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How did this happen?

Especially for you, on our server was generated the secret key pair RSA-2048 - public and private

All your files were encrypted with the public key, which has been transferred to your computer via the Internet.

Decrypting of YOUR FILES is only possible with the help of the private key and decrypt program, which is on our Secret Serverlll *

What do | do?

Alas, if you do not take the necessary measures for the specified time then the conditions for obtaining the private key will be
changed

If you really need your data, then we suggest you do not waste valuable time searching for other solutions becausen they do not
exist.

Faor more specific instructions, please visit your persanal horne page, there are a few different addresses pointing to your page
below:

s//alcoviduvewkrend.paybtc798.com/7 CE14F27 ETD3ESSS
lcovdduvewkrend.btepayd35.com/7CE14F27ETDIESSS
3.https://alcovdduvewkrend.onion.to/7 CE14F27 ETD3ES95

If for some reasons the addresses are not available, follow these steps

1. Download and install tar-browser: http:ff torproject. orgfprojectsitorbraws er.html.2n
2. After a successful installation, run the browser and wait for initialization

3. Type in the tor-browser address bar: alcovdduvewkrend.onion/7TCE14F2TETD3ES95
4. Fallow the instructions on the site

IMPORTANT INFORMATION:

Your Personal PAGES:

http :falcovd4uvewkrend.paybtc798.com/7 CE14F27TE7D3ES95
http:/falcov44uvewkrend.btcpay435.com/7TCE14F27E7D3ESS5
https:lialcovd4uvewkrend.onion.to/7 CE14F27ETD3ES95

Your Personal PAGES {using TOR-Browser): alcovd4uvewkrend.onion/7 CE14F27ETD3EBS5
“four personal code (if you open the site {or TOR-Browser's) directly). 7TCE14F27E7D3E895

FE(IEEHARSZ(S 500 SErTARESRIBERMR | ITHATEEZ(T 1000 5T,

Your files are encrypted.
To get the key to decrypt files you have to pay 500 USD. If payment is not made before 09/12H15 the cost of decrypting files
will increase 2 times and will be 1000 USD

Prior to increasing the amount left:

160h 01m 17s
Firstconnect IP: 219134 45152
Refresh Payment | FAQ Decrypt 1 file for FREE Support

Ve present a special softwars - CryptaWall Decrypter - which allows to decrypt and retum control o all your encrypted filas
How to buy CryptoWall decrypter?

. You can make a payment with BitCoins, there are many methods to get them.
bitcoin

. You should register Bitcon wallet ( click here for more information with pictures

~

w

. Purchasing Bitcoins - Although it's not yet easy to buy bitcoins, it's getting simpler every day.
Here are our recommendations:
LocalBiteoins. com (WU - Buy Bitcoins with Westerm Union
Coincafe com - Recommended for fast, simple service. Payment Methods: Western Union, Bank of
America,Cash by FedEx, Moneygram, Money Order. In NYC: Bitcoin ATM, In Person
LocalBiteoine com - Service allows you to search for people in your community willing to sell bitcoins to you directly.
CEX10 - Buy Bitcoins with VISA/MASTERCARD or Wire Transfer
btedirect.eu - THE BEST FOR EUROPE

Some additional sellers;

bitquick co - Buy Bitcoins Instantly for Cash

How To Buy Bitcaing - An directory of hitcoin exchanges
Cash Into Coins - Bitcain for cash

Cninlar - Cainlar allowe direct hitenin nirehaces an their site
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Service to decrypt the files.
To continue please enter the code from the picture in the input field.

g

Code of picture: I:l
Identification number: l:]

Enter to decrypt service

Lot RIBCHEE AL 11 LA Ik (0 8 1] A IR 2% d R AH IRV, AR XML 2.x mig V& 28R (R IR 55 4% »
S AR A 1D £EIX =AWl AT B 215 B2 — R

psbc532jm8c.hsh73cu37nl.net

alcov44uvcwkrend.onion.to

7vhbukzxypxh3xfy.onion.to

2 FEH 1P120.72.5.187, AJ LAFE B AP HEIR [ ) Hobis — 2,

OFKRIE WRINFFA , IDTIREEE B8}
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W Decrypt service

"' | @ | https://alcovdduvcwkrend.onion.to/service.php v ‘ * | = - @ h | = =

Your files are encrypted.
To get the key to decrypt files you have to pay 500 USD. If payment is not made before 06/12/15 the cost of decrypting files will
increase 2 tmes and will be 1000 USD

Prior to increasing the amount left:

First connectIP: 120725187

We present a special software - CryptoWall Decrypter - which allows to decrypt and return control to all your encrypted files.
How to buy Crypto\Wall decrypter?

1. You can make a payment with BitCoins, there are many methods to get them.

©bitcoin

2. You should register Bitcon wallet { click here for more information with pictures|

W Decrypt service

'..(' | @ | https://7Tvhbulzypxh3xfy.onion.to/service.php

Your files are encrypted.
To get the key to decrypt files you have to pay 500 USD. If payment is not made before 06/12/15 the cost of decrypting files will
increase 2 times and will be 1000 USD

Prior to increasing the amount left:

First connectIP: 120.72.5.187

We present a special software - CryptoVWall Decrypter - which allows to decrypt and return control to all your encrypted files.
How to buy CryptoWall decrypter?

1. You can make a payment with BitCoins, there are many methods to get them.

Obitcoin

2. You should register Bitcon wallet { click here for more information with pictures]

3. Purchasing Bitcoins - Although it’s not yet easy to buy bitcoins, it's getting simpler every day.
Here are our recommendations:

UR SRRV R 1R AR 55 A A M 4 22 e B 2, R B RN B, Bl v A
FAA NS B, SARR SR AT, v T RE SRR S IR 55, o Bk 7 — D IhRes2 R “ &
(RISCRS SO R HORTEIR recover_file_xxxxx.txt SO E A% BRI ERECH: s (AR A5 2. W -
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If login was unsuccessful few times in a row, please upload "recover_file_xoooc tt” file located in "My Documents” folder.
If something is going wrong - please visit this site later, in 10-12 hours.

(5., s,

TEISE X6 PO 2% ZE AL ) SR BRI — MR 25 1) URL A2 /7
http://psbc532jm8c.hsh73cu37nl.net/decrypt.zip MD5: AE3E2206ACB24A60FF583F2CFOC77E59

Decryption key: [Eaey 0l AN |

Decrypt | /,ﬁ
vy 82 *

Hrpf145 DB 5 & C:\wrk\decrypt\decrypt\Release\decrypt.pdb, MFEAT)HEH A LA FF]H OpenSSL ECDH
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