
 

  

首次发布时间：2015 年 12 月 3 日 10 时 21 分  

本版本更新时间：2015 年 12 月 5 日 5 时 21 分 

ӔҧɎ ɏѬ ṩừ₡ַײḦᵆῚ ᾃ֧֪ῷ 

  

ḟᶽ ḟԄֿכ јẓ ᶳⱣѦị 



ӧ Ѳᵃε Ѳ҅ 

¨ḟᶽḪ Ḯ ◌ΰỨῑε⁹ ᾢὄ   2  

 

 Ẹ אָ

 

1 ⁭ ...................................................................................................................................................................... 1 

2 Ɏ ɏ҅Ҭ ...................................................................................................................................................... 1 

3 ᾑҬӠ  .............................................................................................................................................................. 4 

4 ‒῞֪ῷ .............................................................................................................................................................. 6 

5 ⱳᾑҬ֪ῷ ...................................................................................................................................................... 9 

5.1 INST.INI ᴆ ῏ ⱳ ̔ ............................................................................................... 9 

5.2 LINKS.INI ᴆ ⱳ ̔ ............................................................................................................... 11 

5.3 №  .................................................................................................................................................... 12 

6 ..................................................................................................................................................................... 14 

Ẹ σ῞⁸҅ҬѦ ổ‒῞ַײ MD5 ...................................................................................................................... 14 

Ẹ҆σԊ҇ḟᶽ ...................................................................................................................................................... 15 

 

 



ӧ Ѳᵃε Ѳ҅ 

 

¨ḟᶽḪ Ḯ ◌ΰỨῑε⁹ ᾢὄ   1  

1 ⁭  

2015 12 2 ̆ ᵣ ⌠ ҊḤ ̔ ᵬ ̆

ᾣ ץֲ ľ ĿҹṢ ̆≠ Ḥⱳ ̆ ף Ȃ 

ῃ ҍ Ҭ ̂ CERT̃ ̆Ҋ № Ȃ

№ ῀̆ ױ ԅ ҩԊᴆ ̆ ῏ ף Ȃ 

2  Ɏ ɏ҅Ҭ 

῏ױ ̆ ԍ 12 1 23 24№Ȃᵬ ⌠ ľ – Ŀ

ľ Ŀ̆ ᵝ ľҌ Ŀ̆ ľ Ŀ Ȃ ̆ ҉

ᴆ ԅ ᴆ Ȃ 

 

图 1 微博私信所发文件引起反病毒软件报警 

ᾢ̆ ױ Ҭ ⌠ ᴆ ̆ ̆ ᴆ Ȃ 
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图 2 报警文件的下载地址为百度网盘 

ҹľ – Ŀ̆ №֣⇔ ҹ 2015 11 30 17 4№̆ Ҋ Ȃ 

 

图 3 Ȱ南周冯翔ȱ的百度网盘分享 

̆ ױ ⌠ ѿᵝ ֲӞ ľ – Ŀ ₮ ̆ ԍ 11 30  

 

图 4 微博名人向“南周冯翔”提出质疑 

̆ ױ ԅ ᵝľ – Ŀ Ḥ ̆ ῒ Ҝ ҈ ̆ ѿᵝľ–

Ŀ ҆ Ҝ ױז̆ ľ ἝĿ Ḥ ҹ ᵌȂҌ ̆ ԍ ץ ḱ

̆ ∞ Ḥ ף ֲ ҹľ – ĿȂ ױ ԊᴆҬ ֲ ῏ Ҋ  ̔
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图 5 人物关系 

Ҭ Ἕȁ ң Ἕ̆ Ἕ̆ ᵌ

̆ ֲ Ẋ Ȃ ױ ѿҊ ҩԊᴆ ̔ 

冒充记者

攻击者

 Ḥ

. exe

放置木马程序

下载木马程序

微博知名人士社会工程学

 

图 6 攻击流程示意图 
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₯ ᶏ ԅ ᴪ ᴏ̆ῳ Ḥ ̆p ׂ̆ ֲ ľҬ ĿȂ

Ҋ ̆ ױ № Ȃ 

3 ᾑҬӠ  

ᴆ  .rar 

MD5 F2928482E9F7443EDED6B366AAD554F9 

ᴆ  1.16 MB (1,217,174 ) 

ᴆ  RAR archive data, v1d, os: Win32 

 

 ᴆῤ ̆ ѿҩҍ ᴆ EXE ᴆ̆ ᴆḤ Ҋ̔ 

ᴆ  .exe 

MD5 EA878E08F10057B2477090C8017AF587 

 X86-32 

ᴆ  5,238 KB (5,364,268 ) 

ᴆ  BinExecute/Microsoft.EXE[:X86]  

ᴆ  2015-11-30 16:51:21 ̂ ᴆ ῤ̃ 

 53973C2B->2014-06-11 01:11:07̂ ᴆ ᴺ ̃ 

 YEŜ ᴺ ̆ ̃ 

ΐ: n/a 

ⱴ ΐ: n/a 

 

 EXE ᴆ Ҋ ̆ ἝWord Ȃ 

 

图 7 南方周末采访提纲程序图标 

ᴆΐ ̆ ғ ̆ᵖ Ҍ ̆ ῒ ԅѿ ᴏ

ῳ Ȃ 
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图 8 南方周末采访提纲.exe 仿冒微软数字签名 

ᴆ VSTquanjuhe.comΐ ᴏῳ sogou ̔ 

 

图 9 VSTquanjuhe.com 仿冒的 sogou 数字签名 

 

ᴆ ing.exeΐ ᴏῳ NVIDIA ̔ 
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图 10 ing.exe 仿冒的 NVIDIA 数字签名 

4 ‒῞֪ῷ 

̆ᴪ C ҹľ$NtUninstallKB1601A$Ŀ ᴆ ̆ῒҬ BinBackup

toolsңҩ ᴆ Ȃ ᵣ Ҋ Ȃ 

 

图 11 恶意程序释放文件夹整体目录结构 

Ҭ ΐᵣ ᴆ Ҋ Ȃ 

 ᴆ  ᴆ  

.\  bmd.vbe 10.4 KB (10,698 ) 

.\  gsxt.bat 1.26 KB (1,299 ) 

ABAZ\  1.exe 69.5 KB (71,168 ) 

ABAZ\  sl2.db 70  (70 ) 

ABAZ\  speedmem2.hg 21.0 KB (21,504 ) 
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ABAZ\  XueTr.dll 261 KB (267,776 ) 

ABAZ\  XueTrSDK.sys 362 KB (370,688 ) 

BinBackup\ MYTEMP\  8.3f 169  (169 ) 

BinBackup\  abc.os 3.00 KB (3,072 ) 

BinBackup\  abc1601.dat 341 KB (350,190 ) 

BinBackup\  inst.ini 293 KB (300,990 ) 

BinBackup\  lang1.lnk 3 KB (3,172 ) 

BinBackup\  lang2.lnk 3 KB (3,338 ) 

BinBackup\  links.ini 404 KB (413,742 ) 

BinBackup\  mew.1r 42.6 KB (43,646 ) 

BinBackup\  mtfile.tpi 86.3 KB (88,462 ) 

BinBackup\  os.bat 242  (242 ) 

BinBackup\  super.inf 7.01 KB (7,180 ) 

BinBackup\  test1.pfx 107 KB (110,030 ) 

BinBackup\  test2.pfx 95.1 KB (97,484 ) 

BinBackup\  ua.lnk 1 KB (1,046 ) 

BinBackup\  ub.lnk 1 KB (668 ) 

BinBackup\  Win1.bat 1.53 KB (1,570 ) 

BinBackup\  Win2.bat 764  (764 ) 

Tools\  cmd.exe 336 KB (344,576 ) 

Tools\  ing.exe 192 KB (197,320 ) 

Tools\  ua.exe 483 KB (495,568 ) 

Tools\  VSTquanjuhe.com 51.5 MB (54,035,320 ) 

 

Ҋ̔ 
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南方周末采访

提纲.exe

Run

VSTquanjuhe.co
m

解密执行

FreeImage.dl

l是否存在
Yes（验证系统是否已经安装木马程序）

删除文件：

abc1601.dat
links.ini
inst.ini

Cmd.exe
NO

创建同名空

word文档

解压文件：links.ini

解压密码：Ɂ噎冪蕟嚄Щ暜囖醃Ɔ滸濤Ŵ

C:\Windows\
SysWOW64

Yes(Win64) Run Win2.bat

NO

Run Win1.bat

解密执行

Copy test2.pfx -
>

C:\Windows\
2016mt.1r

添加注册表启
动项，重新启

动系统

开机运行

C:\Windows\
2016mt.1r

Run os.bat

将文件abc.os替

换电脑管家文

件qmvext.db

（目的是绕过

电脑管家）

解压文件：abc1601.dat

密码：ɉ羋奤柒ɞ懋髖瓊ɟ蠟蕙纗ɉ

Run 
shotdown.exe

添加注册表启
动项，重新启

动系统

开机运行

C:\Windows\
2016mt.1r

Copy test1.pfx -
>

C:\Windows\
2016mt.1r

NO(WinXP)

Run os.bat

将文件abc.os替换电脑管家文件

qmvext.db

（目的是绕过电脑管家）

解压文件：abc1601.dat

密码：ɉ羋奤柒ɞ懋髖瓊ɟ蠟蕙纗ɉ

Run 
shotdown.exe

解压文件：
inst.ini

密码： òń鎏

憨嚹纗ɉ毳槃

懵鹫u:㊣Ɯ

添加注册表启
动项，重新启

动系统

Bmd.vbe

解压文件

mtfile.tpi

Run ing.exe
（捆绑文件，

释放VBS脚本）

解压

FreeImage.dll

（RAR文件）
释放

Run 
FreeImage.exe

(后门程序)

解压uc.lnk

Run unninst.exe

(后门程序)

Gsxt.bat

功能是调用Xue

Tr覆盖360的白

名单文件、删

除Windows 

Defender文件

C:\
swapfile.sys

Yes(Win8)

Run ing.exe
（捆绑文件，

释放VBS脚本）

解压文件

mtfile.tpi
解压 uc.lnk

Run unninst.exe

(后门程序)

FreeImage.dll

（RAR文件）

解压

释放

Run 
FreeImage.exe

(后门程序)

 

图 12 样本执行流程图 

 ѿҩ ̆ ᶏ ԅ ҩⱴ Ҍ ⱳ ̆ ᴆ

VSTquanjuhe.com̆ᶏ ᴆ
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"C:\\$NtUninstallKB1601A$\\BinBackup\\Images\\FreeImage.dll" ̆

VSTquanjuhe.comᶏ ҹ ᴆ links.inî ҹ ᴆ̃̆ ᶏ ᴆ

"C:\Windows\SysWOW64" ҹ 64ᵝ ᵬ ̆32ᵝ ᵬ 64ᵝ ᵬ

Ҍ ⱴ Ȃ32ᵝ ᵬ Ҭ̂ Windows 8̃ ⱴ Ύ ꜚ ᵬ̆

ꜚ ᵬ ̆ӊ Ῥ ≠ ҩ ᴆ ̆ ᴆ shotdown.exĕ

shotdown.exe ѿҩ ҹ FreeImage.dll ⱴ RAR ᴆ̆ Ῥ ꜚ ̆ᶏ

ꜛ ΐľXueTrĿ 360 ῃ ᴆ ᴆ̆ − ᴆWindows Defender

ᴆ̆ ᴆ ing.exê ᴆ̆ VBS ̃̆ ≠ ing.exe RAR ᴆ

FreeImage.dll ⌠ FreImage.exe ̆ ≠ץ ᴆ ⱴ ↕

Ȃ64ᵝ ᵬ Windows 8 № ⱳ ҍ 32ᵝ ᵬ № ⱳ Ҍ Һ̆

≢ ѿ ң ̆Ҍ 360 ῃ ᴆ ᴆȂ ױ ңҩ

Ȃ 

5 ⱳᾑҬ֪ῷ 

ᴆ  Һ ⱳ  

ABAZ\ 1.exe XueTr פ ̆ᶫ BAT VBS ̆ └ └ȁ− ᴆⱳ Ȃ 

ABAZ\ XueTr.dll XueTrᶭ ꜚ ᴆȂ 

ABAZ\ XueTrSDK.sys XueTrᶭ ꜚ ᴆȂ 

Tools\ ua.exe RAR פ ΐ̆ᶫ BAT VBS ̆ ᴆ Ȃ 

ҩ ᴆ ҹ ΐ Ȃ 

 

5.1 Inst.ini ᴆ ῏ ⱳ ̔ 

Init.ini ᴆ ᶏ iniᵬҹ ̆ᵖ ҉ RAR ᴆȂ 
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图 13 inst.ini 解压文件的功能描述 

bmd.vbe ѿҩⱴ ᴆ̆ῒҬ ⱴ ̆ ף Ҋ̔ 

 

图 14 bmd.vbe 解密后的明文代码 

Һ ⱳ ⱴ Ύ ꜚ ľ̔C:\$NtUninstallKB1601A$\BinBackup\ub.lnkĿ̆ gsxt.bat

ῃ ᴆ ᴆ̆ ⌠ ῃ ᴆ Ȃ 

 

 

图 15 替换安全软件白名单 

ץ inst.ini Ҭ ᴆ ⱳ ⱴ ub.lnk ꜚ ̆ ῃ ᴆ Ȃ 
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5.2 links.ini ᴆ ⱳ ̔ 

links.ini ᴆ ᶏ iniᵬҹ ̆ᵖ ҉ RAR ᴆȂ 

 

 

图 16 links.ini 解压文件的功能描述 

  

ᴆ ua.lnk− ҍ ῃ Ύ ̆ ḱ .1rҍ.3fң ᴆ῏ ̆ᶏ ң

ᴆ vbe inf ᴆ Ȃ 

 

图 17 ua.lnk 代码 
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ᴆҬ vbe JScript Encode ⱴ ̆ mew.1r ף Ҋ̔ 

 

图 18 加密的 mew.1r 代码 

ԅ ⱴ ̆ ף Ҋ Ȃ ԍ MYTEMP ᴆ

SendKeys₱ ᵬ̆ Ҭ ᴆ 8.3f̂ ҹ inf ̃ Ύ ᵬ̔ 

 

图 19 解密后的 mew.1r 部分代码 

5.3 №  

Ԋᴆ Ҭ ̆ ҉ № ̆ ץ ңҩ ̔ 

ᴆ  FreeImage.exe unninst.exe 

MD5 66FF6F32FF7096206B48D8006854C568 2A0C3E7262AD136D9D776A99E18A03CB 

 X86-32 X86-32 

ᴆ  686 KB (702,464 ) 660 KB (676,352 ) 

ᴆ  BinExecute/Microsoft.EXE[:X86]  BinExecute/Microsoft.EXE[:X86]  

 4981F684->2009-01-30 02:33:40 4981F684->2009-01-30 02:33:40 

   

ΐ: Borland Delphi 6.0 - 7.0 Borland Delphi 6.0 - 7.0 

ⱴ ΐ:   

 

ңҩ ҹ ῃѿ ̆ svchost.exĕ ῀ῒҬȂ 

FreeImage.exe ῀̔ 

 

图 20 FreeImage.exe 注入 svchost.exe 
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unninst.exe ῀̔ 

 

图 21 unninst.exe 注入 svchost.exe 

ף № ̆ ץ ₮ῒ҉ ̔ 

 

   IP ᵝ  

FreeImage.exe C*** la.meibu.net  3529 115.** . *** .239 қ  

Ԑ BGP Ҭ  

unninst.exe  1048**** er.meibu.net  3529 115.** . *** .239 қ  

Ԑ BGP Ҭ  

 

ῒꜚ ҹ 115.**.***.239Ȃ ץ ₮ ңҩ ѿ ҹҍⱳ

Ȃ ̆ CERT ֲ ף ץ ҉ № ̆ ∞ץ ң

ҩ ҹ ѿ └ ̆ └ ᴆ ḱ RemoteABC

└ ᴆ ѿ Ȃ 

└ ᴆΐ Ҋⱳ ̔ 

ü ᴆ  

ü  

ü Ⱶ  

ü ῍֣  

ü ᴆ  

ü  

ü …… 
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6  

҉׆ № ץ ₮̆ ԊᴆҬ̆ ₯ ΐ Ҋᵬҙץ ̔ 

1. Ṣꜛ ᴏῳ ᴍ 

2. ≠ ֲ ף  

3. Ṣꜛ ԍ ף ΐ ᴆ̆ ῃ ΐ ᶫ Ḡ └ 

4. ≠ ῃ ΐ ᴆ ῃ ̆ ῃ ΐ ᴆ̆ᶏӊ Ḡ  

҉ ᵬҙ ̆ ױ ₮ Ҋ ̔ 

1. ԑ Ὲ ⱴ ᴍᴏῳ ҍ  

2. ᶫ ⱴ Ữῤ ῃ ̆ ᾧ ≠ ᴰ ף  

3. ΐ ᴆ ѿ֓ ȁ ῃ └ ⱳ ̆ ⱴ῀ ֜

ԑ ⱳ ᾧץ̆ ≠  

4. ῃ ΐ ῃ ̆ Ҁ̆ ᾧץ̆

₯ ̆ ῃẊ  

 

Ẹ σ῞⁸҅ҬѦ ổ‒῞ַײMD5 

0C5261CB53CF17E0A03CA1E6A230430B 29017A44550FBC8AA4D64820044F54EC 

1E6726ED20B88CD2C3E546306E5A3C72 34220AFE857F99A493F4171482E7E8FE 

2A0C3E7262AD136D9D776A99E18A03CB 480145BA7EE820C20AB7D2AD97F95005 

3B86EC0243AB626A11787DA0C53C302A A133284DA52E3CC848C175D73732E88A 

3EE804C0D1AB806BB837FE061A80B457 AFFB80A87F53E67CA886935E44D2BB6E 

5D47C0554EE28E8532F0430CF8235195 B3E18430E5353F6FEF2E787551A78921 

35D779D412FA3682330162FAEDC7D26E B60F57B01A0382C9D9372E78D95D6386 

40E292484019A58AD3AA5C99EF993614 B5713261E7338431FF430DE6E1ACE47A 

44FADA41819963DD353E62026011F6D5 BDB0A5261D139F7B4804C6B03A3E909F 

45ADCB2BDD43FB32F4BA9542E7788F13 C0C457F28C7657FB5B99E2CDD447EED9 

53F88B226236125C816B795BFB8E239E D2B983C66658C8A3DEF1E77E12AB8689 
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66FF6F32FF7096206B48D8006854C568 EB5F29A9A9EDCD600F2846403E4B4223 

110F6A386798757904892EDB5866A453 F0F1038A3F455EAFEAB73944CC09FC08 

887E9654A1E8C956013BB5961A4FDC6B FB24C79B390D3CA14755C1F3DF3E6600 

 

Ẹ҆σԊ҇ḟᶽ 

׆ ̆ ╠ ҹ ҩ Ҭ ȁ ⱬ ῃ ȁ֟

ҍ Ⱶ ҩ ᾢ ῃ֟ ᶫ Ȃ ԓ ̆ ԅ ῃ ̆

ȁҺ ȁ ȁ № ȁ ῃ ̆ ₮ԅ ȁ

̂APT̃ ᾢ ֟ ‗ Ȃ ⱬ ⌠ ҙ ȁ ᴩᵄ ̆

ῃ ᵝ ̆֞ CNNVDΈ ѿ ᵝӊѿȂ ꜚ

ῃ ҩ AV-TEST̂ 2013̃ Ҭ ֟ ̆ῃ ҉ץ ῃ ᵬҹ

ⱬ ᵬᴩᵄȂ 

῏ԍ Ḥ ̔ http://www.antiy.com̂ Ҭ ̃ 

http://www.antiy.net ̂ ̃ 

῏ԍ APT ῏֟ Ḥ ̔ http://www.antiy.cn 

 

http://www.antiy.com/
http://www.antiy.net/
http://www.antiy.cn/

