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H&A T (Meltdown) FI¥IAH, (Spectre) H7EETKEHIE TR

2 R

IS SRR SR AL BB U K B B R A v, 439 Meltdown A1 Spectre,  Spectre # ) CVE 4’5 CVE-
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Meltdown A 1AL HI P AIERAE R G AR IEARRR 2, WHGE VRPN AE, BRI AR 7 DL
BAE RS HHURE B oi . XN “R” 7 B R SE I 22 4l 5t . Se VIR A P 2 ) 1) 2
FREFF “BRFL” U5 in RGRAINAT, AT I S o i 2

Spectre MIERHIR A [F] R L P 2 () BB 25 o )RR ARVEAE T HEI AT (speculative execution), X/
— AR, AR PR AR AR R R B AT T . XA EOR Y H BO7E TSR AT v & A it B s
LR LR TR AT LM A . ARSI D, SRR AR R I MR A B PR T e 5 05 1) A% N A7)
T, RERAE Br 2 m DU 0 N FH A5 P SR SR BN 1248 R 5 AL A s

3 HeE

KRRz FA MBI VLR, B

ALERES S RN, ARML AMD, % HAt A R 28 [RIRE T BEAR1E AH G AU .
#EAYE: Windows. Linux. macOS. Android

RS PRAER . WO, K. B3 Bils. PR

BRFAA = B 1t o

ST P AT Rl I8 B 45 A AL A A B

ORXIRINFTE, RIDTIRIEE $g2m



f E * LhIB2E A RiRiR Meltdown(J55%)F1 Spectre(R) SRS
4 EiRHr

41 CPU ZHFBAFHE

O I RELUF AT, 2R CPURME AR, CPU ST — BT K RS HATINAE S . 2453336
LRMZIE, TAHRMAEARRIA IS, RIS EH IR EHE BT, RASEUEMALRE,; mEA L
BORGEI B AL B S, W] AT B AT (4R %, S TUSEALEE S8 2 Pl (08l , ok & — %454
Pi e BT 1] (K A AE SR AT AN B CPU S5 7h, Xl e 1 AT BRI -3 AAE, ANt 17 CPU )
PATIHSE, BARGREU T PR .

WITIES1, HEEES2URE

ERHE
HITIES2, HERIESIME
ERHE
HITIES3, RIBIRSHIEE

BINTENEEICPUEEH

EENE 7 R B AR EL4TANTF %

1 CPU LT

R 3 WEARMBL G (AnfE- 3 2 —DER 0 8l =2 N RERNERIE), Mk CPU M5 H A2, Hik

MiTIESL, HEFESAE A
EHHIE
HITIES2, HEERSIAE A o
BRI 1/:5\
g
A
: 5l
ES4TANTF

Rl s

2 CPU REESHIT

X BA TINHAT B2 T M B AR B2, 7ESEPR CPU SATIERR Y, #6844 T (1 A7 INARFR 5 A T
154 3 REREGIER AT, M0 H M NAF BIZEAF INBOX AN A IR VT 7] 1 A2 S iR 2. R

ORKIRINFIE, WIDTIRIEE E3:W



e -
99X GLIESE A BRI Meltdown (1525)H Spectre (H4R) 3 HiBS

3HMBLFFE, /L 4 LEPUT, (A4 4 P A 80E CIngE] CPU A7, X4 R FERS 4 RIfE
TNEL IR TER IR VT 1] (8 A Bt 12N AR th 2 AR 3 CPU S 4570, DDA CPU R AE S A7 B 37 (4% IX 1N
WA LML B 5%, T CPU 29 SCHIN XA AL SE N A7 2 CPU ZA7 (KN, SkBRR 4 4 JFBCA A IE
FIPRAT BT DU A 5 A S il R 7 H

HRIERE AT -
ia] CPUF &R

{XCcPUmIifI] CPULET:E

XA LA LA EEE
a] 2

B 3 CPU #iEH et RFIib L & A R E

a1 LR CPU ZA7HYIZAN IR T P AT U5 Y, R B AR R 2] CPU 27 f74s H H
JUARTERAE, RIS PP AR e s A AL BR U5 1] A% A TR B i, BRI CPU SR IX M 2 4R A2 0T T L
(9, AESR ARG JE T DAL RATAS 2] CPU A7 tH AR, AR P IZ A L SR

42 MEEBHERF

CPU ZRA738 % LB/ NATELR (K P BTAT Gk b 22 A7 PR A, AT BSRR I A7 U7 IR R SEIR 247518
W IERA M CPU 47 5 RGN AF OB IR TR 22 57, AT ASAHAS I Y CPU 2247 h (B, 45 AiTid i
RATEREETR I A, T E W RIS A

ORKIRINFIE, WIDTIRIEE E4l



é i GLIESE A BRI Meltdown (1525)H Spectre (H4R) 3 HiBS

X—aEkr
CPUIE EA
iT
FESE
T
i S| £ HEE
ST 1B
HiT
st EIEERE
E-_T?llﬁ'f JatE ?Ezv\.
ESHEDN
HiF
233 FMLh s
2=5%Hcru
ZEHFENRED
EELHE, B
seizet
#
szt R LT R 2R E S BRI b
B S TR, T SEUEEHE Ak
Bt hiEEn SR E (RCPUAIIE ﬁﬁgﬁmﬁ%ﬁﬁﬁMMW% (R REERD
=] v )
CPURIEE 77 iy SR AT L )
TG— - Ko R TR

HAEFA L

ZRE I L S EOEEMEETER
CPU Cacherh

PIIEMN TF EiiE

RAPRSIEFTATR

4 R RIEE
TE: FTHERD, A2 CPU ZZfF 4, /7 S RIS a2 2 1L B i 1Y, BRFE2 CPU 2877
PHIECH (A7) 7 s HI s SHEIETEHTEER: RIb 2 S 78 A A (538 H9 77 0 CPU HI 2277
#s
FT A AR R G R, @i CPU ZAFRAESkIG, JEAIIETER BRI CPU 2247t
foscdle, A U7 i) AL e B A AF R, 3 RO U R R

ORKIRINFIE, WIDTIRIEE B5]



P
828X

4.3 IRIFAHAE

4h1BzE A iR Meltdown (I88R)# Spectre(#R) iR

FR¥E (Spectre Attacks: Exploiting Speculative Executions) i #8211 PoC S, & 35 A= AT $hAT
X, fEA Intel ZLFE 3R Windows 7 64 A3 {E RGE UG IAEE R HEAT IR
ELARIGIEAH T4 R -
® (ENMFTHHE—BE, BANWR PR

char *secret =
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Reading
Reading
Reading
Reading
Reading
Reading
Reading
Reading
Reading
Reading
Reading
Reading
Reading
Reading
Reading
Reading
Reading
Reading
Reading
Reading
Reading
Reading
Reading
Reading
Reading
Reading
Reading
Reading
Reading
Reading

malicious_x
malicious_x
malicious_x
malicious_x

mal
malicious_x
malicic
malicio
malicious_x
malicious_x
malicious_x
malicious_x
malicious_x
malicio
malicio
malici

malicio
malicio
malicious_x
malicious

malicious_x
malicious_x
malicio
malicio
malicio

"Which memory

0000000000000FC2. ..

0000000000000FC3. ..
0000000000000FC4. ..
0000000000000FCS. ..
0000000000000FCS6. ..
0000000000000FC7. ..

0000000000000FCS8. ..
0000000000000FCS9. ..
0000000000000FCA. ..
0000000000000FCB. ..
0000000000000FCC. ..

0000000000000FDO. ..
0000000000000FD1. ..
0000000000000FD2. ..

0000000000000FD4. ..
0000000000000FDS. ..
0000000000000FD6. ..
0000000000000FD7. ..
0000000000000FDS8. ..
0000000000000FDS. ..
0000000000000FDA. ..
0000000000000FDB. ..

5 REAFHEEEE

Success:
Success:
Success:
Success:
Success:
Success: |0x20="'
Success: |(Ox6D
Success: |0x65
Succe 0Ox6D="m'
Succes Ox6F="0"
Success:

Succes

Success:
Success:

Succes

Succe

Success:

Succes

Succes

Success:
Success:
Success:

Succes

Succe

Succes

Success:

Success:
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>Core=
core=
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core=
core=
core=
core=
core=
core=
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score=
score=
score=

score=
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o FKENZERZ ntdll.dll SHEEANFEZEEEE, TEIA ntdil.dll BISH BREL NtQuerySysteminformation At ZSEIEGE,

6 Yt ntdll.dll {55 & NtQuerySystemInformation bl 28 #i4E
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7 REZMUEZE B R

IS AREN], RS 2, FLRT o P T R0 A0 AR 4 17 88
5 NShEGE

5.1 IR Ak

Windows I/, 83 8 FH R 2 ) R A TR D PowerShell A, Bef2AI KT Windows FR 4172 75 % il %
DrﬁJ o

9o, TREZIEM NI PowerShell B, XfNiAr4: PS> Install-Module SpeculationControl®!

Ik

K, TETIHAMMNEIA, X4 : PS> Get-SpeculationControlSettings!™!
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i
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EE Intel(®) Core(TM) i7 Rl SRR
SERFERAM): 3.03 GB - G
S, 64 fEfEES: Wims  BYGZIAER
EHRE: EEAATHE TR
WENER. S IRERE = =
HEE: WIN-CLPUBLMQMIK -
HEf2E: WIN-CLPUSLMQNIK ~ #&&SE#R 1 Trojan[Exploit]/Win32.Spectre.a
E R mENH - E\Pocexe [ EmEE
Tf=a: WORKGROUP
Windows B5E » RISk ERESE FHSEEREHRERS
Windows 2E0E EEEEw

9 RRERLIRPH ARG FIRAAIERT FIRIAE Windows F & REH AT A
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NeoKylin

v HRIER RSB

El 10 ZXREREIRMHRSH IR RIS R IRRAE Lnu/EF- 2R G BRmh1H

6 RIXIERIY

T AR IR BB S R 15135 18 S0 ( Meltdown ) AT Spectre Attacks: Exploiting Speculative Executions ),
LROAEL R L RIBIZA W #H IR 7XF Meltdown FH SCREA

Hodik:

http://bbs.antiy.cn/forum.php?mod=viewthread&tid=77670&extra=page%3D1
https:/spectreattack.com/spectre.pdf

X AR PRI RIONES A O KL R T A, S dd Rt fab T .

ST IR T AREL e BE M A A 25, T LR WO DG 25 R TE SE AN TE S, AR MR P 18 508 Bt 1
A I EHHET .

H AT Linux PAZIT R A G O R AR T 45T Meltdown Zrdi 5 R AGHN T, P WL

https://lwn.net/Articles/738975/

Google 537 i CAEN XX BBt 77 S TAE N, ERAE ML T3 75 ] REU A M ) 25 Py
TR R, P2 WA 1 H 5 HHEd AT S8 ARSI ARM AbBE A e . G
PUE

https://support.google.com/faqs/answer/7622138

TRERCRAT T U B R B MR IX LRI, O P 7E 22 e R G s A SR 2 0T, WS Ao 32 15 I e
P FEs, I AR CH P N A AT 9 Windows #81E RGTHERT, 645 2018 4 1 3 1) Windows %45
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Hro TETE W

https://support.microsoft.com/en-us/help/4073119/windows-client-guidance-for-it-pros-to-protect-against-
speculative-exe

FOAt ) P ok B P 0 R IR e T U7 RN T, SRR AR IEAE 5 4G AMD. ARM PAK
FREBAERG) WHATEME, DT RE T %, Sy d Bk AR XA 2 4 ) e

AT va U L s T A8 e 15«

VMware:

https://www.vmware.com/us/security/advisories/ VMSA-2018-0002.html

AMD:

https://www.amd.com/en/corporate/speculative-execution

Red Hat:

https://access.redhat.com/security/vulnerabilities/speculativeexecution

Nvidia:

https://forums.geforce.com/default/topic/1033210/nvidias-response-to-speculative-side-channels-cve-2017-
5753-cve-2017-5715-and-cve-2017-5754/

Xen:

https://xenbits.xen.org/xsa/advisory-254.html

ARM:

https://developer.arm.com/support/security-update

Amazon:

https://aws.amazon.com/de/security/security-bulletins/ AWS-2018-013/

Mozilla

https://blog.mozilla.org/security/2018/01/03/mitigations-landing-new-class-timing-attack/
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[1]1  {Kernel-memory-leaking Intel processor design flaw forces Linux, Windows redesign )

https://www.theregister.co.uk/2018/01/02/intel_cpu_design_flaw/

21  {Google: Almost All CPUs Since 1995 Vulnerable To "Meltdown" And "Spectre" Flaws )

https://www.bleepingcomputer.com/news/security/google-almost-all-cpus-since-1995-vulnerable-to-meltdown-and-spectre-

flaws

B3] {Meltdown and Spectre)

https://spectreattack.com/

(41 GitHub LR ID 79 turbo $2AY9 PoC A FEElE

https://github.com/turbo/KPTI-PoC-Collection

51 REIRAIEINTT %

https://support.microsoft.com/en-us/help/4073119/windows-client-guidance-for-it-pros-to-protect-against-speculative-exe

[6] 533ZFm

https://baike.baidu.com/item/%E5%88%86%E6%94%AF%EI%A2%84%E6%B5%8B/9252782 ?fr=aladdin

[7] &LFHAT

https://baike.baidu.com/item/%E4%B9%B1%E5%BA%SF%E6%89%A7%E8%A1%8C/4944129
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LR EM T A (G E T - http://www.antiy.cn

BN G (AVL TEAM) (5 5 iZ /7 : http://www.avlsec.com
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