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® iifi R4 . iER/var/log/lastlog id 5. IREURGEIK S RS R .

® %4 Google W7 X 45 1 IEARAS .

® ERLEREIRSSAS, JARARE AR HE S AT AR KR AR .

®  FEAS TP RIREATAE 22 b5 JRUIN S S V2R 100 265 308 T 8 B
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74
37
39
33
53
6C
6C
2F
62

® CERARALTFLR fork()HEFE, FEHIET fork( )R FREFER) PID 5, AT RS
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W £ HERER

3D
6B
35
39
53
2F
2F
75
69

2F
62
33
30
58
73
62
73
6E

7
49
32
34
1
62
69
72
3A

H, iR,

6D
75
66
30
54
69
6E
2H
2F

70
71
33
30
48
6E
3A
62
75

2F
2C
34
30
3D
3A
2F
69
73
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64
67
31
30
2F
2F
75
6E
72

62
75
62
30
75
75
73
3A
2F

75
69
30
30
73
73
72
2F
67

73
64
33
33
72
72
2F
73
61

2D
3D
32
35
2F
2F
73
62
6D

76
61
31
0o
6C
60
62
69
65

65
62
35
43
6F
6F
69
6E
73

62
38
65
ac
63
63
6E
3n
3n

72
62
39
41
61
61
3n
2F
2F

t=/tmp/dbus-vebr
7kblIuq,guid=abBb
9532f341b63215e0
3904000000835 .CLA
SSPATH=/usr/loca
1/sbin:/usr/loca
1/bin:/usr/sbin:
Jusr/bin:/sbin:/
bin:/usr/games:/
usr/local/jdk1.6
.8 _38/bin:/usr/1
ocal/jdk1.6.8_30
/jre/bin:/home/u
buntu/android-sd
ks/platform-tool
s:/home/ubuntu/a
ndroid-sdks/tool
s:fusrflocal/jdk
1.6.8_30/1ib/too
1s.jar .LESSOPEN=
| fusr/bin/lessp
ipe %s.WINDOWPAT
H=7 .DISPLAY=:08.8
.GTK_IH_MODULE=i
bus .LESSCLOSE=/u
sr/bin/lesspipe

%5 %5 .COLORTERH=
gnome-terminal.X
AUTHORITY=/var/r
un/gdmfauth-for-
ubuntu-HyvzPo/da
tabase~ =./71inux
_serv...jlaies .

; Attributes: bp-based frame

sub_884ABCH proc near

var_28= byte ptr -28h
arg_8= dword ptr 8
arg_4= dword ptr 6Ch

806 push
864 mov
0864 mov
864 sub
83C mov
83C and
83C sub
84C mov
B4C lea
B84C mov
B84C mov
B84C call
B84C mov
84c call
83C mov
83C mov
83C mov
83C mov
83C call
83C call
83C call
83C test
03c jz

ebp

eax,
ebp,
esp,
edx,
esp,
esp,

offset byte_885B1BF

esp
38h
6

; Integer Subtraction

OFFFFFFFBh ;

16h

[esp+4], eax

eax, [ebp+var_28] ;

[esp+8], edx
[esp], eax

decodel
[esp], eax
sub_8649ABC
eax, [ebp+arg_u]
[esp+4], eax
eax, [ebp+arg_0]
[esp], eax

sub_8049F68
sub_8853D98
sub_8653F48

eax,

short loc_ BB‘m115 >

eax

Logical AND

; Integer Subtraction

Load Effective Address

; Call Procedure

; Call Procedure

; Call Procedure
; Call Procedure
; Call Procedure
; Logical Compare

AT L ST

1

¥

"I

"%

=]

83C leave
806 xor
888 retn

eax, eax

; High Level Procedure Exit
; Logical Exclusive OR
; Return Near from Procedure

sub_864A696

loc_884A115:
03C call

B 4 TR

sub_¢

endp

; Call Procedure

)
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® Il E ST, RBHIER, B RGRASE,

® U B EE getpwnam.

® & M /binffast /shin/login /usr/sbin/nologin .

® U ERE %N getpwuid.

® I/ H & var/log /lastlog .

3.1.4 B, BURshEME

S A VR P 1 R PT80S I
L B A ok AT A

| e e s ki n e s

Function name

_getpwuid
_gal_strerror
_waitpid
_xpg_basename
_strepy
_ftell
_chdir
_bind
_getmid
_glob

_atol
_select
_srandom
_close
_fwrite
_fprintf
_strstr
_time
_setvbuf
_strncat
_malloc
_chowrn
_=etrlimit
_poll

_sleep
_strtoull _internal
_readlink
_strocasecap
_mEemmOVe
_getnameinfo
_strcat

=and
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TES M AR,

Segment
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOaD
LOAD
LOAD
LOAD
LOAD
LOAD
TNAN

Start
0504940
08049A5C
03049A6C
DS049ATC
0504343C
03049A9C
D3049AAC
D3049ABC
08049ACC
03049ADC
DS049AEC
08049AFC
03049B0C
08049E1C
0804982C
0304983C
03049B4C
0304985C
08049B6C
03049BTC
08049E8C
0804989C
D3049BAC
030498BC
08049BCC
03049EDC
O3049EEC
03049EFC
08049C0C
03049C1C
0s049C2C
08049C3C
NAN4ArA4r

B 5 R¥ARANLE
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Length
00000010
00000010
00000010
00000010
0000oaia
00000010
00000010
00000010
00000010
00000010
00000010
00000010
00000010
00000010
00000010
00000010
00000010
00000010
00000010
00000010
00000010
00000010
00000010
00000010
00000010
00000010
000oooia
00000010
00000010
00000010
00000010
00000010
nnnnnnin
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08684 mov ebp, esp

804 push edi

068 mov edi, 1

008 push esi

88C push ebx

618 sub esp, 8 ; Integer Subtraction

618 mov esi, [ebp+arg_u]

818 mov ebx, [ebp+arg_8]

818 movzx eax, byte ptr [esi] ; Move with Zero-Extend

018 inc esi ; Increment by 1

818 mov [ebp+var_D], al

818 mov eax, [ebp+arg_8]

818 inc eax ; Increment by 1

818 mov [ebp+var_14], eax

818 cmp eax, 1 ; Compare Two Operands

818 jmp short loc_8654272 ; Jump

Ve
e 53
loc_8054272: ; Jump if Above {CF=0 & Z2F=0)
818 ja short loc_8054257
1
L 3 ¥
" "I
818 mov eax, [ebp+arg_8]
loc_8054257: ; Move with Zero-Extend 818 add esp, 8 ; Add

818 movzx  eax, byte ptr [esi] 818 pop ebx
818 mov ecx, edi 86c pop esi
818 inc edi ; Increment by 1 868 pop edi
818 movzx  edx, [ebp+var_D] ; Move with Zero-Extend 884 pop ebp
618 inc esi ; Increment by 1 8686 retn ;5 Return Near from Procedure
818 xor dl, al ; Logical Exclusive OR decode1 endp
818 xor dl, cl ; Logical Exclusive OR
818 xor dl, 47h ; Logical Exclusive OR
818 mov [ebx], d1
818 inc ebx ; Increment by 1
818 add [ebp+uar_D], al ; add
618 cmp [ebp+var_14], edi ; Compare Two Operands

B 6 Linux #XFZFEMEBEX
3.1.6 MLKEENZE

DoubleFantasy [ Linux FEATE M5B ER, IS IERAEA Y 16 472495 DoubleFantasy 7
Windows ~F- & FE A H oINS VR IR AH S HAE 1Y) 16 47 25 $HAH A«

66 39 713c0f85998120193543fe9a84 11

SR 5 RN T BN

E9 BE CD E0 A8 9F 4D DB C3 42 AC 2B 24 77 AB CB 5A C1 52 F8 5B 3E F0 78 CB 01 0A 69 29 8F 85 8C 03 9C 7C EF 5E
36 OE 8B C0 40 76 28 9C 9C F2 24 81 9D 02 72 4F 6A BB B5 5B 42 73 14 88 F2 73 75 8B F9 37 98 3B 9F 64 2B A3 C4 FF C7 8A
40 67 C1 25 9F 65 54 45 36 48 FF E2 86 05 1A F4 94 AC 2B 08 D5 E5 83 BE 2C AD EE DO A6 98 CB 8D 35 ED EE C4 F0 8C F2
CD BA 87 03 54 27 3D 13 A7 9B 6A 05 C7 02 30 21 05 67 58 3B E6 Al 44 0A 37 16 3C 86 E9 BC 8B 20 1A 98 7E 28 E6 7F F7 CA
F7 9E 38 31 7F F0 2F 93 11 2B 28 FO FF 11 B7 FC 1C 63 86 CB

Linux #EAS ) H € %S Windows T FEAAHIA, TS FH 025 2% 40 R —A (B9 Linux R46%
HIEMZE, Pt A ENRINE XIS, %% 5 Windows 1 & RV MR IN%E Ed (1) Key #H [

(Windows ‘5B W4 key, —4LIEMFE key —HMZIEIH key), MK EF ] LUE H BT 6 1) 9%

AR E] ) CRARSE AT A2 ] Windows N5 59570 i 43
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loc_B8OME920:
07¢ mov eax, [esi]
07¢ add esi, & ; hdd
97C mov edx, [eax]
87¢C lea eax, [edx+edx+1] ; Load Effective Address
07¢ imul edx, eax ; Signed Multiply
87¢ rol edx, 5 ; Rotate Left
07C mov [ebpevar_6C], edx
07¢ nov eax, [esi]
87¢ add esi, & ; fda
07¢ mov ebx, [esi]
07¢ mov edx, [eax]
07¢ add esi, &4 ; Add
07¢ mov ecx, [ebx]
87C lea eax, [edx+edx+1] ; Load Effective Address
87¢ inul edx, eax ; Signed Multiply
97¢ mov eax, [ebpevar_6C]
07¢ rol edx, 5 ; Rotate Left
07¢C xor eax, ecx ; Logical Exclusive OR
87C mov ecx, edx
v7¢ and ecx, 1Fh ; Logical AND
97¢C rol eax, cl ; Rotate Left
07¢ mov ecx, [edi]
87¢ add edi, & 5 Add
07¢ add eax, ecx ; hdd
u7¢ mov [ebx], eax
97¢ mov eax, [esi]
07¢C mov ecx, [eax]
07¢ and [ebp+var_6C€], 1Fh ; Logical AND
B7C xor edx, ecx ; Logical Exclusive OR
07¢ mov ebx, [edi]
97C movzx  ecx, byte ptr [ebpevar_6C] ; Move with Zero-Extend
07¢ add edi, & ; Add
07¢ rol edx, cl ; Rotate Left
67¢ add edx, ebx ; hdd
67C mov [eax], edx
07¢ dec [ebpervar_60] ; PUEBIEET MR
07¢ jns short loc_8O4E920 ; Jump if Not Sign (SF=8)
¥
el ED
07¢ inc [ebp+var_5C] ; Increment by 1
87¢C cnp [ebpsvar_5e], 4 ; ShEFIEIFSIR
7c jle short loc_864E918 ; Jump if Less or Equal (2F=1 | SF?=0F)
EL
L
s B
07¢ mov ebx, [ebp+arg 0]
87¢ mov eax, [edi]
07¢ add [ebx], eax ; Rdd
87¢ mov eax, [edie+s]
87¢ add [ebx+8], eax ; Rdd
87C add esp, 6Ch 3 Add
810 pop ebx
8ec pop esi r
668 pop edi —
964 pop ebp ANTIY g
008 retn ; Return Near from Procedure

7 ZRBATHEE

317  MEEHES

Linux FEA 4R 270 SR 40 5 2 R IEHT BT R AT 2 20 (1) Windows 583 28 A A, Linux FEARSE
HINDIRL, WRE REAHFE, 855554 0x4A. 0x4B. 0x60. 0x70. Ox75. 0x76. O0x78.

0x79. 0x80,
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B 8 Linux #ARIESHZRE

Linux &4t FHIFEASESR 4 £S5 Windows FEATIRE— B, IN/EIRIUAR G5 B LA MMZER], Linux #f
AEREUF B A .

00 60 00 0O 00 0D 00 00 0O 0O 00 00 OO B0 8O0 B0 ... ... .........
00 00 00 0O OO 0D OO0 OO OO0 OO 0O OO OO 0O D B0 ... ... ... .......
00 60 66 00 60 00 BOG 66 30 30 30 3A 360 30 2D 30 ........ 600:00-0
30 2D 30 30 2D 30 30 2D 30 30 2D 30 30 0A 30 30 O-00-0D-00-00.00
sgl 3A 31 32 37 2E 30 2E 30 2E 31 OA 30 30 30 3A 1:127.0.08.1.000:
30 20 2D 30 63 2D 32 39 2D 62 36 2D 31 33 2D 32 /W W W -bB-13-2
37 0A 30 30 31 3A 31 39 32 2E 31 36 38 2E 32 32 7.001:192.168.22
2E 31 35 33 0A 30 30 32 3A 31 34 36 39 36 34 33 .153.002:1469643
36 2E 35 33 34 39 35 36 38 2E 31 33 34 35 32 30 6.5349568.134528
34 30 30 2E 2D 31 30 38 30 33 37 35 35 30 38 20 4LOO.-1080B375508
32 35 39 30 34 33 39 34 36 38 37 6A 30 30 33 3A 25904394687.003:
BA FF FF FF FF 85 CO 74 21 65 33 35 18 0A 30 30 [Ftte35..o0

34 3A 4E 4F 20 50 52 4F 58 59 20 48 45 52 45 OA  4:NO PROXY HERE.
38 38 35 3A BA 30 33 30 3A 72 6F 6F 74 BA 30 33 005:.830:root.B83
31 3n 30 3n 30 OA 30 33 32 3A 4C 69 6E 75 78 OA 1:0:0.032:Linux.
30 33 33 3n 69 36 38 36 OA 30 33 34 3A 32 2E 36 033:1686.034:2.6
2E 33 32 2D 32 31 2D 67 65 6E 65 72 69 63 OA 30 .32-21-generic.@
33 35 3Am 23 33 32 2D 55 62 75 6E 74 75 20 53 4D 35:H32-Ubuntu SH
50 20 46 72 69 28 41 70 72 20 31 36 260 30 38 3a P Fri Apr 16 08:
31 30 3a 30 32 20 55 54 43 20 32 30 31 30 9A 30 18:82 UTC .8
33 36 3A OA 30 33 37 JA OA 30 33 38 3A 50 53 54 3I6:.837:.038:PST
BA 389 33 39 3A BA 30 34 30 3A 54 68 75 20 46 65 .039:.0408:Thu Fe
62 28 32 31 20 32 33 3A 35 34 3A 35 30 20 32 30 b 21 23:54:50 20
31 33 6A 30 34 31 3A 46 72 69 28 46 65 62 28 32 2
32 20 30 37 3A 35 34 3 35 30 20 32 36 31 33 6A 2 B7:54:58 L
30 34 32 3a 75 62 75 6E 74 75 BA 30 34 33 3A A 042 :ubuntu.B43:z
68 5F 43 HE 2E 75 74 66 38 OA 30 34 34 30 OA 30 h_CH.utf8.044:.0
34 35 3A 30 20 59 65 61 72 73 20 33 20 44 61 79 45:0 Years 3 Day
73 20 31 20 48 6F 75 72 73 20 32 20 4D 69 6E 75 s 1 Hours 2 Minu
74 65 73 0A 30 34 36 3A 30 BA 30 34 37 3A 32 0A tes.BLAzB.B47:2.
30 34 38 3A 61 61 61 OO OO0 0D 00 00 00 0O 00 00 O48:a . T-f.T .
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~“g X W “HiEst” B “5TEE" —EQUATION Rt ENERESRBHNS TAtNRF

R S UL -

---

MAC Hutik a7 (i386\i686) #E &% (Ubuntu)
001 IP ik 034 RENZRA 043 X% = (zh_cn.utf8)
002 FEA A 035 A RGN ) 044 ARFA
003 FEA clsid 036 ARA 045 RGBT A
004 REBEE R 037 KK 046 REN
005 AREN 038 PST 047 REN
030 M4 039 ENl 048 FEA A4 FR
031 & 040 I ]
032 BIERF AR 041 I ]

(Linux)

4 SPARC 2843 Solaris 1288

JiRE ST eI T 55— SPARC ZERR2 R ) HAT Rootkit J& MRS, F£4 DoubleFantasy
(1) Solarist*® i A KL L.

4.1 Solaris &4t SPARC Z2#

Solaris /& Sun Microsystems iff & I THEHLERAE R G0, KH SPARC Zk49EL X86 42, FEM T T4
iy MR A ERHERAE RS0, Solaris P& T REE AR HLET I, N2 RgiitkE, MEM L2 AT SUN
OS I, bl g I 45 MR AR A i Bt At 60 A, 1 L) L-F-#8 /& JE T X86 “F & ).

SPARC 4 Fx A “AIy FE AL FE AR 424~ (Scalable Processor ARChitecture), & RISC ftib B #4844 2 —,
HARAHEAM X86 A RFEX, HHABECHARE M. B, SRR AR A,

SPARC ZUtHITHSRENL— B T Doy R RHOTEEAE RIS, HAESRAL IDC M—R 1T 375 5RO 4L

4.2 Rootkit BaziE s

ZAE R SPACR 22K Solaris “F & T H— Rootkit 127, [AHAth Rootkit 25 —#FE, B EEMTE
FENREREA SR LEASRATAE R SO B &, BiEERE. SCfF. MRS EE. BE i Bl b
AT, IEHMIEN RGN, EE S, WERE, FERREHE & 1) SO AL .

OZXIRINERE , RIDTHRAEE, F1]



- " - " . e e /’I‘q
M "Bt B “5TEE" —EQUATION KBRS HERERBNL FARHRIF R=E S

421 3HHRE

Trojan[Rootkit]/Solaris. Equation
EEEEEEEE
12 EEEEEEEEEEEEEEEE
SPARC (32 {1 V&)
EEEEEEEE

BinExecute/ELF

:

;

mFES CES

422 HEEERY

FEASEAT 249 N8, WP R NREAR T RBURRE, B0 REAIN R 24, EREA BB A REAEAE 2 Fh
T2 5

i

= 1
F_‘Iu |
£E

T
o
B
H
1

]

(m .
| =

B 10 HXREREHK

$1271 ORXIRINERE , WIDTHRIEE



. -
A=F S W “HiEst” B “5TEE" —EQUATION Rt ENERESRBHNS TAtNRF

ANTIY

423 HTEXHEREERE

FEARISAT Ja iR N AR C B AL A s A B O 44, AN B SRR 4, JRK B 5 = £/sbin/

ERIEN

audit admr
boot agent
cache conf
core client
cron info
init mgr
inet statd
filesys serv
R BT DUA I, XS AR RGOSR AR Giar A A R R BT S . PRI AR B ST A

PRI ORER], SO AN R IR R, RIEE B R G0, — R0 AE BE O3 th e LS 58 A
424 I3ThE

FEAAG AR 55 1077 sUSEBOOTHLE B, 1E ete/re.d/ H 3¢ FRIEEIA (S855%), BIMIASAE NIFHLEIAT
IR LA start 30547

"I
000156A4
000156A4
000156A4 1 33520+84 L phEIA FHRsete/res . d/s85corestatd
800156A4 * Attributes: bp-based frame
ap8156A4
000156A% creat_shell_path:
ap8156A4
000156A4 var_3D4= -0x3D4
B00156A4
800156A4 save %sp, -0x458, %sp
0001568 1d [2i0], %g1
BOB1S6AC cmp %g1, O
00015688 bne loc_156FC
80015684 cmp %01, 7
I
¥ [ ]
[w == "I
[spa15688 nou 6210, 02| 00B156FC
B06156FC loc_156FC:
B00156FC be loc_156BC
080815700 mou 0x16, %02
1
(] ¥
"I "I
0001568C 00015704 ret
880156BC loc_156BC: 00815708 restore %ge, 0x302, %ol
086156BC add %fp, var_3p4, %08 00815708 * End of function creat_shell_path
8001560 sethi %hl(ﬂwnt‘ﬂ 21880), %01 * adnr 80015708
aee156C0 * agent
apa156ca t conf
a8e156C08 * client
a88156C4 call decode t Jetc/rcS.d/S85
08015608 set dword_21928, %01 * fetc/rcS.d/S85
866156CC add %ie, ﬂxﬂll %10
08015600 mov %08, %01
08015604 mov 0x808, %02
08015608 call __strncpy
080156DC mov %18, %08
88A156E8 add %ie, 4, %ol
086156EL mou %18, %08
886156E8 mov 8x868, %02
880156EC call __strncat
866156F 0 mou e, %ia
880156F 4 ret
800156F8 restore

B 11 PRSHA

OZXIRINERE , RIDTHRAEE, %13|



M “BERX” B “HEE" —EQUATION KHARSHESRBHLFEatEIMEr

ANTIY EEEEE EE’EE

S85s% U N RN, FEAZATHRHA B & REuRs, FEuh a2 mts, HEHLEAN
Flfetc/re.d/H3t CFE%E & SBBUNREA H B #2).

425

(= =)

a881541C
a8815428
BA815424
00015428
00615428
00015428
00015428
08815428
80815428
808815428
808815428
808815428
00015428
00615428
00015428
08815428
08815428
80815428
808815428
808815428
00015428
00015428
00615428
00015428
8881542c
aae15438
B0815434
88815438
808815430

add
sethi
call
set

call
mou
orcc
bne
nop

%Fp, var_881,

%hi(byte_214088),

decode

dword_21718, %01 T H!/sbin/sh

nodify_shell
%18, %ol

%08, @, %ie
locret_15454

%08
%01
¢ #*/sbinssh A

t
* # Copyright (c) 1995, Inc.

* # all rights reserved.

1997 by Sun Hicrosystems,

t i

* fident "E(H#IZNH 1.2 97/12/688 SHI™
* case "$1" in
‘start")

%E

H
‘stop*’)
' x)
echo "Usage:
exit 1

$8 { start | stop "

! HH
t esac
* exit @

TEMNFEE

* 33528

t
t
t
t
t
'
'
'
[
t
t
t
t
t
'
'
'’
[
t
t
t
t

AR, X

E 12 BERMERN

=

FEAR SRR H AL A3 A0 HOSTID A ik MD5, 85 Ff MD5 17—/ 2% base64 FIRIEITRE, f/a B

A 6 A7, H.tmp 53X

$143m

t G tmpRosIT{sE

t Attributes:

create_HD5Path:

var_38

= -Bx308

save
orce
sethi
be
set
add
nov
call

nov
nov
nov
call
nov
cmp
bne
cmp
bne
nov
call
nov
nov
call
nov

3

6 (LT BHE RO R AFR, SRR QIEIZ Sk

bp-based frame

¢ CODE XREF: path:loc_139acTp

%sp, —0=90, %sp

%ia, 0, %10
%hi{-Bx10000080), %i0
locret_15268
-BxFFFFFF7, %i0
%fp, var_38, 311
%18, %00
get_arg_stat ¢ Enr it g i stat fir A var
L

%11, %o
8x1ce, %o1
%08, %ie
__mkdir

%18, %o8
%08, 0
locret_15278
%ie, @
locret_15268
%11, %01
sub_1A378
%14, %o8
%14, %o8
sub_1A4B8
%11, %01

t %s.tmpkés HE

* GEE R

13 BAABHXHRE

OZXIRINFAA |

UL A 25



/1-—-

~ S K

FEARZ
42.6  hRAHIER

FEAH

i uname

bR U 5 R GEAAE sundm. sundd FiCAS,
i386. ia64. sparc. sparcv9, ffiiE /& SPARC 284, Hfi5E release A 202 5.1

M “HiER” B "HiEA" —EQUATION IEH4ER

"

"

"

ane14a7a@
00014A70 loc 14A76:

88014A88
60014A80 loc_14AB0:

88a14A4L add
00014A48 sethi

%14, 1, %01
%hi{loc_20C00), %ol

00014a64 add
a8614a68 ba
aaB14A6C mov

loc_14018
%00, 312

%12, %91, %00

427 DNBEELRE

ISREERBINEFaDRET

WRIGIZATZH, K H AR A B SR T AT, A7 T R ST T i A S

i B deviksyms ST T 5 G 58K -

f0614A%94 add
80614098 set

00614ARE mov
80614a04 ba
80614AA8 mov

B0614A9C call

%12, %01, %00
dword_28E98, %01 * sparc
decode t sparc
7, %02

loc_14910

%08, %12

& 14 WRAFFIE

B0014ABC sethi
88B14ACH add
8aB14ACY set
B0614AC8 call
BA614ACC mou
8e614AD8 ba
88814AD4 mov

00614AD4 ¢ End of Functiop,get i

80014ADY

00814070 sethi  %hi(loc_20¢00), %01 000814A80 add %14, 1, %g1 00814A4C and %91, OxFF, %g1
0061474 and %91, OxFF, %g1 88014A58 set dword_2B0EBS, %01
08614078 ba loc_14A54
00614A7C set dword_28ERB, %01 * 1386
1

v ¥V 3
[~ [~ - (=)
006014054 00614084 8a614AnC
00014054 loc_14A5%4: 00014A84 loc_14AB%4: B0614AAC loc_14AAC:
08614A54 511 %g1, 4, %o% 08614084 and %g1, 0xFF, %g1 88614AAC add %14, 1, %g1
00614058 add %05, %g1, %g1 t iabh 0861488 s11 %91, 4, %05 88614ABA and %91, OxFF, %g1
B0614A5C mov 6, %02 B0614A8BC add %05, %g1, %g1 00614AB4 s11 %91, 4, %05
00014068 call decode t ia6y 00814090 sethi  %hi(loc_26CE68), %01 00614AB8 add %05, %g1, %g1

%hi(loc_26ce8), %01

%12, %91, %08

dword_2BEAB, %01 * sparcu?
! sparcu?

decode

9, %02
loc_1491P
%08, %1Z

nELURS

FEAR WA AE 2 A 5k, Hrp— DR 2R, BT I R -
* CODE XREF: decode+38]]j

1duh
add
xor
btog
btog
sth
inc
cmp
bcs
add

figh s o A

[%i1+%g1], %04

%ia,
wol,
%05,
%01,
%02,

%01

%01,

%01, %03
Bx47, %02
%02

%02
[%03-1]

%i2

loc_1FB24
%05, %04, %05

B 15 m\BE%

0x10cd0
0x10cf8  /var/sadm/i
0x10d28  SUNW
0x10d30

0x10d50

OZXIRINERE , RIDTHRAEE,

Iplatform/%s/kernel/sparcv9/unix

Ivar/sadm/patch/%s/README.%s
var/sadm/pkg/%s/pkginfo

0x11830
0x11838
0x11840
0x11848
0x11851

statd
serv
sved

\

$15]



P
M “H5TEst" B “FiRE" —EQUATION Kb mB Rt e PasemR 9K

ANTIY

0x10d70 PATCHLIST 0x11855 \W
0x10d80 Ivar/sadm/pkg/%s/pkginfo 0x11859 \O
0x10da0 PATCH_INFO 0x1185d \G
0x10db8 Requires: 0x11861 \w
0x10dc8 Ob 0x11865 \o
0x10dcc 181 #F; 0x11869 \g
0x10dd8 Incompatibles: 0x1186d \
0x10df0 module_main 0x11871 \
0x10e10 %s/%s 0x11878 audit
0x10e18 date 0x11880 boot
0x10e20 [etc/mnttab 0x11888 cache
0x10e38 swap 0x11890 core
0x10e40 tmpfs 0x11898 cron
0x10e48 ro 0x118a0 init
0x10e50 noexec 0x118a8 inet
0x10e60 D 0x118b0 filesys
0x10e68 sun4m 0x118c0 key
0x10e70 sun4d 0x118c8 ntp
0x10e78 sparc 0x118d0 root
0x10e80 /dev/ksyms 0x118d8 sys
0x10e98 sparc 0x118e0 rpcd
0x10ea0 i386 0x118e8 vol
0x10ea8 sparcv 0x11940 /
0x10eb8 ia64 0x11948 {usr/bin/
0x10ec0 sparc 0x11958 /bin/
0x10ec8 SunOS 0x11960 [sbin/
0x10ed0 Generic 0x11970 var/tmp/faipprep001
0x10ee0 boothowto 0x11990 init
0x10ef8 /dev/ksyms 0x11998 fini
0x10f08 /dev/ikmem 0x119a0 minit
0x116d0 Ivarftmp/ 0x119a8 fini
0x116e0 b/ 0x119b0 mdata
0x116e€8 [/dev/ 0x119b8 priocntlsys

$16 7 OZXIRINFTE , IRDTHRAEE



/’1-—-

ANTIY

0x116f0 letc/
0x116f8 /
0x11700 %s.tmp%6s
0x11710 #1/sbin/sh
0x11800 admr
0x1180a NCk
0x11810 conf
0x11818 client
0x11828 info
428 [BERNTEMAE/ESF

gX

M RN B “51EE" —EQUATION HANSHRESHABILFatET

[ O €AY ER ER P E= € AR

4.3 DoubleFantasy ] Sparc ek

00056859 0h:
000565a0h:
000565b0h:
000565c0Oh:
000565d0h:
O005eSe0h:
oo0sesfoh:
0005e200h:
00056910h:
O00569=0h:

fAERLE . SRIMARGHE D5

431

X{HnEE

TR AR
RIS

KBRS B
SCRFRZN
SRR

OZXIRINERE , RIDTHRAEE,

49
17
Fd
20
17
cD
i
g0
S5h
03

37
AC
GAh
70
52
a1l
=1
oo
DC

0x119c8
0x119d8
0x119e0
0x119f0
0x11a00
0x11al0
0x11al8
0x11a28
0x11a30

LS
A5
15
67
45
04
AS
oF
EF

3
54
Az
E5S
43
Fo
&7
oo
41

/dev/ksyms
init
/dev/kmem
/devimem
Iproc/self
.got

.got

.got

GLOBAL_OFFSET_TABLE_

N
13
ac
Fo
EO
3B
Do
oo
20

F7
AD
ac
99
9z
6B
5C
oo
65

ac o;
LS ;
4L :
10 ;
49 ;
31
43
13
SD

R NERER

1. EN

4ot . 23
(eeTRED L g

2

UL o6iFewrHEENT
LR, 7. Pha

a?zgotdiss

; PT . Bt ¥hc
P E- I — 1
2Bl

: ui. .. NEER

Trojan/Solaris.DoubleFantasy

EEEEEEEEEEEEEEEE
SPARC (32 fi~F4)

BinExecute/ELF

Y

FEAAESCAT AN S St AT Ja L 2R R M s s Kcdla K/, 3@ I e SRR sCREAT g A

ZHFEA S Windows. Linux S FEA T REREAAM A, EEXAIFET CPU JUH. JL4ife<. HERFE

17}



" " " " . 1 /’I‘q
W “BER B “HEE" —EQUATION M AR ME R RIS T At “g9KX

432

433

I TE) X N/A
HyEL ¥
hnFeRA ¥x

WFES CiE&s

BFIhae

WG TR SIS, MEANMEERER.

%H2 Google 5% Yahoo Pk J] 7 o 25 74 3R 75

BRI R URL itk FEAR SR LIS BRI S fe b, SRR ENUREIRS .

HA R ARG 200 Thae, wTRLBTEOH P A S E .

FEARAERSEIL 1 APt e s AT, W LA 2 B AR B IS5 SR DI RE

REACK H] 2 A Sk N 7 A7 B A5 18

PRWMAG KRG BRI EMERI RS A Nt ENLAATR, 1P sk, BERMEE. R EEE, TFNE
A AT S 4T )

Mg e 4505y, HA 7 &M% a4, Mg L5 Windows BRASH A, FIXHHRHLIEAT AT B K46 4
AR, X AR - VELH D) RE WA 5 )5 T L 20 A

EEERNE

T Solaris 24 Windows FIEM R, KIIZFEARRI NS E SR 2 B E e, Hb—A@%
BLEWR, i R AR 63 k.

$18m

ORXIRINERE , WIDTHRIEE
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~“g X W “HiEst” B “5TEE" —EQUATION Rt ENERESRBHNS TAtNRF

il =

006822BA8

88822BA8B

006822BA8 t Attributes: bp-based frame
006822BA8

080822BA8 -global mul_-1D

606822BA8 nul_1D:

00822BA8 008 save %sp, -0x708, %sp ! _36HSGE
B886822BAC 678 sethi %hi(e), %13

0086822BBA 078 sethi %hi(ex10488), %17
88822BB4 878 call sub_22BAB

BOA22BBS 070 set 0x10788, %17
80G22BBC 670 set 0x25C, %g1
8068228BCH 070 1d [%17+%g1], %08 * s unk_35168
BOA22BCH 070 mov 8, %01 tc
006822BC8 070 call _memset
BOE22BCC B70 mov 0x800, %02
668622BD8 670 call _strlen
0AA22BDY4 G670 mov %i@, %o@ * name
00022BD8 670 mov %00, %12 ¢ TR
80G22BDC 670 mou 0, %11
Ve
(= =
80022BE B
88022BE8 loc_22BES:
80022BEG 6760 cmp %11, %12
80022BEL 070 bge loc_22C08
BB022BES 670 set 8x25C, %01
1
¥ ¥
[ ) [ I
80022BEC 070 ldsb [%i0+%11], %08 ¢ B=T{RITEL 08022C 68
80022BF0 070 1d [%17+%g1], %18 * unk_35168 80G22C 88 loc_22C08:
80022BF4 678 call  _ umul v ARG 88022088 078 set 0x25C, %g1
00022BF8 070 mov %i1, %01 t 021D 80A22C10 070 1d [%17+%g1], %ie
B0022BFC 070 stb %00, [%10+%11] 80G22C14 070 ret
88022000 670 ba loc_22BES B0E22C18 870 restore
80822C04 670 inc %11 80E22C18 t End of runcligh mgsc1D
| 806822C18

B 16 FHEME

i AT AR R T &

0x1346¢c ' 200 Connection established' 0x13560 ‘Content-Length:’
0x13470  '200 OK' 0x13458 ‘Content-Length: %d'
0x133fc 'days ' 0x13460 ‘Content-length: %d'
0x13400 "hrs' 0x13488 ‘Cookie: %s'
0x13540 "HTTP/1.1\r\n' 0x13554 '‘GET"

0x1340c "logged in' 0x13544 'Host: '

0x13404 "mins’ 0x13474 'HTTP/'

0x13408 ' total' 0x13478 'HTTP/1.0 200 OK'
0x133f4 ‘yrs' 0x13534 ‘http://'

0x133d8 0x13384 'I_MASK'

0x13584  '%02x-%02x-%02x-%02x-%02X-%02x' 0x133ec 'LANG'

0x13594 '%Uu.%u.%u.%U' 0x133f0 'LANGUAGE'
0x134dc '/.mozilla/ 0x133c0 'LD_PRELOAD='
0x134e0 '/.mozilla/firefox/' 0x13418 'M_MASK'
0x134c4 '/.netscape’ 0x133e4 'MACHTYPE'

OZXIRINERE , RIDTHRAEE, 19}



M “BiEL”

0x13438
0x13520
0x1338c
0x133b0
0x134c8
0x134cc
0x13428
0x1343c
0x13524
0x13390
0x133b4
0x135a0
0x13558
0x13464
0x13588
0x1341c
0x13388
0x13568
0x13550
0x13454
0x1345¢c

FEAAE I 55— A

$203

F “HiEH" —EQUATION KHERSH

'Ibin/false’
'Ibin/false’
‘fdev/null’
‘fdev/null’
'Ipreferences.js'
'Iprefs.js'
'lproc’
‘Isbin/nologin’
'Isbin/nologin’
‘tmp/'

‘ftmp/'
'@C\xe3\xc0'
\r\n'

\r\n\r\n’

'0x%02x%02x%02x%02x%02x%02x'

'0XA857"

'OXAA%IIU'
'CONNECT"
‘Connection: close\r\n’
‘Content-Length:’

‘Content-length:’

A=t

ESBHLEaEEER

0x134b4 ‘network.proxy.http’
0x134b8  'network.proxy.http_port'
0x134bc 'network.proxy.ssl'
0x134c0  ‘'network.proxy.ssl_port'
0x1348c

0x133b8

0x133bc

0x1355¢

0x13410 ‘process info: '

0x1354c 'Proxy-Connection: close\r\n'
0x134d8

0x1353c

0x133c4

0x13484  'SESSID="0%x%s%x:eac:%lu:%lu"\r\n'
0x1349c ‘user_pref(""
0x134a0 ‘user_pref("%s"
0x134a8 ‘user_pref("'%s%s'
0x134f8

0x13548

0x1347c

CTAT R RS, T ISR ASIE AT I i A R A E A

S 5. AR

FIEEE)
00022094
00022094
00622694 ¢ attributes: bp-based frame
00022094
00822094 gluhal decode_str_s11
00822094 decode_str_s11:
00022C9% 008 save  %sp, -0x70, %sp ? _OmoHttzb2z
00822098 676 call  _strlen
80822C9C 678 mov %ie, %08 t size
88822CAB 678 mov %08, %18
00822CA% 670 call  _malloc
80822CA8 070 inc %os
BOA22CAC B76 cnp %08, 0 KERLT
00022CB0 070 be loc_22CEH
00022CB4 070 mov 0, %ok
1
¥ v ¥
W e "]
00022CE4 00022068
00022CE4 loc_22CEA: 00022068 loc_22CB6:
00022CE4 070 clrb  [%08+%10] 00022068 670 cnp %ok, %10
80022CBC 676 bge,a  locret_22CES
1
L ]
s BT =
080822CER 80022CCH 678 clrb ! o8- §ﬁ+ A HEAE
88822CES locret_22CE8: 00822CCH 678 1dsb
BB022CES 670 ret 00822CC8 678 S11
BB822CEC 676 restore %gﬂ %08, %08 80822CCC 678 sub
88822CEC ! End of function decode_str_s11(||88822C08 878 s11
08022CEC 80022CD4 676 add t fREEEY

678 sth
B0822CDEC 676 ba
B8PB22CER 070 inc

* 1B=E

17 Z—BEEZE

OZXIRINFTE , IRDTHRAEE
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ANTIY

M “BiE” B hiEa”

W LT

0x13c12
0x13d11
0x13e32
0x14034
0x1406¢
0x140e7

0x1419d
0x14314
0x1437e
0x1438b

‘www.google.com'

‘www.yahoo.com'

"x91 xxx atech.com'

X!

A\
"X91puX;\xc7;\xc7Xupp\x8dTq\x01{U
ser-Agent:  Mozilla/5.0 (X11; U;

Solaris; en-US; rv:1.7.5)
Gecko/20041111 Firefox/1.0\r\n'

'Accept: image/png
‘daemon'

‘adm'

434 MKBENS

0x1439b
0x143ac
0x143bd
0x143cd
0x143db
0x143ec

0x143fe
0x1440c
0x1441a
0x1442c

—EQUATION K EASHESRBHLFEatE R

'mail’
'mysql'

'named’

sys

'smtp’

'nobody’
‘auth’
Lp'
'UUCP'

Solaris FEA Y B € X 5i% 5 Windows N IIFEAFIE, 1 A B in 8] A —A (A4 Solaris £4¢
BOATENER, BT OB R N (I Zh gD, 1% 15 Windows - &5 A MR I Hodfs 1 Key #HIH, 75

KN 16 715,

AP G 1 B 8 U FE R AR B CRARSEE T BAS 2% 3.1.6 TN 5Lk il 43 .
it 22K CERT 7347, 9340 16 fr% 9.
66 3971 3c0f8599 8120193543 fe 9a84 11

5 Windows 1546 16 {7 % 80K BEARTA o
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