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TR (SR RGBT EA R G TR )

http://www.antiy.com/response/A _Comprehensive Analysis_Report on Ukraine Power Grid Outage/A Compre

hensive Analysis Report_on_Ukraine_Power Grid QOutage.html

SANS ICS: KT L g2 {F HFEM RIS

https://ics.sans.org/blog/2015/12/30/current-reporting-on-the-cyber-attack-in-ukraine-resulting-in-power-outage

https://ics.sans.org/blog/2016/01/01/potentialsampleofmalwarefromtheukrainiancyberattackuncovered

https://ics.sans.org/blog/2016/01/09/confirmationofacoordinatedattackontheukrainianpowergrid

https://ics.sans.org/media/EISAC_SANS Ukraine DUC _5.pdf

ESET: KT 5 2fe HEEfF RIS

https://ics.sans.org/blog/2016/03/22/eisacandsansreportontheukrainiangridattack

https://www.welivesecurity.com/2016/01/03/blackenergysshbeardoordetails2015attacksukrainiannewsmediaelectrici

ndustry/

https://www.welivesecurity.com/2016/01/04/blackenergytrojanstrikesagainattacksukrainianelectricpowerindustry/

https://www.welivesecurity.com/2016/01/11/blackenergyandtheukrainianpoweroutagewhatwereallyknow/

https://www.welivesecurity.com/2016/01/25/securityreviewesetstrends2016attacksukrainevirtualizedsecurity/

LR CHBRMITED ——K H B WK ) 99 2% Bl )

http://www.antiy.com/response/WhiteElephant/WhiteElephant.html

R (N “TRER” B “Or R4 ——EQUATION Xt 4 211 0% ARSI 42 °F & BE S b )

http://www.antiy.com/response/EQUATIONS/EQUATIONS.html

g (EIEEL B AR SRR T FEN (EQUATION) AR B a4k

http://www.antiy.com/response/EQUATION_ANTIY REPORT.html

R (FER (EQUATION) #4344 Fh i ina £.75 50 1)

http://www.antiy.com/response/Equation_part of the component analysis of cryptographic techniques.html

Kaspersky: Equation: The Death Star of Malware Galaxy

http://securelist.com/blog/research/68750/equationthedeathstarofmalwaregalaxy/

Kaspersky: A Fanny Equation: "I am your father, Stuxnet"

http://securelist.com/blog/research/68787/afannyequationiamyourfatherstuxnet/
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[10] Kaspersky: Equation Group: from Houston with love

http://securelist.com/blog/research/68877/equationgroupfromhoustonwithlove/

[11] Kaspersky: Equation_group_questions_and_answers

https://securelist.com/files/2015/02/Equation_group_questions_and_answers.pdf

[12] An Easy Win: Using SIGINT to Learn about New Viruses

https://freesnowden.is/wpcontent/uploads/2015/06/projectcamberdada.pdf

[13] ZR: (st h Iy Bl R APT ik b s F I REAS 20 B )

http://www.antiy.com/response/APTTOCS.html

[14] 360: OceanLotus (JFi%7E) APT 7

http://bobao.360.cn/news/detail/1601.html

[15] US CERT: Grizzly Steppe https://www.us-cert.gov/sites/default/files/publications/JAR_16-

20296A_GRIZZLY %20STEPPE-2016-1229.pdf

[16] Next wave of ransomware could demand millions
https://venturebeat.com/2016/03/26/next wave of ransomware could demand millions/

[17] ZeR: (EARCEI g (WU =) #AFHmM CGvEs” T8))

[18] 22K : (2015 4 0 2% 2z 4l iy ¥ [l oot 5 Jee B2 )

http://www.antiy.com/response/2015 Antiy Annual Security Report.html

[19] %R (1O 1B [0 2% ™ 0 Jal il I 46 B it 8 it 22 4 )

http://www.antiy.com/response/Mirai/Mirai.html

[20] % RK: (DDoS B 4IRS L JE 7347 )

http://www.antiy.com/response/Chicken _Mutex MM.html

[21] Kaspersky: Duqu 2.0 #ZHZ3% &+ BEIEH

https://securelist.com/blog/research/70641/thedugu20persistencemodule/

[22] %R s i SR B bt —— e 4t S W 468 e AR 77 92 1 R 5 20 APT () JRj PR

http://www.antiy.com/resources/Methodology AVER Introspection Trilogy Il.pdf
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R AR EMEFEAA LS T ) EEFE LRGeS SR, R R BN RE S A5
LD BRI+ 7 6 M B MM 28 et . IE/NMCE TR e, 2 RB ekl 5] %2 2R 4
IR1G AV-TEST 4R 22T [ 7 i o

LRFARIT R BT BN 2 AR IRART, 220k I8 DU Jam R IR [ o 4 22 4 B SSE # A
20Dy RN ESE R SN Re ot VWA IE K2 A /8 AL LK AP
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BRI R Z (5 B Ig v - http://www.antiy.com (47X

http://www.antiy.net (£ x")

LR G2 A (G EE http://www.antiy.cn
LARBEZ) L EA A (AVLTEAM) ZZ (5 EIF 1 : http://www.avlsec.com
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