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é Unveiling an Indian Cyberattack Infrastruture
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Unveiling an Indian Cyberattack Infrastructure

This report details a sophisticated cyberattack infrastructure that appears to originate from India.
conducted by private threat actors with no evidence of state-sponsorship. It has likely been in

operation for over three years, primarily as a platform for surveillance against targets of national

L*
security interest that are mostly based in Pakistan and possibly in the United States. It is also AR #
used for industrial espionage against the Norwegian telecom corporation Telenor and other civil- i

ian corporations. Evidence points to professional project management and outsourcing of key

tasks. including some by freelance programmers.

On March 17, 2013 a Norwegian newspaper reported that the country’s telecommunications giant \
Telenor had filed a criminal police case for an unlawful computer intrusion. Spear phishing

emails targeting upper management appeared to be the source of the infection

Through extensive analysis. security analysts at Norman Shark in conjunction with our partners,
quickly uncovered a previously unknown and sophisticated infrastructure for targeted attacks.
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var_18= dword ptr -18h 5
var_14= dword ptr -14h arg_B= dword ptr 8
var_10= dword ptr -16h arg_4= dword ptr 6Ch
06404663 push  ebx | 00485053 push  ebx
Xor ebx, ebx b1l d ebx, ebx
cmp dword_L487248, ebx cnp dword_583268, ebx
push  esi push  esi
push  edi push  edi
jnz short loc_kB46B2 jnz short loc 485602
|1 :
HHu ELm
pui'l] gffsgthzgl;z;rﬂz_dll e R push  offset LibFileName ; “user32.dl11"
ta nard_ call  LoadLibraryd
moy edi, eax .
q moy edi, eax
chmp edi, ebx i eh
jz short loc_4B46ES cnp (EEly Gk
™ jz short loc_ 485808
¥ |1
HNL L]
nov esi, duord_4B850B8 ENL i
push offset s_Hessageboxa ; “MHessageBoxA™ noy esl, GetProcAddress
push edi push offset ProcHame ; “HessageBoxA™
call esi push edi ; hHodule
test  eax, eax iy call  esi ; GetProcAddress
moy duord_407240, eax i — test pax, eax R
jz short loc_LB4GES nov duord 583268, eax |
i [ jz short loc_ 405008
|1
HNw ¥
push offset s_Getactivewind ; "GetActiveWindou" L. ﬂ"l}l
E:ﬂ sg; push  offset s Getactivewind ; "GetActiveUindow” [ |
push offset s_Getlastactive ; “GetlLastActivePopup” [P ed} 5 Iz
push  edi call  esi ; GetProcAddress
nou duord_4O7244, eax push uffset s_Getlastactive ; “GetlLastActivePopup”
call esi push edi ; hHodule
nov duord_ 407248, eax nov dword_58326C, eax \—%-—‘
call esi ; GetProcAddress
/ nou duord_583278, eax
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Figure 9. Visually clustering unknown malware samples with known malware samples. The unknown samples appear
almost identical to the labeled samoles in terms of their behavioral seauences.
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Figure 12. The user brushes an IP address and port on the left, and the samples that connect out to that IP address and port
highlight on the right.
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