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The Detection of Trojan Horse Based on the File's Static
Characteristics
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Abstract

It is well known for us to know the threaten of Trojan like programs causes, and it is popular
for the security vendor to work for the detection of the Trojan program . Here we offer a new
detection method of Trojan, and it is based on the ANN(Artificial Neural Network) theory through
the analysis of the Trojan program’s file itself.

PE file is short for Portable Executable File on the Windows platform, and it is the main
carrier of Trojan program. We have encountered two problems while building the data model,
since the PE file’s format is quite complex and facility, and for the ANN itself ’s specialties
request. First, we solve the problem of nonlinear input of PE files through bring the idea of
changing granularity of the data; And then, we unified the string that is occurred a lot in PE file by
using the statistics theory without losing any information. We finally made a successful blue print,
and reached a satisfied result.
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