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s, 53] 20,480 751 test.exe. F MZ/PE Skfs BN
00000000 4D 5A 90 00 03 00 00 00-04 00 00 00 FF FF 00 00 MZ. .. .uooeunn-.
00000010 B8 00 00 00 OO 00 OO0 00-40 OO0 OO OO OO OO OO OO0 ........ @
00000020 00 00 00 00 00 00 OO0 O0-00 OO0 OO OO OO OO0 OO OO0 .o cmieeieeeaea
00000030 00 00 00 00 00 00 00 00-00 00 00 00 D8 00 00 00 .. oooeuuceeenn-.
00000040 OE 1F BA OE 00 B4 09 CD-21 B8 01 4C CD 21 54 68  ........ 1._L.1Th
00000050 69 73 20 70 72 6F 67 72-61 6D 20 63 61 6E 6E 6F is program
canno

00000060 74 20 62 65 20 72 75 6E-20 69 6E 20 44 4F 53 20 t be run in
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00000070
00000080
00000090
000000AO
000000B0O
000000CO
000000D0
0OO000OEO
000000FO
00000100
00000110
00000120
00000130
00000140
00000150
00000160
00000170
00000180
00000190
000001A0
000001B0O
000001C0
000001D0
00O001EO
000001FO0

00000200

6D
FB
DD
57
BF
07
00
6B
0B
EO
00
04
00
00
00
00
00
00
00
00
00
00
2E
00
00

B6

6F
Cc6
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00
49
01
16
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00
00
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00
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00
00
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00
74
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00

09
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F5
F2
00
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06
00
00
00
00
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00
00
00
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00
00
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00
00

00
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00
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00
00
00
00
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00
00
00
00
00
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00
00

00
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B4
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00
00
00
00
00
00
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00
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00
74
00
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A7
A7
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10
10
00
00
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00
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00
01
00
00
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00
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oD
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F4
F4
F4
F4
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

00

O0A-24
DD-BF
DD-3C
DD-57
DD-57
DD-52
00-50
00-00
00-00
00-00
00-04
00-00
00-00
00-00
00-A8
00-00
00-00
00-00
00-00
00-00
00-00
00-00
00-42
00-00
60-2E

00-00

00
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45
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00
00
25
00
00
00
00
00
00
00
09
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00
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FF
63
00
00
00
00
00
00
10
00
00
00
00
00
00
00
00
00
00
00

64
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DD
DD
DD
DD
68
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
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10 00 00

00
BF
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BA
B9
BF
4C
EO
00
00
00
00
00
10
64
00
00
00
00
00
00
00
00
00
74

00
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004016E0 >PUSH EBP

004016E1 MOV EBP,ESP

004016E3 PUSH -1

004016E5 PUSH

004016EA

installation

test.004024F8

00
A7
A7
A7
A7
A7
01
00
00
00
00
10
10
00
00
00
00
00
00
00
00
00
10
00

61

00
F4
F4
F4
F4
F4
04
OF
00
40
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

00
DD
DD
DD
DD
DD
00
01
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

20 00 00
A i) ] DL BN AN 16E0.

PUSH <JMP_.&MSVCRT._except_handler3>

004016EF MOV EAX,DWORD PTR FS:[O]

004016F5 PUSH EAX

mode $.......
........ R
W oo W.oooo..
........ W..ooo...
........ Rich.
........ PE..L
K. 2o oo
......... O......
............. @.
......... Po.....
......... %. .d
@ e e
text B.......
...... rdata

; SE handler
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004016F6 MOV DWORD PTR FS:[0],ESP
004016FD SUB ESP,68

00401700 PUSH EBX

00401701 PUSH ESI

00401702 PUSH EDI

00401703 MOV DWORD PTR SS:[EBP-18],ESP
00401706 XOR EBX,EBX

00401708 MOV DWORD PTR SS:[EBP-4],EBX
0040170B PUSH 2

0040170D CALL DWORD PTR DS:[<&MSVCRT. _set_app_ty>;
MSVCRT.__set_app_type

00401713 POP ECX

) UPX1.24 Xt ne, fnsela, 512w aEu T

00000000 4D 5A 90 00 03 00 00 00-04 00 00 OO FF FF OO OO0 MZ. ... ..........
00000010 B8 00 00 00 00 00 OO 00-40 OO OO0 00 00 OO OO OO .. ...... @-eeeo-
00000020 00 OO0 00 OO 00 OO OO 00-00 00 OO OO0 OO 00 00 OO0 . .civccmcienann-
00000030 00 00 00 00 00 OO0 OO 00-00 00 OO OO D8 00 00 OO0 . .evciicannnn-
00000040 OE 1F BA OE 00 B4 09 CD-21 B8 01 4C CD 21 54 68 ........ 1. _L.ITh
00000050 69 73 20 70 72 6F 67 72-61 6D 20 63 61 6E 6E 6F is program
canno

00000060 74 20 62 65 20 72 75 6E-20 69 6E 20 44 4F 53 20 t be run in
DOS

00000070 6D 6F 64 65 2E OD OD 0A-24 00 00 00 00 OO0 OO OO mode....$.......

00000080 FB C6 9A 8E BF A7 F4 DD-BF A7 F4 DD BF A7 F4A DD ... .. ... .. ...

00000090 DD B8 E7 DD BB A7 F4 DD-3C BB FA DD BE A7 F4 DD ........ S
OO00O00OAO 57 B8 FE DD B4 A7 F4 DD-57 B8 FO DD BA A7 FA DD W....... Wo.o.o.o..
000000BO BF A7 F5 DD CC A7 F4 DD-57 B8 FF DD B9 A7 FA DD ........ W ...
000000CO 07 Al F2 DD BE A7 F4 DD-52 69 63 68 BF A7 FA DD ........ Rich....
000000D0O 00 00 00 00 00 00 00 00-50 45 00 00 4C 01 03 00  ........ PE..L...

OOOO0O0OEO 6B 49 EA 3F 00 00 00 00-00 00 OO OO EO OO0 OF 01 KI.?.. .. .. ......
0O00000OFO OB 01 06 00 00 10 00 00-00 10 OO0 00 00 50 OO0 OO .. ... .- ..... P..
00000100 BO 69 00 00 00 60 00 00-00 70 OO0 OO OO OO 40 00  .H... ...p-..--0@.
00000110 00 10 OO OO OO 02 0O 00-04 00 OO OO0 OO0 00 00 OO0 . .civccmcmnnnnn-
00000120 04 00 OO 00 00 00 OO 00O-00 80 OO0 00 00 10 OO0 OO0 .. .ciicccmaanns

00000130 00 00 OO0 00 02 00 00 00-00 OO 10 00 00 10 OO0 OO0 ... .o ao---
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00000140 00 00 10
00000150 00 00 00
00000160 00 70 00
00000170 00 00 00
00000180 00 00 00
00000190 00 00 00
000001A0 00 00 00
000001BO 00 00 00
000001CO 00 00 00
000001D0O 55 50 58
0O00001EO 00 00 00
000001FO0 00 00 00

00000200 00 10 00

00 00 10 OO0 00-00 OO 00 OO0 10 00 00 00  .coiiiimiaaann
00 00 00 00 0O-DC 78 00 OO F8 00 OO0 OO  ......... Xewuun-
00 DC 08 00 00-00 OO0 00 00O OO OO0 00 00  .pP--ccccccaaans
00 00 00 00 00-00 OO 00 00 OO0 00 00 OO0 - .o iooooao--
00 00 00 00 00-00 OO 00 OO 00 00 00 OO0 wcoiiiimiiaaaan
00 00 00 00 00-00 OO 00 OO 00 00 00 OO0  wciiiemciaaaan
00 00 00 00 00-00 OO0 00 00 OO0 00 00 OO0 . ociiiiiiiaaas
00 00 00 00 00-00 OO 00 00 OO0 00 00 OO0 - .o iooioao-o
00 00 00 OO0 00-00 OO 00 OO 00 00 00 OO0 wociiiiiiiaaaan
30 00 00 00 00-00 50 00 OO0 OO 10 00 00 UPXO..... Poo....
00 00 04 00 0O0-00 OO0 00 00 OO0 00 00 OO0 . ociiiiiiiaaaas
00 80 00 00 EO-55 50 58 31 00 00 OO OO  ........ UPX1....

00 00 60 00 00-00 OC 00 00 00 04 00 OO  ..... e

s e, HNEES RICHARIE T, ANH &N 69B0.

004069B0 > PUSHAD
004069B1 MOV ESI

004069B6 LEA EDI

,test._00406000

,DWORD PTR DS:[ESI+FFFFBOOO]

004069BC  PUSH EDI

004069BD OR EBP,

FFFFFFFF

004069C0O JMP SHORT test.004069D2 ; EB 10

004069C2 NOP ;
004069C3  NOP
004069C4 NOP ;
004069C5 NOP
004069C6 NOP
004069C7 NOP

004069C8 MOV AL,
004069CA INC ESI

90

; 90

U =26 152 HONL A 65 mT AR D BRG] N 52 44

BYTE PTR DS:[ESI] ; ¥, BT C-WFs 0x400 4k

004069CB MOV BYTE PTR DS:[EDI],AL ; fEZEMIX

004069CD INC EDI

004069CE  ADD EBX,EBX 3 EBX N4 SER AR

004069D0 JNZ SHORT test.004069D9

004069D2 MOV EBX,DWORD PTR DS:[ESI]

004069D4 SUB ESI

-4

004069D7 ADC EBX,EBX

00406909 JB SHORT test.004069C8
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004069DB
004069E0
004069E2
004069E4
004069E6
004069E9
004069EB
004069ED
004069EF
004069F1
004069F3
004069F5
004069F8
004069FA
004069FC
004069FE
00406A01
00406A03
00406A06
00406A08
00406A09
00406A0C
00406A0E
00406A10
00406A12
00406A14
00406A16
00406A19
00406A1B
00406A1D
00406A1F
00406A21
00406A23
00406A26
00406A28

00406A2A

MoV
ADD
JNZ
MoV
SUB
ADC
ADC
ADD
JNB
JNZ
MoV
SUB
ADC
JNB
XOR

SUB

EAX,1

EBX,EBX

SHORT test.004069EB
EBX,DWORD PTR DS:[ESI]
ESI,-4

EBX,EBX

EAX,EAX

EBX,EBX

SHORT test.004069E0
SHORT test.004069FC
EBX,DWORD PTR DS:[ESI]
ESI,-4

EBX,EBX

SHORT test.004069E0
ECX,ECX

EAX,3

JB SHORT test.00406A10

SHL
MoV
INC

XOR

EAX,8
AL,BYTE PTR DS:[ESI]
ESI

EAX , FFFFFFFF

JE SHORT test.00406A82

MoV
ADD
JNZ
MoV
SuUB
ADC
ADC
ADD
JNZ
MoV
SUB
ADC
ADC

JNZ

EBP,EAX

EBX,EBX

SHORT test.00406A1B
EBX,DWORD PTR DS:[ESI]
ESI,-4

EBX,EBX

ECX,ECX

EBX,EBX

SHORT test.00406A28
EBX,DWORD PTR DS:[ESI]
ESI,-4

EBX,EBX

ECX,ECX

SHORT test._00406A4C
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00406A2C
00406A2D
00406A2F
00406A31
00406A33
00406A36
00406A38
00406A3A
00406A3C
00406A3E
00406A40
00406A42
00406A45
00406A47
00406A49
00406A4C
00406A52
00406A55
00406A58
00406A5B
00406A5D
00406A5F
00406A60
00406A62
00406A63
00406A64
00406A66
00406A68B
00406A6C
00406A6E
00406A71
00406A73
00406A76
00406A79
00406A7B

00406A7D

INC
ADD
JNZ
MoV
SUB
ADC
ADC
ADD
JNB
JNZ
MoV
SUB
ADC
JNB
ADD
CMP
ADC
LEA
CMP
JBE
MoV
INC
MoV
INC
DEC
JNZ
JMP
NOP
MoV
ADD
MoV
ADD

SUB

ECX

EBX,EBX

SHORT test.00406A38
EBX,DWORD PTR DS:[ESI]
ESI,-4

EBX,EBX

ECX,ECX

EBX,EBX

SHORT test.00406A2D
SHORT test.00406A49
EBX,DWORD PTR DS:[ESI]
ESI,-4

EBX,EBX

SHORT test.00406A2D
ECX, 2

EBP,-0D0O0O

ECX,1

EDX,DWORD PTR DS:[EDI+EBP]
EBP,-4

SHORT test._00406A6C
AL,BYTE PTR DS:[EDX]
EDX

BYTE PTR DS:[EDI],AL
EDI

ECX

SHORT test.00406A5D

test.004069CE

EAX,DWORD PTR DS:[EDX] ; MZEhX &
EDX, 4

DWORD PTR DS:[EDI],EAX ; BANAEFZE
EDI,4

ECX,4

JA SHORT test.00406A6C

ADD

JMP

EDI,ECX

test.004069CE

ORRELBE MBUFAH
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00406A82 POP ESI
00406A83 MOV EDI,ESI

00406A85 MOV ECX,36

00406A8A MOV AL,BYTE PTR DS:[EDI]

00406A8C  INC EDI

00406A8D SUB AL,OES8

00406A8F CMP AL,1

00406A91 JA SHORT test.00406A8A

00406A93 CMP BYTE PTR DS:[EDI],1

00406A96 JNZ SHORT test.00406A8A

00406A98 MOV EAX,DWORD PTR DS:[EDI]

00406A9A MOV BL,BYTE PTR DS:[EDI+4]

00406A9D SHR AX,8

00406AA1 ROL EAX,10

00406AA4  XCHG AH,AL

00406AA6  SUB EAX,EDI

00406AA8 SUB BL,OES

00406AAB  ADD EAX,ESI

00406AAD MOV DWORD PTR DS:[EDI],EAX ; 5 AN AREFZN
00406AAF  ADD EDI,5

00406AB2 MOV EAX,EBX

00406AB4 LOOPD SHORT test.00406A8F

00406AB6 LEA EDI,DWORD PTR DS:[ESI+4000]

00406ABC MOV EAX,DWORD PTR DS:[EDI]

00406ABE  OR EAX,EAX

00406ACO JE SHORT test.00406B07

00406AC2 MOV EBX,DWORD PTR DS:[EDI+4]

00406AC5 LEA EAX,DWORD PTR DS:[EAX+ESI+68DC] ; hn#kmi 43I AH DLL
00406ACC  ADD EBX,ESI

00406ACE  PUSH EAX

00406ACF  ADD EDI,8

00406AD2 CALL DWORD PTR DS:[ESI1+6940] ; KERNEL32.LoadLibraryA
00406AD8  XCHG EAX,EBP

00406AD9 MOV AL,BYTE PTR DS:[EDI]

00406ADB  INC EDI

00406ADC OR AL,AL

ORRELBE MBUFAH BT/ HOR
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00406ADE  JE SHORT test.00406ABC
00406AE0 MOV ECX,EDI

00406AE2  JINS SHORT test.00406AEB

00406AE4  MOVZX EAX,WORD PTR DS:[EDI]

00406AE7  INC EDI

00406AE8 PUSH EAX

00406AE9  INC EDI

00406AEA DB B9

00406AEB  PUSH EDI

00406AEC  DEC EAX

00406AED REPNE SCAS BYTE PTR ES:[EDI] ; SART &K

00406AEF  PUSH EBP

00406AF0  CALL DWORD PTR DS:[ESI1+6944] ; KERNEL32.GetProcAddress
00406AF6 OR EAX,EAX

00406AF8 JE SHORT test.00406B01

00406AFA MOV DWORD PTR DS:[EBX],EAX

00406AFC  ADD EBX,4

00406AFF  JMP SHORT test.00406AD9

00406B01 CALL DWORD PTR DS:[ES1+6948] ; ‘K, ifif] KERNEL32.ExitProcess
00406B07  POPAD

00406B08 JMP test.004016E0 ; BRBIEAD S

2 ERERAT £ 00406B08 ALI, FTLAE 004016E0 AbFRF U~ ALH

004016E0 >PUSH EBP

004016E1 MOV EBP,ESP

004016E3 PUSH -1

004016E5 PUSH test.004024F8

004016EA PUSH <JMP.&MSVCRT._except_handler3> ; SE handler

installation

BN 052 B test AR N ACHD .

TEXS ISR 0N EARZ T A T AW 4. HETE V2 i5ea i s TR T LUE
HCTT 44 S e KGR AE o B AR DR 1) 7 ¥ DT LA A B BT R 45 1245, N UPX1.24
Tnae 5 [ e AR B w2 0x10 4bF DWORD {H 0x909010EB, il m] LAME AiZ ki UPX [l
SR, T ERCE Y U VA2 DU BT b 2 A ARG ) MD5 B, CRC32 156 1H -

Z AT UL A URP AR5 20, X FaZARA UPX e () rT 30T ST AT Lo iR 40 T Ak
.
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HRAE I, B EEEINGE R REAR R BURAERS, ] DAERFERSEUZE 0x400
AEUAFE B35 70 AR AR Ry, RO TUE BT, M nT DR b1 1 s I 4R A
IR 5 'S A HHZ AR UPX B SRt (ol R R B sedln 7S L R, 00406AC2
PLR IR ol AR 0 s # R EE = Fhor s, RITERERUNLIRSE R AR B s ke AR B
G BRI AT BT, A% e e P b AW N TR Chb e R A AR RS Hh (1 e L[] 5
184D, RIGPATZA LSRG BT 5 B D B BRI D, P X B 52 28 i X 3R A7 R AE D
UCRC; # RASEVIA 7, BIYE B SRS N R N se R A RE 7 B & 10 B e AR i3k 47 1t
7o, MAZESEFAIRT NG TR (Rl B RS 1) MD5 5 CRC32 f&40{H), A5
PATZA AR BT T LT DA, P B e 28 X AT REAE A T AL«

FRERN Z PONFEIE B, 95 51 SR AL BRFAE N 40 T B

FREAEAVL AL

HE FE kT -+

}

W FE kL)
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