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@y  Vipre Antivirus 2013 out of 160 roviews
4 | Version 6.0 | Added on 09/26/2012 ekededohe Buy Now @ SHAZE6G: 70d030e233bf7 40f22c0f334b%b1bf360bcef47a2 1b0b6f00a3d3a37690d4a
Protect yourself against viruses and
malware threats without siowing down your fp savetolist File name: 1F61D280067E2564999CAC20E386041C
381,564 total downloads 2,064 last week Detection ratio: 37/ 44
~ Sponsored match Analysis date:  2012-10-20 01:57:09 UTC { 0 43§ ago )
@ ';rend _Tyl;:)olgtamum Maximum Download Now | Y
ecuri User ralin_g Buy Now ® More details
A% | Version 6.0.1215 | Added on 09/10/2012 out of 7 :"’:ws [ save totist
Stop viruses and spyware automatically
before they reach your computer Analysis =~ Comments  Votes  Additional information
Read CNET's review
147,171 total downloads 1,594 last week
Antivirus Result Update
+ Sponsored match
acdONE Antivirus + Total Security Agnitum Worm.Flamer!7+VSAddkgdk 20121019
Ar | Version 15.0.32.1409 | Added on D4/03/2012 i
[& Savetolist .
Protect your computer from emerging e- AhnLab-V3 Win32/Flame worm.29928 20121019
threats.
6,325 total downloads 383 last week AntiVir TRIATRAPS Gen 20121020
+ Sponsored match Antiy-AVL Worm/Win32.Flame.gen 20121020
G Data IntemnetSecurity 2013 out of 2 revisas . . .
ﬁ A2 | Version 2012 | Added on 07/19/2012 S drded Avast \Win32:Skywiper-N [Trj] 20121019
Protect your PC against Trojans, viruses, BuyNow ©
and all kinds of malware. & savetolist AVG WormiFlame A 20121020
1,806 lotal downloads 600 [ast week BitDefender Trojan Flame A 20121019
. Editors’ rating ByteHero - 20121019
_m Avast Free Antivirus Download Now |
£¥ | Version 7.0.1456 ,I Added on 08/21/2012 User rating [ Savetolist CAT-QuickHeal - 20121019
Protect your PC against the latest viruses out of 23648 reviews
and spyware. Fededede b B
Read CNET's review ClamAv 20121019
216,605,103 total downloads 1,290,195 last week Commtouch _ 20121020
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Format Mame:

BinExecute /Microsoft.PE[-X86]

Formart ID: 22

Pack Mame:
Packer_Compression/Dwing.UPACK[-v0.3x]
Pack ID- 1225

ISR

HEREER EREES E=EID EEEE

EEEEEE MALWARE 1204130 Trojan/Win32 _OnLineGames.gzh[GameThief]
fo=tme e ) INFECT -

AR ATEM 2242724 Trojan /Win22 WOW _gic[GameThief]

b = L ATROIAN 1204130 Trojan /Win322 OnLineGames.qzh[GameThief]
AR AEXPLOIT = =

izt L ASCRIPT - -

BEEETAEI WS 3357027 VCS/Environment. DigitalFN_a
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Malware: IVES
u'Process’: U'EXCELEXE', u'Pid": 144, u'Details": {u'lpCommandLine’: u'C:\\DOCUME~1\\ADMINI~1\\LOCALS~1\\Temp\\~EXCELtmp', u'Processld"
w'1792", u'lpApplicationName’: u'NULL', u'lpCurrentDirectory': u'NULL', u'lpEnvirenment': u'0x00000000", u'ProcessHandle’: u'0x000002E4",
lu'bInheritHandles": u'0x00000000', u'dwCreationFlags': u'0x00000000), w'ApiName’: u'CreateProcessinternalW’, u'Time": 1344910489, u'Tid": 2000,
lu'Result’: 2} {u'Process’: u'EXCELEXE', u'Pid*: 144, u'Details": {u'lpCommandLine’: u'emd.exe /c "u8al8\uB005\u901a\u8ala\ud304news.xls™,
lu'Processld': u'488', u'lpApplicationName': 'NULL', u'lpCurrentDirectory': u'NULL', u'lpEnvironment': u'0x00000000', u'ProcessHandle': u'0x000002F0',
[Exploit: lu'bInheritHandles': u'0x00000000", u'dwCreationFlags': u'0x00000000'), u'ApiName': u'CreateProcessinternalW’, u'Time": 1344910518, u'Tid": 2000,
l'Result’: 2}
{u'Return': u'0x00000000, u'Process’: W'EXCELEXE", u'Pid": 144, u'Details": {u'Buffer': u'4d Sa 90 00 03 00 00 00 04 00 00 00 f ff 00 00 b8 00 00 00 00 00
00 00 40 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 &8 00 00 00 Oe 1f ba De 00 b4 09
led 21 b8 01 4c cd 21 54 68 69 73 20 70 72 ', u'FileHandle: u'0x000001C8', u'FilePath’: u'~EXCELtmp'}, u'ApiName’: u'ZwWriteFile’, uTime':
1344910488, u'Tid": 2000, u'Result: 0}
o [C:\Documents and Settings\Administrator\Application Data\Microsoft\Office\Recent\index.dat
ideFile: IC\Documents and Settings\Administrator\Application Data\Microsoft\Office\Recent\index.dat
W e -
HEE D |@ST
C:\Program Files\Microsoft Office\OFFICEIT\EXCELEXE 144 |"C:\Program Files\Microsoft Office\OFFICE11\EXCELEXE" /e
EXCELEXE 144
NULL 1792 |CADOCUME~INADMINI~1\LOCALS ~1\Temp\~EXCEL.tmp
~EXCELtmp 1792
NULL 300 [CAWINDOWS\system32\cmd.exe /A /C rundll32 Nflpv6.ocx,RundllInstallA IPRIP
NULL 964 [CAWINDOWS\system32\cmd.exe /A /C sc start iprip 'emd’ 1
e NULL 1248 [CAWINDOWS\system32\cmd.exe /A /C net start IPRIP
CAWINDOWS\system32\rundll32.exe 1144 [rundll32 Nflpv6.ocx,RundllinstallA IPRIP
NULL 488 |cmd.exe /c "EEEER S newsads”
CAWINDOWS\system32\sc.exe 1772 |sc start iprip 'emd' 1
C:AWINDOWS\system32\net.exe 1548 |net start IPRIP
C:\Program Files\Microsoft Office\OFFICEIT\EXCELEXE 204 |"C:\Program Files\Microsoft Office\OFFICE11\EXCEL.EXE" /e
EXCELEXE 204
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VirusView
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+ KRR
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- EEURL

dnl

T 2 S e e P B e P S O e R 10 g
130 </ Time>
131 <Time ID="16" logtime="2011-3-23 11:12:53">
132 <PID>1908</PID>
133 RS !
134 Action>delete</Action>
135 Path>c: '\ WINDOWSY system32idrivers\beep.sys</Path>
136 <Type>FILE</ Type>
137 <Other>delete file</Other>
133 </ Tinex>
139 <Time ID="17" logtime="2011-3-23 11:12:53">
140 <PID>1908</PID>
141 s INACE 2 C IS Se Ve e XL/ Tage
14z <Action>MoveFile</Action>
143 <Path>C:\ WINDOWSY System32\ Driversiusbh20.sys| C:\ WINDOUSY Systen3 2} Drivers\beep.sys</Path>
144 Tapprer R b BTy
145 <Other />
146 </ Time>
147 <Time ID="18" logtime="2011-3-23 11:12:53">
148 <PID>1908</PID>
149 <Image>c:\virus\server.exe</ Image>
150 <Action>OpenService</Action>
151 <Path>Beep</Path>
152 <Type>SERVICE</ Type>
153 <Other>3ERVICE</Other>
154 </ Time>
155 <Time ID="19" logtime="2011-3-23 11:12:53">
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