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ST EESHR

B AT H
MOU EBX,Reqgionf@.186861B38 {53Ff5630d-bobFf-11d0-924F2-00aBc?1efb8b}
PUSH Reqion@8.180861A80 storagefivolumeit
MOU EDI,ReqionBB.18861ABC AR §
MOU EBP,ReqionB8.18861BCC %s%shsihs
PUSH Reqion@8.180861AR0 storagefivolume#1&19F7e50c ik
PUSH Reqion®8.18861A4C storage#fremovablemediaftBg
MOU EBP,Reqgionf@.180861BEA %shsbx BBkt
PUSH Reqion@8.18861018 storagefiremovablemediali?7 &
ERUE
RiCH SR
PUSH RegionBB.1868618Aa4 copy of shortcut to.lnk
PUSH ReqgionBB.1868618D4 copy of
PUSH ReqgiondB.1080518E8 “wEr 141 . tmp
PUSH ReqgionBB.180861984 ™wtry132 . tmp
PUSH Reqgion®8.18085CD1C *
PUSH ReqgiondB.1080518E8 “wEr 141 . tmp
PUSH ReqgionBB.180861984 ~wtry132 . tmp
PUSH Reqgion8B.1865CD28 globaljwkssucshutdownevent?2
PUSH ReqgiondB.1080518E8 ™“wtr 141 . tmp
PUSH ReqgionBB.180861984 ™wtry132 . tmp
X HEUE
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kernel32.dll.aslr
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ﬁ
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B 1 ¢ 3 4 5 & 7 8 3 2 b g d e f
05 72 RE 14 00 00 00 BF F1 71 D3 44 07 00 00

00000000R: :

00000010R: 04 00 00 03 00 OO0 00 O1 OO0 OO0 00 02 00 00 00 ;

00000020h: 00 00 00 01 00 OO0 00 O1 OO0 00 00 01 00 00 00 ;

00000030R: 93 04 00 EO 70 72 00 80 84 1E 00 FE 04 00 00 ;

00000040R: 00 00 00 01 00 OO0 00 O1 00 00 00 280 EE 36 00 ; — b
00000050R: 00 00 00 2C 01 OO0 00 58 02 00 00 24 03 00 00 ; 1ﬁ*gC)XGC~ OX70‘ OXC8%E§*’I\1E‘¥
000000600 46 00 00 08 52 00 00 O1 OO0 OO0 00 00 00 00 00 ;

00000070h: 00 00 00 15 00 OO0 00 00 00 CB AR 7D A8 CB 01 : ﬁ*g()x?B 0X7Cﬂﬂgﬂgl‘ﬂj&
000000800 00 00 00 40 4B 4C 00 03 00 00 00 00 CO 45 4C ; 'N
00000090R: 51 CD 01 38 31 00 00 00 00 00 00 00 00 00 00 ;

000000a0h: 00 00 00 04 F2 CBE 1C 60 5D CE 01 01 00 00 00 ; ﬁ*gOXSO 0X84ﬂﬂgﬂ{§
000000b0OR: 00 00 00 04 F2 CBE 1C 60 5D CE 01 00 00 00 00 ; A
000000c0h: 00 00 00 87 00 OO0 00 O1 00 00 00 77 00 77 00 ;

000000d0R: 00 2E 00 77 00 €2 00 6E 00 €4 00 &F 00 77 00 :

000000e0h: 00 75 00 70 00 64 00 61 00 74 00 &5 00 2E 00 ;

000000£0R: 00 6F 00 &D 00 OO0 00 OO0 OO0 00 00 00 00 00 00 ;

00000100R: 00 00 00 00 00 OO0 00 00 OO0 00 00 00 00 00 00 ;

00000110h: 00 00 00 00 00 OO0 00 00 OO0 00 00 00 00 00 00 ;

00000120h: 00 00 00 00 00 OO0 00 00 OO0 00 00 00 00 00 00 ;

00000130h: 00 00 00 00 00 OO0 00 00 OO0 00 00 00 00 00 00 ;

00000140h: 00 00 00 00 00 OO0 00 00 00 00 00 77 00 77 00 ;

00000150R: 00 2E 00 &D 00 73 00 6E 00 2E 00 63 00 &F 00 ;

000001600: 00 00 00 00 00 OO0 00 00 OO0 00 00 00 00 00 00 ;

00000170R: 00 00 00 00 00 OO0 00 00 OO0 00 00 00 00 00 00 ;

000001800: 00 00 00 00 00 OO0 00 00 OO0 00 00 00 00 00 00 ;

00000190h: 00 00 00 00 00 OO0 00 00 OO0 00 00 00 00 00 00 ;

000001a0h: 00 00 00 00 00 OO0 00 00 OO0 00 00 00 00 00 00 ;

000001b0R: 00 00 00 00 00 OO0 00 00 OO0 00 00 00 00 00 00 ;

000001cOh: 00 00 00 00 00 OO0 00 00 00 00 00 77 00 77 00 ;

000001d0R: 00 2E 00 &D 00 72 00 70 00 72 00 &5 00 &D 00 ;

000001e0h: 00 65 00 72 00 &6 00 75 00 74 00 62 00 &F 00 ; i.e.r.f.u.t.b.o.

000001f0R: 00 2E 00 &3 00 &F 00 6D 00 00 00 00 00 00 00 ;

00000200h: 00 00 00 00 00 OO0 00 00 OO0 00 00 00 00 00 00 ;

00000210R: 00 00 00 00 00 OO0 00 OO0 OO0 00 00 00 00 00 00

00000220h: 00 00 00 00 00 OO0 00 OO0 OO0 00 00 00 00 00 00

00000230h: 00 00 00 00 00 OO0 00 OO0 OO0 00 00 00 00 00 00

00000240h: 00 00 00 00 00 OO0 00 OO0 OO0 00 00 69 00 &E 00

00000250h: 00 65 00 78 00 2E 00 70 00 68 00 70 00 3F 00

000002600 00 61 00 74 00 61 00 OO0 OO0 OO0 00 00 00 00 00

00000270R: 00 00 00 00 00 OO0 00 OO0 OO0 00 00 00 00 00 00

00000280R: 00 00 00 00 00 OO0 00 OO0 OO0 00 00 00 00 00 00

00000290h: 00 00 00 00 00 OO0 00 OO0 OO0 00 00 00 00 00 00

000002a0h: 00 00 00 00 00 OO0 00 OO0 OO0 00 00 00 00 00 00

000002b0R: 00 00 00 00 00 OO0 00 OO0 OO0 00 00 00 00 00 00
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eax, dword ptr byte 15190
al, 1

short loc_10611

ecx, ds:InitSafeBootMode
dword ptr [ecx], O

short loc 10611

eax, 0C0000001h

short loc 10632

; CODE XREF: DriverEntry+8DTj
; DriverEntry+981j

edx, dword ptr byte 15190

edx, 2

short loc 10630

eax, ds:KdDebuggerEnabled

byte ptr [eax], O

short loc_ 10630

DuquHIERZRIRE

mov eax, dword 13E99

test al, 1

jz short loc_1044C

mov eax, ds:InitSafeBootMode

cmp [eax], ebx

j=z short loc_1044C
; CODE XREF: DriverEntry+B2|j

mov eax, 0C0000001lh

Jmp short loc_ 10460
; CODE XREF: DriverEntry+90Tj
; DriverEntry+991j

mov eax, dword 13E99

test al, 2

j=z short loc 1045E

mov eax, ds:KdDebuggerEnabled

cmp [eax], bl

jnz short loc_ 10445

StuxnetFIERE
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DWORD control[4]

DWORD encryption_key

DWORD sizeof processname

BYTE

processname|[sizeof processnamej]
DWORD sizeof dllpath

BYTE dllpath[sizeof dllpath]

4

o 1K

DWORD control[4]
WORD expNumber;
HYSHEREL

WORD Flags;
DWORD encryption_key

DWORD reserved ;

//List

DWORD sizeof processname
UNICODE

processname|sizeof processname]
DWORD sizeof dllpath

UNICODE dllpath[sizeof dllpath]

/L ENAIEA
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; CODE XREF: sub 12R00+5CTj

push ebx ; CSDVersion
push ebx ; BuildNumber
laa edx, [esp+l40h+MajorVersion]
push adx ; MinorVersion
l=a eax, [espt+ld4dh+MinorVersion]
push gax ; MajorVersion
mov [esp+l148h+MinorVersion], ebx
mov [esp+ld48h+MajorVersion], ebx
call asl ; PsGetVersion

cmp [esp+138h{MinorVersion], 5

jnz short loc |12A90

cmp [esp+l138hHMajorVersion], 1

iz loc 12B10
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[iTi=e 42 3osssl Oxae240682 0x01ae0000
TR Oxae240682
Magic number 0x90,0x05,0x79,0xae
BETRA A FEBUg =
ERIR(EEIEEBUg 2
WETIHMERIRS S =
Lvecp=Jedi 48 =8l Microsoft Visual C++ 6.0 Microsoft Visual C++ 7.0
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B A 3 AR o 18 I, 6 Ui BE e Ui 3 ARk
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Al RS StuxnetiTEESCADAZR %
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