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1 概述 

̆ ⌠ѿҩҊ Ȃ ѿҩ ᴆ Ⱶ

̂Http File Server̃Ȃ ᶏ ҍ῏ № ̆№ ֲ ╠ ᶏ HFS

Ⱶ Ȃ ῒҬѿҩҊ Ⱶ ̆ῒ 6 ₯ 3W ̆ ῒᴰ Ȃ

ᴆ ľἇ Ŀ ᵞ ₯ ̆ ԍῒ Ḃ̆Ḃԍᴰ ̆

≠ Ȃ CERT№ ֲ ῏ ҍ№ ̆ ╠ Ⱶ ΐ Ȃ 

1.1  

 Trojan[Downloader]/Win32.Agent 

ᴆ   

MD5 A52B473888FA975D37048D5959533001 

 X86-32 

ᴆ  180KB(184427Bytes) 

ᴆ  BinExecute/Microsoft.EXE[:X86] 

 2015-08-29 

  

ⱴ   

 Microsoft Visual C++ v6.0 

 1  

   ≠ ᷅῀פ MySQL Ⱶ ᶏ MySQL פ ̆ ̆ ԋ

└ Ώ῀ ῀ Ҭ̆ Ҭ ԋ └ ᴆ Dump⌠ Ⱶ Ҭ̆ ᴆȂ

Ӟ ῀᷅ Ȃ 

ꜚ ף ̆ ᵬ̆῏ ⱳ ҹ ҽ ᴆ

KSafeTray.exeȂ ̆↕ Ȃ 

 

 2  

ף     Ⱶ ̂IP̔ 118.193**.**:1010̃  

 

 3 ᵲ 
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ף Ⱶ ̆ Ⱶ Ȃ CERT№ ֲ IP ѿҩ

Ⱶ ̆҉ ѿҩ ף (1010.exe) 

1.2 Ⱶ №  

 Trojan[Downloader]/Win32.Agent 

ᴆ  1010.exe 

MD5 FF5ED4E0F8A968643F49E1FDF1D76338 

 X86-32 

ᴆ  80.0 KB (81,988 ) 

ᴆ  BinExecute/Microsoft.EXE[:X86] 

 2015-08-29 

  

ⱴ   

 Microsoft Visual C++ 6.0 

 4  

 

 5 ꜙ  

Ⱶ ҉ Ҍ⌠ 2ҩ ̆ CERT ⌠Ȃ ᾢ Ҋ Ⱶ ̆

∞ “Win7”ұ̆ Ҍ Ҍ ↕ ῀⇔ ΐ

Ҋ ⱳ ̆ ῀⇔ ∞ ᴰ ҹ ̆ Ҍҹ ↕ ῀ ⇔ ̆

Ⱶ

Ҋ

∞
ҹ

ᵝ

⇔

ᴰ ᴆ

ᵝ

Ҍ Win7

Win7

Ҍҹ

ҹ
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Ҋ Ȃ 

 

 6 ∕  

ף ῀ ̆ ұ̂ ҹ Ⱶ ̃ᴰ Ⱶ ₱ Ȃ

Ҋ ῒז ף Ȃ 

ף ғ “Win7”ұ ̆↕ ף ף ⇔ ̆ ᴆ

ᵝᴰ Ⱶ ₱ ̆ Ⱶ ̆ Ҋ 1011.exe ᴆ Ḡ

C:\Windows\AppPatch Ҋ ҹľmysqld.dll” Ȃ 

 

 7  

Ⱶ ԍ 9 8 ↨↨҉ ̆ ̆ Ҋ ̔ 

IP ̔118.193.**.**̂ ≢ Ҭ Ḥ Ҭ ̃ 
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 8 ꜙ ҏ ҅ ₵  

2 关联类似服务器 

ѿ ῏ № ̆ Ҭ ѿҩ Ӟ ᶏ Http File Server

Ⱶ Ȃ Ⱶ ҹ qj0.** .**̆ CERT ₃ 4 IP̂ Ҋ

̃̆ ғ Ⱶ ҹ Ԑ ᶫȂ ꜚ ȁ≠ Ԑ ᶫ Ⱶ ̆ ңҩ ԑ ⱴ

ԅ ᴩ Ȃ ӯԅ ҩ Ԑ Ⱶ ᴰ ף ̆ғ IP̆ IP ῒז

ף ᴰ ̆ Ȃ 
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 9 Ԝ ꜙ  
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 10 ꜙ ₵  

Ⱶ ף ̆ ғ Ȃ 

Ⱶ ף Ҋ̔ 

 ҉ᴰ  ₯  MD5  

  is.war 2015-8-15 10:27:48 291 5F0926A42D2F1042013F45A2B755699E Trojan[Backdoor]/Java.JSP.l 

 syn20160 

2015-8-18 19:53:40 926 1D3C681B99B98F0D8DDE23758DD98C07 Trojan[Backdoor]/Linux.Ganiw 

  win.exe 2015-8-18 19:58:16 88 28ACC38A08B44B76EA85A0853961EBC9 Trojan/Win32.Reconyc.esql 

 xxa.exe  

2015-8-28 18:24:56 272 31ED5DBFF8EFB9D61C68084FC3F20E22 Trojan[Backdoor]/Win32.Farfli 

 Zesr68f4.dll 

2015-9-3 0:12:34 573 8A65DB08D158060F60DF68732FB34D84 Trojan/Win32.Generic 

 CERTԍ 9 7 ⌠ԅ ѿ ᵌ ף Ҋ Ⱶ ̆ Ⱶ Ṝ ₯

҆Ȃ Ⱶ ҉ ᴆ₃Ӎ ҹ ף ̆ ף ⱳ ҹ Ҋ ̆ ף ⱳ ↓

Ҋ Ȃ 

http://121.40.51.232:11223/is.war
http://121.40.51.232:11223/syn20160
http://121.40.51.232:11223/win.exe
http://121.40.51.232:11223/xxa.exe
http://121.40.51.232:11223/Zesr68f4.dll
http://121.40.51.232:11223/is.war
http://121.40.51.232:11223/syn20160
http://121.40.51.232:11223/win.exe
http://121.40.51.232:11223/xxa.exe
http://121.40.51.232:11223/Zesr68f4.dll
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 11 ꜙ  

CERT№ ֲ Ⱶ ѿ ̆ ₯ ̆₃Ӎ ⱴ 3000 ₯ Ȃ

Ҋ ̔ 
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 12 ꜙ ₵  שׂ

Ⱶ ף Ҋ̔ 

 ҉ᴰ  ₯

 

MD5   

 1433.exe  

2015-8-1 

17:16:43 

218 cc2b9684dc95ea70f052eb8a3902b0ad Trojan[Downloader]/Win32.Agent 

 3306.exe  

2015-8-3 

15:22:57 

229 40d70745cfcdc0574d0a6982362f1c7d Trojan[Downloader]/Win32.Agent 

 arp.exe  

2015-8-8 

10:27:54 

536 6ff1142bb5b0dc40f1a37dd1cbf53e80 Trojan[Downloader]/Win32.Agent 

 bc12345.ex

e  

2015-8-6 

17:46:38 

2572 ab34251ccfcc60005c7b3a294040e4cd Trojan[Downloader]/Win32.Agent 

 cr.exe  

2015-8-7 

16:30:55 

143 303ff8794e5c6f32870ed55c33573e7b Trojan[Downloader]/Win32.Agent 

 gott.exe  

2015-7-30 

19:20:31 

23 c7e9e5566cf3428e25e07868f44fd19c Trojan[Backdoor]/Win32.Farfli 

 mogujie.exe  

2015-8-14 

9:18:53 

19525 25c72c1e994f3efec4a1b555d36ef4a4 Trojan[Downloader]/Win32.Agent 

 moke8.exe  

2015-8-8 

9:29:24 

1018 67b2dbedd5a258258baab0094e278f96 Trojan[Downloader]/Win32.Agent 

 mp4fixtool.

exe  

2015-8-10 

16:30:59 

351 f005589add550804017349d7a21aa633 Trojan[Downloader]/Win32.Agent 

 NetSyst81.dl

l  

2014-10-25 

13:48:02 

214 0b156ec492ea45d282cf823415ecaf12 Trojan/Win32.Agent 

 scvhost.exe  

2015-7-30 373 c7e9e5566cf3428e25e07868f44fd19c Trojan[Backdoor]/Win32.Farfli 

http://av22.cc/1433.exe
http://av22.cc/3306.exe
http://av22.cc/arp.exe
http://av22.cc/bc12345.exe
http://av22.cc/bc12345.exe
http://av22.cc/cr.exe
http://av22.cc/gott.exe
http://av22.cc/mogujie.exe
http://av22.cc/moke8.exe
http://av22.cc/mp4fixtool.exe
http://av22.cc/mp4fixtool.exe
http://av22.cc/NetSyst81.dll
http://av22.cc/NetSyst81.dll
http://av22.cc/scvhost.exe
http://av22.cc/1433.exe
http://av22.cc/3306.exe
http://av22.cc/arp.exe
http://av22.cc/bc12345.exe
http://av22.cc/cr.exe
http://av22.cc/gott.exe
http://av22.cc/mogujie.exe
http://av22.cc/moke8.exe
http://av22.cc/mp4fixtool.exe
http://av22.cc/NetSyst81.dll
http://av22.cc/scvhost.exe
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19:20:31 

 win2003.ex

e  

2015-8-28 

16:23:44 

34 e8aa9941e88fb172d9a470973834b4c0 Trojan[Downloader]/Win32.Agent 

 windowsup

date.exe  

2015-8-6 

9:34:48 

28 fc8ee42d829dcc9a12cbe528b6a5f7f4 Trojan[Downloader]/Win32.Agent 

 yiqig.exe  

2015-8-8 

10:25:28 

313 f1fbf62e7f04f9e7e223c64e78ff9a99 Trojan[Downloader]/Win32.Agent 

 yymp4.exe  

2015-8-14 

9:18:53 

509 25c72c1e994f3efec4a1b555d36ef4a4 Trojan[Downloader]/Win32.Agent 

№ ֲ ҍ ̆ ╠ Ⱶ ̆ Ҋ ̔ 

 

 13 ꜙ  

http://av22.cc/win2003.exe
http://av22.cc/win2003.exe
http://av22.cc/windowsupdate.exe
http://av22.cc/windowsupdate.exe
http://av22.cc/yiqig.exe
http://av22.cc/yymp4.exe
http://av22.cc/win2003.exe
http://av22.cc/windowsupdate.exe
http://av22.cc/yiqig.exe
http://av22.cc/yymp4.exe
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 14 ꜙ  

3 总结 

╠̆ ľ ֟ҙĿ ≠ ̆ ҙ ΐ ᶏ Ȃ

ľ Ŀ ֟₮ ף ῀ ᵞ̆ѿҩ ΐ

ӟ̆ ῀᷅ ȂҌֽֽ ΐ̆ ѿҩ ̆ ԍ Ⱶ

ΐӞ ≠ ̆ ̆ Http Ⱶ ̂Http File Server̃ ῒץ ḂȁḂԍ ᵬ

⌠ Ȃҍ ̆ Ӟ ≠ Ԑ Ⱶ ҍᶏ ꜚ

ᶏ ף ȁ ᴰ Ȃ ȁḂ Ⱶ ΐ ᴪ

ᶏ ̆ ᴪⱴ ף ᴰ Ȃ 

ΐ ̆ ף ֟ Ȃᶭ ҙ ΐ ₯ ᵞԅ ₯ ̆

ԅ ᴰ Ȃ ȁ ᵞȁ ₯ ᶏԑ ֟ҙ

ⱴ ̆ Ӟ ԑ ῃ Ȃ  

4 附录一：关于安天 

׆ ̆ ╠ ҹ ҩ Ҭ ȁ ⱬ ῃ ȁ֟

ҍ Ⱶ ҩ ᾢ ῃ֟ ᶫ Ȃ ԓ ̆ ԅ ῃ ̆
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ȁҺ ȁ ȁ № ȁ ῃ ̆ ₮ԅ ȁ

̂APT̃ ᾢ ֟ ‗ Ȃ ⱬ ⌠ ҙ ȁ ᴩᵄ ̆

ῃ ᵝ ̆֞ CNNVDΈ ѿ ᵝӊѿȂ ꜚ

ῃ ҩ AV-TEST̂ 2013̃ Ҭ ֟ ̆ῃ ҉ץ ῃ ᵬҹ

ⱬ ᵬᴩᵄȂ 

῏ԍ Ḥ ̔ http://www.antiy.com̂ Ҭ ̃ 

http://www.antiy.net ̂ ̃ 

῏ԍ APT ῏֟ Ḥ ̔ http://www.antiy.cn 

 

 

http://www.antiy.com/
http://www.antiy.net/
http://www.antiy.cn/

