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1 Background

From February 2015Antiy haspublishedtwo reports about Equation Group, both of
which analyzedhe code componentsr Windows platform,the persistent abilityin disks
and the us of encryption algorithmsln this report, Antiy will publish the analysis of
Equation components f@olarisandLinux platformsfor the first time We can also be proud
to say that this is thiirst reportto prove theexistence of theskinds of fiEvilso. We actually
finished the analysis several years agujAntiy hasconcernedvith the Great Attack Group
since2012 andtrying to analyzeits operationalin all invasion and persistence scenarios
where the core targets are gagver operating systesysuch as Linux, SolariandFreeBSD
These loads are natsual scriptTrojans, butare binary components with an encrypted
communication. These componentsact as Rootkits, and have strict encryption
anti-analysis technique and trick. Therefore, Antiy has named attacks performed by
superattack organizationss A?PT, and make thecapabilitiesto attack all platforms
indicators

Based orlong-term experiencén trackingandanalying capability ofadvanced threats
andmalicious codeAntiy& product PTO{Persistent fireatDetectionSysten) can help users
capture thepayload deliveryand lateral movementiEP (Intelligent Endpoint Protection
Systen) provide protection fotraditional Windows hosts ar@hineseOperating systerand
assists PTA (Persistenhiieat Analysis Systen) to analyze malware for various platforms.
The deployment of these produelsoenables customes to supportAntiy to get more threat
indicators Meanwhile, we have begraying attention ompensource intelligence and public
information alsothe informatiorand developmertendsof relevant organizations

After Kasperskyand Antiy releasg reports about Equatiqealled the Group for short)
last yearthe Groupstill launched a series @fttacks In August 2016, the malware used by
Equation was disclosed Bquation Group Cyber Weapons Auctiomnvitation ™, and this
groupwasconnectedvith attack weapon systemramedANT for the first time Based on this,
we can also find itability to inject and persist in products @fisco, Juniper, Fortineand
other firewalls.On October 31, 201&n article calledShadow Brokers reveals list ofrgers
Hacked by the NS was published iThe Hacker Newswhich containednore documents
revealed by Shadow Brokers, including some offtireign server listcompromised byhe
Group The related documentdaimed that most of the infected servers are running Solaris,
Oracleowned Unix operating systerand someare running FreeBSD or LinuxWith the
mutual prove of public information andAntiy& analysisconclusionof the sampleswe can
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clearly figure out thepowerful full -platforms attacking capability of this organization.

Our analysis works continuouslyvalidated by ongoing informationDuring the past
years, the analysis of this attack was sophisticatecclalienging whose analysis is more
difficult than Stuxnet or Flaméhe malware with this kind of highlyomplexand hidden
capability is ahuge challengéor bothvictims andanalysts Especially when the scope of its
combat coverage of almoéil computer architecture and operating systetie tradiional
security teamelatively good atnalyzing the malware faindows, Linux and Android and
other mainstream operating system platfovith feel much morepressure and challengék.
you use the name @&quationto do a parable about the difficulty of analysidat we need
to conquer is not a AEquationo but more compleX Equationso.

Antiy Labs released the Chinese version of this report on November 4th, 2016. Due to
the lack of translation ability and experience, the English version was not released
synchronously. Many colleagues in international cybersecurity field may read this retport wi
the help of Google Translator. This version got finished until November 8th, and we welcome

your advices and suggestions.

2 The multi - platform operational capability of Equation

Equation employsindustriatgrade standard arm arsenalttack weapons arsenals,
including six components EquationLaser EquationDrug DoubleFantasy TripleFantasy
FannyandGrayFish Antiy has found samples &quationDrugandDoubleFantaswttacking

on other platformsThe arsenal information is shown hetfollowing table:

Component Platform Description Period

Equation- Not An early implant from the EQUATION group, use 20012003
Laser found = around 20012008. Compatible with Windows 95/98.

Equation- Some A very complex attadkg platform used byEquation.lt | 20032013
Drug plugins | supports a module plugin system, which can

found dynamically uploaded and unloaded by attack&tay
be the upgraded version of EquationLaser.
Double- Proved = A validatorstyle Trojan, which is designed to coni 20042012
Fantasy thetarget,is the intended one. If the target is confirmq
they get upgraded to a more sophisticated platform ¢
as EQUATIONDRUG or GRAYFISH.

Triple - Maybe A full -featured backdoor sometimes used in tandem ' 2012now
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Fantasy existing GRAYFISH. It looks like an upgrade o

DOUBLEFANTASY, and is possibly a more rece
validatorstyle plugin.

Fanny Not found A computer worm created in 2008 and used to col 20082011
information about targets in the Middle East and A
Some victims appear to ¥&a been upgraded first t
DoubleFantasy, and then to EQUATIONDRUG. Far
used exploits for two Oday vulnerabilities which we
later discovered with Stuxnet.

GrayFish Not found ' The most sophisticated attack platform from Equatior 2008 now
completelyresides in the registry, relying on a Bootkit

gain execution at OS startup.

Based on the following table, readers cahtpgether jigsaw puzzles Equation attack.

Information Windows Linux Solaris Oracle- FreeBSD
owned Unix

Antiy The Trojan modifying Analysis of sample
firmware  Exploration in attact load and hard disl

components of Equation Grp[a] persigence

Antiy Analysis of encryption skills Encryption
used in Equation Group attac algorithmanalysis

component

Antiy Revealing the mukplatform Found Analysis
loading capability of Equatior Analysis of of related
Group this report related loads

loads

TheHackerNews Shadow Brokers Existed Existed Existed
reveals list of Servers Hacked t

the NSA

Kaspersky Equation: The Deatt Revealing Equation

Star of Malware Gala@

KasperskyA Fanny Equation: "l am Fannyanalysis

your father, Stuxnef!
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Kaspersky Equation Group: from Doublefartasy

Houston with lov&” analysis

Kaspersky EQUATION GROUP: Equation  Group
QUESTIONS AND ANSWERE!  Questions anc

Answers

Note: Antiy has foundJser Agent with Solaris logduring the analysis of samples, and

Speculation
based on
network

features

Kaspersky released series of reports, revealing the Equation Group; one named as

"Equation Group Questions and Answé&tgiublishes the capture information of the Mac OS

X Agent So far, bothAntiy and Kasperskyhave notyet found Mac OS X sampleshut the

payload forMac OS Xdoes exist.

3 Analysis of Partial Load for Linux Linux(x86)

We have capturkthe samples orLinux platform and confirmed that the smple is
DoubleFantasy component aftanalyzing. The component isised toperform incipient

detection on targets with Linux platforrit. is a sample of the Linux platform, so it has

different features with others.

3.1 PrecedingModule? ? DoubleFantasy

3.1.1 FileTag

Processor Architecture [DL{simcy.dof| i

,,,,,,

::::::

Trojan/Linux.DoubleFantasy

rrrrrrrrrrrrrrrr

MD5 agaaaaacaaaaaaaaaaa

s

Size aagaaaaaa

Format BinExecute/ELF

Timestamp N/A
Signature None

Shell None

" Antiy Labs. All rights reserved, welcome to non
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Compiler language C

3.1.2 Running Process

>

On Linux platform, samples execution is divided into two cases, with parameters or no

parameters. If the parametes’ '‘engages in, only system information can be obtaametit

canbe regarded as scene detectibime processan be shown by the following flow chart

Obtaining
users’
password

Executing
with
parameter

Decryptltng Return
PEMENTEREN value
string

Operating
lastlog

Obtaining Operation
users’ shell document
time

Obtaining file
information Return "SSP £ orting OK
of Lastlog value

Failure
|
s A A4

Exporting .

Z

ANTIY

Figure 1 Running process with parameter c

In the case without parameter’, the processan be shown as:
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Operation
document

Cl Flag is —
0?

Yes

Reading and
writing lastlog, N
setting cl Flag

=1

Network

(o]

function

Creating pipe

Yes

Delaying for a
lglkg second and "f.«‘r

cycling

ANTIY

Figure 2 Running process without parametei c

3.1.3 Basicfunctions

Traversing system files, clearing / var / log / lastlog records, obtaining system
account password information.
Connectingsoogle to determine network connectivity.

B

., Connecting remote sevand making different operations basedremote control
instructions.
. Many encryption algorithms used in communication and information.

Starting itself with a linked file, and the proc /% d / exe file ppto the files of

the sample
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Opening three PID threadsvo of them are consecutivaljter running.

5

Collecting information about infected computers, includisgstem directory, file

5

extension, and other informatioks shown below:

74 3D 2F 74 6D 70 2F 64 62 75 73 2D 76 65 62 72 t=/tmp/dbus-vebr
37 6B 62 49 75 71 2C 67 75 69 64 3D 61 62 30 62 7kbIug,guid=abb
39 35 33 32 66 33 34 31 62 30 33 32 31 35 65 EE 9532f341b03215e0
33 39 30 34 30 30 30 30 30 30 33 35 00 43 4C 41 390400000035.CLA
53 53 50 41 54 48 3D 2F 75 73 72 2F 6C 6F 63 61 S3SPATH=/usr/loca
6C 2F 73 62 69 6E 3A 2F 75 73 72 2F 6C 6F 63 61 1/sbin:/usr/loca
6C 2F 62 69 6E 3A 2F 75 73 72 2F 73 62 69 6E 3A 1/bin:/fusr/sbin:
2F 75 73 72 2F 62 69 6E 3A 2F 73 62 69 6E 3A 2F /fusr/bin:/sbin:/
62 69 6E 30 2F 75 73 72 2F 67 61 6D 65 73 3A 2F bin:/fusr/games:/
75 73 72 2F 6C 6F 63 61 &6C 2F 6A 64 6B 31 2E 36 usr/local/jdki1.6
2E 30 5F 33 30 2F 62 69 6E 3A 2F 75 73 72 2F 6C .0_30/bin:/usr/1
6F 63 61 6C 2F 6A 64 6B 31 2E 36 2E 30 5F 33 38 ocal/jdk1.6.8_38
2F 6A 72 65 2F 62 69 6E 3An 2F 68 6F 6D 65 2F 75 /jre/bin:/home/fu
62 75 6E 74 75 2F 61 6E 64 72 6F 69 64 2D 73 64 buntufandroid-sd
6B 73 2F 708 6C 61 74 66 o6F 72 6D 2D 74 6F 6F 6C Ks/platform-tool
73 3R 2F 68 6F 6D 65 2F 75 62 75 6E 74 75 2F 61 s:/home/ubuntu/a
G6E 64 72 6F 69 64 2D 73 64 6B 73 2F 74 6F 6F 6C ndroid-sdks/tool
73 3A 2F 75 73 72 2F 6C 6&F 63 61 6C 2F 6A 64 6B s:/usr/local/jdk
31 2E 36 2E 30 5F 33 30 2F 6C 69 62 2F 74 6F 6F 1.6.0_36/1ib/too
6C 73 2E 6A 61 72 80 4C 45 53 53 4F 50 45 4E 3D 1s.jar.LESSOPEN=
7C 28 2F 75 73 72 2F 62 69 6E 2F 6C 65 73 73 78 | fusribin/flessp
69 70 65 20 25 73 00 57 49 4E 44 4F 57 50 41 54 ipe %s.WINDOWPAT
48 3D 37 B0 44 49 53 58 A4C 41 59 3D 3A 30 2E 380 H=7.DISPLAY=:0.0
60 47 54 4B S5F 49 4D S5F 4D 4F 44 55 AC 45 3D 69 .GTHK_IM_HODULE=1i
62 75 73 08 4C 45 53 53 43 4C 4F 53 45 3D 2F 75 bus.LESSCLOSE=/u
73 72 2F 62 69 6E 2F 6C 65 73 73 79 69 78 65 28 sr/bin/lesspipe

25 73 20 25 73 00 43 4F 4C 4F 52 54 45 52 4D 30 %s %s.COLORTERH=
67 6E 6F 6D 65 2D 74 65 72 6D 69 6E 61 6C 00 58 gnome-terminal.y
41 55 54 48 4F 52 49 54 59 3D 2F 76 61 72 2F 72 AUTHORITY=/var/r
75 6E 2F 67 64 6D 2F 61 75 74 68 2D 66 6F 72 2D un/gdm/auth-for-
75 62 75 6E 74 75 2D 48 79 76 7n 50 6F 2F 64 61 ubuntu-HyvzPo/da
74 61 62 61 73 65 080 5F 3D 2E 2F 6C 69 6E 75 78 tabase._=./linux
S5F 73 65 72 76 65 72 88 78 61 67 65 6F 75 74 60 _seruer.pageuuﬁf
06 00 00 08 oo ANTIY

Figure 3 Collecting basicsystem information

., The malware starts process fork() and determine the rRidber of its child

process. If the execution succeeds, then the main function will exit and cannot debug.

Debugging process is shown as below:

Antiy Labs. All rights reserved, welcome to non -destructive reprint
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Wl =3
; Attributes: bp-based frame
sub_864A6CH proc near
var_28= byte ptr -28h
arg_0= dword ptr 8
arg_4= dword ptr OCh
008 push ebp
004 mov eax, offset byte_865B1BF
864 mov ebp, esp
864 sub esp, 38h ; Integer Subtraction
B83C mov edx, 6
B83C and esp, BFFFFFFFBh ; Logical AND
B83C sub esp, 16h ; Integer Subtraction
64C mov [esp+4], eax
B4C lea eax, [ebp+var_28] ; Load Effective Address
84C mov [esp+8], edx
B84C mov [esp], eax
B4C call decode1 ; Call Procedure
84C mov [esp], eax
B4C call sub_8849ABC ; Call Procedure
683C mov eax, [ebp+arg_u]
83C mov [esp+4], eax
83C mov eax, [ebp+arg_8]
83C mov [esp], eax
83C call sub_8B49F608 ; Call Procedure
83C call sub_8853D98 ; Call Procedure
83C call sub_8853F48 ; Call Procedure
83C test eax, eax ; Logical Compare
83c jz short loc_8B4A115 ;the child process succeeds or not
1
¥ ¥ o
e 53 e 53 -
03C leave ; High Level Procedure Exit
000 xor eax, eax ; Logical Exclusive OR loc_804A115: ; ca1l PRI dure
808 retn ; Return Near from Procedurelj [83C call sub_864A098
sub_864ABCH endp

Figure 4 Child-process judgment

, Decrypting wvarious st r i nmduding ¢hb syaterm i n g user 6
version
, Obtaining user gapwhamgi n i nf or mati on
Viewing file /bin/fast/sbin/login /usr/sbin/nologin
Getting user gepwlilogi n password

Read u sverfiog/astldgo g

3.1.4  Dynamic Loading of Function and Data

The function anddata called by this sample is dynamically loaded and debugged,
dynamic debugging is wanted in the analysis. We explain the calling addresses through

dynamic analysis decryption, and the details are shown as bellows:

Antiy Labs. All rights reserved, welcome to non -destructive reprint
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Function name Segment Start Length R |F |[L | A

F| _uonlink LOAD 03049A4C 00000010 B
_getpwuid LOAD DS049A5C 00000010 B
_gai_strerror LOAD 05049A6C 00000010 B
_waitpid LOAD 08049ATC 00000010 R
_xpg_basename LOoaD 05049450 ooogoo1o E
_strepy LOAD 05049A9C 00000010 B
_ftell LOAD 08049AAC 00000010 R
_chdir LOAD D3049AEC 00000010 B
_bind LOAD 0S049ACC 00000010 B
_getunid LOAD 08049ADC 00000010 R
_glob LOAD D3049AEC 00000010 B
_atol LOAD DS049AFC 00000010 B
_select LOAD 08049B0C 00000010 R
_srandom LOAD 08049B1C 00000010 R
_close LOAD 03049E2C 00000010 B
_furite LOAD 05049E3C 00000010 B
_fprintf LOAD 08049B4C 00000010 R
_str=tr LOAD 08049E5C 00000010 B
_time LOAD 05049E6C 00000010 B
_setvbuf LOAD 08049BTC 00000010 R
_strocat LOAD 03049E8C 00000010 B
_malloec LOAD 05049E9C 00000010 B
_chown LOAD 08049BAC 00000010 R
_setrlimit LOAD 08049BBC 00000010 R
_poll LOAD 03049ECC 00000010 B
_sleep LOAD 05049EDC 00000010 B
_strtoull _internal LOAD 03049EEC ooooaoio 3
_readlink LOAD 03049EFC 00000010 B
_strocasecap LOAD 08049C0C 00000010 B
_memmove LOAD 08049C1C 00000010 R y
_getnameinfo LOAD 03049C2C 00000010 B
_streat LOAD 05049C3C 00000010 E . .

send Tnan nandarer  nonnnnin R AN T:‘ L

Figure 5 Function call address

3.1.5 Decryption and Analysis of String

In the sample, a setfefined encryption algorithm is used to encrypt the internal string

information. The algorithm is called 115 times. The encryption algorithm is as follows:

Antiy Labs. All rights reserved, welcome to non -destructive reprint
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864 mov ebp, esp I
6864 push edi
868 mov edi, 1
6868 push esi
86C push ebx
0818 sub esp, 8 ; Integer Subtraction
818 mov esi, [ebp+arg_4]
818 mov ebx, [ebp+arg_8]
818 mouzx eax, byte ptr [esi] ; Hove with Zero-Extend
818 inc esi ; Increment by 1
818 mov [ebp+var_D], al
818 mov eax, [ebprarg_8]
818 inc eax ; Increment by 1
818 mov [ebp+var_14], eax
818 cmp eax, 1 ; Compare Two Operands
818 jmp short loc_8654272 ; Jump
i
"I
loc_8854272: ; Jump if Above (CF=8 & ZF=0)
018 ja short loc_8854257
1
¥ ¥
"] "I
818 mov eax, [ebp+arg_8]
loc_8854257: ; Move with Zero-Extend 818 add esp, 8 5 Add
818 movzx eax, byte ptr [esi] 818 pop ebx
818 mov ecx, edi 86c pop esi
818 inc edi ; Increment by 1 008 pop edi
818 movuzx edx, [ebp+var_D] ; Move with Zero-Extend 884 pop ebp
818 inc esi ; Increment by 1 800 retn ; Return Near from Procedure
818 xor dl, al ; Logical Exclusive OR decode1 endp
818 xor dl, cl ; Logical Exclusive OR
818 xor dl, 47h ; Logical Exclusive OR
818 mov [ebx], d1 "
018 inc ebx ; Increment by 1 =~
818 add [ebp+var_D], al ; Add
818 cmp [ebp+var_14], edi ; Compare Two Operands
T ANTIY

Figure 6 String encryption algorithm used in Linux samples

3.1.6 Network Communication Encryption

During the period of network communication performed by Linux samtlies16bit
key hardcoded in the sample is the same as thkitl&ey in the Windows platform
DoubleFantasysample that encrypts the registry:

66 39 71 3¢ Of 85 99 81 20 19 35 43 fe 9a 84 11

The calculated subkeys are:

E9 BE CD EO A8 9F 4D DB C3 42 AC 2B 24 77 AB CB 5A C1 52 F8 5B 3E FO 78 CB 01 0A 69 29 8F 85 8C
03 9C 7C EF 5E 36 OE 8B C0 40 76 28 9CRR24 81 9D 02 72 4F 6A BB B5 5B 42 73 14 88 F2 73 75

8B F9 37 98 3B 9F 64 2B A3 C4 FF C7 8A 40 67 C1 25 9F 65 54 45 36 48 FF E2 86 05 1A F4 94 AC 2B

08 D5 E5 83 BE 2C AD EE DO A6 98 CB 8D 35 ED EE C4 FO 8C F2 CD BA 87 03 54 27 3D 13 A7 9B 6A 05
C7 02 3021 05 67 58 3B E6 AL 44 0A 37 16 3C 86 E9 BC 8B 20 1A 98 7E 28 E6 7F F7 CAF7 9E 38 31

7F FO 2F 93 11 2B 28 FO FF 11 B7 FC 1C 63 86 CB

The custom algorithm for Linux samples is the same as for Windows, and there is only
one encryption key to use (Becauke tinux system does not have a registry, there is no
registry encryption function). It uses the Windows platform Key for encryption and
decryption, and we can see that both platforms use the same secondary key transformation
algorithm (Specific details cabe seen in the Windows encryption algorithm analysis part).

Antiy Labs. All rights reserved, welcome to non -destructive reprint
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L XK
s »s B
loc_8BuE9208:
07¢ mov eax, [esi]
67C add esi, & ; Add
97¢ mov edx, [eax]
87¢C lea eax, [edx+edx+1] ; Load Effective Address
07¢ inul edx, eax ; Signed Multiply
07¢ rol edx, 5 ; Rotate Left
07C mov [ebpevar_6C], edx
87¢ mov eax, [esi]
87¢ add esi, &4 ; Add
87C¢ mov ebx, [esi]
07¢ mov edx, [eax]
07¢ add esi, 4 ; Add
87¢ mov ecx, [ebx]
87C lea eax, [edx+edx+1] ; Load Effective Address
87C inul edx, eax ; Signed Multiply
87¢ mov eax, [ebpevar_6C]
07¢ rol edx, 5 ; Rotate Left
07¢ xor eax, ecx ; Logical Exclusive OR
87C mov ecx, edx
87C and ecx, 1Fh ; Logical AND
97¢C rol eax, cl ; Rotate Left
07C mov ecx, [edi]
07¢ add edi, 4 ; Add
87¢ add eax, ecx ; hda
87¢ mov [ebx], eax
97C mov eax, [esi]
07¢ nov ecx, [eax]
07C and [ebp+var_6C], 1Fh ; Logical AND
07C xor edx, ecx ; Logical Exclusive OR
07C mov ebx, [edi]
#7C movzx  ecx, byte ptr [ebpevar_6C] ; Mouve with Zero-Extend
07C add edi, & ; Add
07¢C rol edx, cl ; Rotate Left
67¢ add edx, ebx ; fAdd
67C mov [eax], edx
07¢C dec [ebprvar_60] ; Internal circulation 4 times
07¢ jns short loc_8O04E920 ; Jump if Not Sign (SF=8)
s
s w2 B L
#7¢C inc [ebptuar_5C] ; Increment by 1
07¢C cnp [ebprvar_5C], 4 ; External circulation 5 times
87¢Cc jle short loc_8B4E918 ; Jump if Less or Equal (2F=1 | SF?=0F)
EL g
¥
s B
a7¢ mov ebx, [ebp+arg 0] ANTIY
87C mov eax, [edi]
07¢ add [ebx], eax ; Add
87C mov eax, [edies]
97C add [ebx+8], eax ; Add
@7C¢ add esp, 6Ch s Add
810 pop ebx
80C pop esi
868 pop edi
@84 pop ebp
008 retn ;5 Return Near from Procedure

Figure 7 Secondary key transformation algorithm

3.1.7 Network control instruction

Instruction branch of Linux sample is basically the same as Windows. dieadotal
of nine instruction branches, and the function is also roughly the Jdmeénstruction code

are: Ox4A, 0x4B, 0x6)x70,0x75,0x76,0x78,0x79,0x80.

Antiy Labs. All rights reserved, welcome to non -destructive reprint
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Figure 8 Instruction branch code for Linux samples

The function ofinstructions for Linux system is the same as the Windows sample
function, only with the difference between obtaining system information. The following

shows Linux sample accessing to information format:

" Antiy Labs. All rights reserved, welcome to non -destructive reprint
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Figure 9 Linux sample accessing to information format

The description of obtaining information format:

Description . Description . Description
000 MAC 033 Platform typé i386\i686" 042 OS ubuntu
001 P 034 System kernel version 043 Regional language
~ zh_cn.utf8
002 Version 035 OS type time 044 Unknown
003 Clsid 036 Unknown 045 System uptime
004 Settings 037 Unknown 046 Unknown

information of proxy

005 Unknown 038 PST 047 Unknown
030 Username 039 Unknown 048 Sample name
031 Password 040 Time
032 OS typ€ eg. Linux) 041 Time
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