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1 Background 

From February 2015, Antiy has published two reports about Equation Group, both of 

which analyzed the code components for Windows platform, the persistent ability in disks 

and the use of encryption algorithms. In this report, Antiy will publish the analysis of 

Equation components for Solaris and Linux platforms for the first time. We can also be proud 

to say that this is the first report to prove the existence of these kinds of ñEvilsò. We actually 

finished the analysis several years ago, and Antiy has concerned with the Great Attack Group 

since 2012, and trying to analyze its operational in all invasion and persistence scenarios, 

where the core targets are the server operating systems, such as Linux, Solaris and FreeBSD. 

These loads are not usual script Trojans, but are binary components with an encrypted 

communication. These components act as Rootkits, and have strict encryption 

anti-analysis technique and trick. Therefore, Antiy has named attacks performed by 

super-attack organizations as A
2
PT, and make the capabilities to attack all platforms 

indicators.  

Based on long-term experience in tracking and analyzing capability of advanced threats 

and malicious code, Antiyôs product PTD (Persistent Threat Detection System) can help users 

capture the payload delivery and lateral movement; IEP (Intelligent Endpoint Protection 

System) provide protection for traditional Windows hosts and Chinese Operating system, and 

assists PTA (Persistent Threat Analysis System) to analyze malware for various platforms. 

The deployment of these products also enables customers to support Antiy to get more threat 

indicators. Meanwhile, we have been paying attention on open-source intelligence and public 

information, also the information and development trends of relevant organizations. 

After Kaspersky and Antiy released reports about Equation (called the Group for short) 

last year, the Group still launched a series of attacks. In August 2016, the malware used by 

Equation was disclosed in Equation Group Cyber Weapons Auction ï Invitation 
[1]

, and this 

group was connected with attack weapon system named ANT for the first time. Based on this, 

we can also find its ability to inject and persist in products of Cisco, Juniper, Fortinet and 

other firewalls. On October 31, 2016, an article called Shadow Brokers reveals list of servers 

Hacked by the NSA 
[2]

 was published in The Hacker News, which contained more documents 

revealed by Shadow Brokers, including some of the foreign server list compromised by the 

Group. The related documents claimed that most of the infected servers are running Solaris, 

Oracle-owned Unix operating system, and some are running FreeBSD or Linux. With the 

mutual prove of public information and Antiyôs analysis conclusion of the samples, we can 
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clearly figure out the powerful full -platforms attacking capability of this organization. 

Our analysis work is continuously validated by ongoing information. During the past 

years, the analysis of this attack was sophisticated and challenging; whose analysis is more 

difficult  than Stuxnet or Flame. The malware with this kind of highly complex and hidden 

capability is a huge challenge for both victims and analysts. Especially when the scope of its 

combat coverage of almost All computer architecture and operating systems, the traditional 

security team relatively good at analyzing the malware for Windows, Linux and Android and 

other mainstream operating system platform will feel much more pressure and challenges. If 

you use the name of Equation to do a parable about the difficulty of analysis, what we need 

to conquer is not an ñEquationò but more complexľEquationsò. 

Antiy Labs released the Chinese version of this report on November 4th, 2016. Due to 

the lack of translation ability and experience, the English version was not released 

synchronously. Many colleagues in international cybersecurity field may read this report with 

the help of Google Translator. This version got finished until November 8th, and we welcome 

your advices and suggestions. 

2 The multi - platform operational capability of Equation 

Equation employs industrial-grade standard arm arsenal attack weapons arsenals, 

including six components: EquationLaser, EquationDrug, DoubleFantasy, TripleFantasy, 

Fanny and GrayFish. Antiy has found samples of EquationDrug and DoubleFantasy attacking 

on other platforms. The arsenal information is shown in the following table:  

Component Platform  Description  Period 

Equation- 

Laser 

Not 

found 

An early implant from the EQUATION group, used 

around 2001-2003. Compatible with Windows 95/98.  

2001-2003 

Equation- 

Drug 

Some 

plugins 

found 

A very complex attacking platform used by Equation. It 

supports a module plugin system, which can be 

dynamically uploaded and unloaded by attackers. May 

be the upgraded version of EquationLaser. 

2003-2013 

Double- 

Fantasy 

Proved A validator-style Trojan, which is designed to confirm 

the target, is the intended one. If the target is confirmed, 

they get upgraded to a more sophisticated platform such 

as EQUATIONDRUG or GRAYFISH. 

2004-2012 

Triple - Maybe A full -featured backdoor sometimes used in tandem with 2012-now 
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Fantasy existing GRAYFISH. It looks like an upgrade of 

DOUBLEFANTASY, and is possibly a more recent 

validator-style plugin. 

Fanny Not found A computer worm created in 2008 and used to collect 

information about targets in the Middle East and Asia. 

Some victims appear to have been upgraded first to 

DoubleFantasy, and then to EQUATIONDRUG. Fanny 

used exploits for two 0day vulnerabilities which were 

later discovered with Stuxnet. 

2008-2011 

GrayFish Not found The most sophisticated attack platform from Equation. It 

completely resides in the registry, relying on a Bootkit to 

gain execution at OS startup. 

2008-now 

Based on the following table, readers can put together jigsaw puzzles of Equation attack. 

Information  Windows Linux  Solaris Oracle- 

owned Unix 

FreeBSD Mac OS 

Antiy The Trojan modifying 

firmware  Exploration in attack 

components of Equation Group
[3]

 

Analysis of sample 

load and hard disk 

persistence 

     

Antiy Analysis of encryption skills 

used in Equation Group attack 

components[4] 

Encryption 

algorithm analysis 

     

Antiy Revealing the multi-platform 

loading capability of Equation 

Group̂ this report̃  

 Found 

Analysis of 

related 

loads 

Analysis 

of related 

loads 

   

The Hacker News̔ Shadow Brokers 

reveals list of Servers Hacked by 

the NSA 

  Existed  Existed Existed  

Kaspersky Equation: The Death 

Star of Malware Galaxy
[5]

 

Revealing Equation      

Kaspersky A Fanny Equation: "I am 

your father, Stuxnet"
[6]

 

Fanny analysis      

file:///F:/翻译资料/2016年翻译资料/从方程式到“方程组”——EQUATION攻击组织的全平台载荷能力解析/方程式改/%5b3%5d
file:///F:/翻译资料/2016年翻译资料/从方程式到“方程组”——EQUATION攻击组织的全平台载荷能力解析/方程式改/%5b3%5d


 Revealing the multi-platform operational capability of Equation Group 

 ̈Antiy Labs.  All rights reserved, welcome to non -destructive reprint . 

  6 

 

Kaspersky Equation Group: from 

Houston with love
[[7]

 

Doublefantasy 

analysis 

     

Kaspersky EQUATION GROUP: 

QUESTIONS AND ANSWERS
[8]

 

Equation Group 

Questions and 

Answers 

    Speculation 

based on 

network 

features 

Note: Antiy has found User Agent with Solaris logo during the analysis of samples, and 

Kaspersky released a series of reports, revealing the Equation Group; one named as 

"Equation Group Questions and Answers"
[8]

 publishes the capture information of the Mac OS 

X Agent. So far, both Antiy and Kaspersky have not yet found Mac OS X samples, but the 

payload for Mac OS X does exist. 

3 Analysis of Partial Load for Linux  Linux(x86) 

We have captured the samples on Linux platform and confirmed that the sample is 

DoubleFantasy component after analyzing. The component is used to perform incipient 

detection on targets with Linux platform. It is a sample of the Linux platform, so it has 

different features with others.     

3.1 Preceding ModuleɂɂDoubleFantasy 

3.1.1 File Tag 

Name Trojan/Linux.DoubleFantasy 

Original File Name άάάάάάάά 

MD5 άάάάάάάάάάάάάάάά 

Processor Architecture X86̂32-bit̃ 

Size άάάάάάάά 

Format  BinExecute/ELF 

Timestamp  N/A 

Signature  None 

Shell None 
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Compiler language C  

3.1.2 Running Process 

On Linux platform, samples execution is divided into two cases, with parameters or no 

parameters. If the parameter '-c' engages in, only system information can be obtained and it 

can be regarded as scene detection. The process can be shown by the following flow chart: 

 

Figure 1  Running process with parameterïc 

In the case without parameter '-c', the process can be shown as: 
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Figure 2  Running process without parameterïc 

3.1.3 Basic functions 

 ̧ Traversing system files, clearing / var / log / lastlog records, obtaining system 

account password information. 

 ̧ Connecting Google to determine network connectivity. 

 ̧ Connecting remote sever and making different operations based on remote control 

instructions. 

 ̧ Many encryption algorithms used in communication and information. 

 ̧ Starting itself with a linked file, and the proc /% d / exe file pointing to the files of 

the sample. 
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 ̧ Opening three PID threads (two of them are consecutive) after running. 

 ̧ Collecting information about infected computers, including system directory, file 

extension, and other information. As shown below: 

 

Figure 3  Collecting basic system information 

 ̧ The malware starts process fork() and determine the PID number of its child 

process. If the execution succeeds, then the main function will exit and cannot debug. 

Debugging process is shown as below: 
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Figure 4 Child-process judgment 

 ̧ Decrypting various strings, obtaining userôs information including the system 

version 

 ̧ Obtaining userôs login information getpwnam 

 ̧ Viewing file /bin/fast /sbin/login /usr/sbin/nologin  

 ̧ Getting userôs login password getpwuid 

 ̧ Read userôs log var/log /lastlog 

3.1.4 Dynamic Loading of Function and Data 

The function and data called by this sample is dynamically loaded and debugged, 

dynamic debugging is wanted in the analysis. We explain the calling addresses through 

dynamic analysis decryption, and the details are shown as bellows: 
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Figure 5 Function call address 

3.1.5 Decryption and Analysis of String 

In the sample, a self-defined encryption algorithm is used to encrypt the internal string 

information. The algorithm is called 115 times. The encryption algorithm is as follows: 
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Figure 6 String encryption algorithm used in Linux  samples 

3.1.6 Network Communication Encryption 

During the period of network communication performed by Linux samples, the 16-bit 

key hardcoded in the sample is the same as the 16-bit key in the Windows platform 

DoubleFantasy sample that encrypts the registry: 

66 39 71 3c 0f 85 99 81 20 19 35 43 fe 9a 84 11 

The calculated subkeys are: 

E9 BE CD E0 A8 9F 4D DB C3 42 AC 2B 24 77 AB CB 5A C1 52 F8 5B 3E F0 78 CB 01 0A 69 29 8F 85 8C 

03 9C 7C EF 5E 36 0E 8B C0 40 76 28 9C 9C F2 24 81 9D 02 72 4F 6A BB B5 5B 42 73 14 88 F2 73 75 

8B F9 37 98 3B 9F 64 2B A3 C4 FF C7 8A 40 67 C1 25 9F 65 54 45 36 48 FF E2 86 05 1A F4 94 AC 2B 

08 D5 E5 83 BE 2C AD EE D0 A6 98 CB 8D 35 ED EE C4 F0 8C F2 CD BA 87 03 54 27 3D 13 A7 9B 6A 05 

C7 02 30 21 05 67 58 3B E6 A1 44 0A 37 16 3C 86 E9 BC 8B 20 1A 98 7E 28 E6 7F F7 CA F7 9E 38 31 

7F F0 2F 93 11 2B 28 F0 FF 11 B7 FC 1C 63 86 CB 

The custom algorithm for Linux samples is the same as for Windows, and there is only 

one encryption key to use (Because the Linux system does not have a registry, there is no 

registry encryption function). It uses the Windows platform Key for encryption and 

decryption, and we can see that both platforms use the same secondary key transformation 

algorithm (Specific details can be seen in the Windows encryption algorithm analysis part). 
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Figure 7 Secondary key transformation algorithm  

3.1.7 Network control instruction  

Instruction branch of Linux sample is basically the same as Windows. There are a total 

of nine instruction branches, and the function is also roughly the same. The instruction codes 

are: 0x4A, 0x4B, 0x60, 0x70, 0x75, 0x76, 0x78, 0x79, 0x80. 
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Figure 8 Instruction branch code for Linux samples 

The function of instructions for Linux system is the same as the Windows sample 

function, only with the difference between obtaining system information. The following 

shows Linux sample accessing to information format: 
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Figure 9  Linux sample accessing to information format 

The description of obtaining information format: 

NO. Description  NO. Description NO. Description  

000 MAC 033 Platform typê i386\i686̃  042 OŜ ubuntũ  

001 IP 034 System kernel version 043 Regional language

̂zh_cn.utf8̃  

002 Version  035 OS type time 044 Unknown 

003 Clsid 036 Unknown 045 System uptime 

004 Settings 

information of proxy 

037 Unknown 046 Unknown 

005 Unknown  038 PST 047 Unknown 

030 Username  039 Unknown 048 Sample name 

031 Password  040 Time   

032 OS type( eg. Linux) 041 Time    










































