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1 ḿ  

ȁ ̆ Ạױ ꜜⱬ̆ ѿ

ῃ ῃ ̆ ֞ᶏ ҍ Ώ № ױ Ȃ ԍ ῃ

ҍ Ҭ ̂ CERT̃ ̆ ╠̆ ᵬ ̆ ױ ׆ ף Ữ №

₮ ̆ ץ ѿ Ȃ ῃ ̆ ף ꜚ №

ѿҩ ̆ ף ѿҩ ̆ ѿ Ẓױ ԅ

ῃ ̆ ԅ ױ Ḡ ᴇṿ Ḥ Ȃ 

׆ ̆ ԅ ᴰ ̆ ╠ ȁ ̆

ӈ̆ ױ ₮ԅẠľ Ŀ Ȃ ױ

ȁ ̆ᵖ ᶭױ Ҍ ῃ ̆ ╠ ױ Ạ⌠ ӟ ̆ ױ

ӟ ү № ̆ ױ Ạ ȁ ȁ ῃ ̆ Ạ

Ȃ 

̆ Ӟױ ̆ ױ ᵬ ̆ № ᵬ ᵥ

̂APT̃ ₯ ף ̆ ױ WEB ῃȁ ѿ Ҍ Ȃ

̆ ԍ CERT № ‗ № Ҍ ̆ ⌠ ꜚ ῃ ῏ῤ ̆

ꜚ ῃῈ ̂AVL TEAM̃ ᴪ ꜚ ῃ Ȃ 
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2 ἵ Ḍ αAPTβַײṕ⁸֪צ 

 

 I 2015 APTԐᴌ ғ ᵣ ⅎ  

2.1 2015 ᾣ ̂APT̃Ԋᴆ 

APT ₯ 2015 Ȃ׆ 2 ̆ ̂Equatioñ ₮ ⌠̕ 5ȁ6 ĂPT-TOCS

Duqu2.0 ₮ ̕Ῥ⌠ 8 ̆ ̂Blue Termitex̃ Ԋᴆ Ὲ ̆2015 ῃ ῍ ᾣԅ

APTԊᴆȂ ԍ 2014 ̆ ᾣԊᴆ ᵣ ⁞ ̆ᵖ׆ Ԋᴆ ⱬ ‰ ̆

‰ ₯ ȁ ₯ ȁ ‰ ᶏ ᶏ̆ ȁDuqu2.0 APT-TOCS

Ԋᴆ ΐף Ȃ 

2015 APTԊᴆҬ ľ̆ ̂EquatioñĿ[1] ₯ ғ ₯ԊᴆȂ

̂Equatioñ ѿҩ ԅ 20 ₯ ̆ῒ APT P̂ ӄ ̃ Ȃ

Ҍֽ ԍῒז 0day ̆ғ ѿ ԍ ῀ ף └ Ḥ ̆ῒ

Ҭ ῏ ȁ ΐ ₯ ңҩ ץ ᴆ ῀ Ȃᵬҹѿ

ӄ ̆ῒ ץ ԍ ῀̆Ӟ ҍץ ľ Ŀꜝ ᶏ Ȃ ӊ

╠ №ױ BIOSKIT BOOTKIT̆ ΐ ̆ ⱴ №ץ Ȃᵖ

̂Equatioñľᾣ Ŀ ̆ ӄ ⱳ ̆ ΐ ᴇṿ ↕Ȃ

῏ ᴆ № ̆ ױ ҹ̆ ῏ ̆ ֲⱬ ῀̆ᶭ
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№ ῃ ץ Ȃ ̆ CERTҌẁ ԍ ᴆ ῏ ҍ֟ҙ ᵬ

̆ῒ ᵣ ₮ ₯ ῒ ᵣ № ⱬ ᵬҙ ̆Ӟ ῒ ҉

ᵬҙ Ȃ ⱴ ̆↕ᵣ ₮ԅῒᵬҙ Ҥ ̆ CERTԍ 2015

4 ȇ ̂EQUATIOÑ̆ ᴆⱴ № Ȉ[2]̆ ԅ ѿ № Ȃ 

 

 II  ЃEquationЄ ש ɻ ғ  

2011 ̆ ῃ Duqu ̆ҙῤѿ ҹῒ Ả ꜚȂ

2015 ∆ ѿ ↓ ₯ԊᴆҬ̆₮ ԅ Duqu ῃ ̆Duqu2.0 ҉ ̆

ԅ ₯ȂDuqu2.0 ף ᴪ ῤ Ҭ ≠̆ ῤ ≢

ף ̆ Ҭ ⌠ Ȃ ף ᴪ ̆ᵖ ₯ ץ

Ҭ ꜚ ׆̆ ᴪ ӊ╠ ₡ Duqu2.0 ⌠ ҩ Ȃ

Ҍ Ҍ ̆Ἕ Duqu APT ₯ ̆Ҍֽ ȁ ᴆ

ᵣ ̆ῒᵬҙ Ӟΐ ҕ ῃῈ ḤȂ 

ҍľ ̂EquatioñĿ Duqu2.0 ᵣ ⱬ ̆ ֓ APT

ȁᾢ Ữ ₯ ⱬ̆ ≢ ΐץ └ ₯ ᴝ̆ ױזץ

≠̆ ҙ ‰ ף ῒז ₯ ̆ ₯Ȃ

2015 5 ̆ ѿᶛ Ҭ ₯Ԋᴆ̂APT-TOCS̃
[3]Ҭ̆ ₯ ᶏ ꜚ
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₯ Cobalt Strike ԅ≠ Ḥ Ḥ Shellcodĕ ԅ Һ └ ⱬȂ

≠ ₯ ץ ף ᵣ ᴆȁ ҹ ѿ ҉

ץ Һ ῃ ᴆ ҍ ̆ Ḥ ȁԐ ȁ ῃ

ⱬȂ ₯ └ Һ ̆ ץ ̆ ғΐ ₯ ⱬ̆

WindowsȁLinuxȁMac Ȃ ῏ ̆ ѿԊᴆ ҹҍ Ὲ ľ ĿԊᴆ̆ ԍ ѿ

₯ ̆p ῒᵬҙ ҍ ₮ Ȃ׆ Ԋᴆ № ױ ’ ̆

ȁ ‰ ԍ ₯Ҭ̆ ≢ Ҭ ₯ҬȂ

ᵞ ₯ Ҍֽ ᵞԅ ₯ ⱬ Ữ ̆ ᶭ №

֟ ̆ ᶏľ Ŀ ѿ֓ ױ № ᵬ Ȃ 

2.2 ľ ҙ´ Ŀ 

ᴰ ӈ APT ₯ ֲ ⌠ ᵬҙ ȁ ԍ ₯ ȁҒҙ 0day

ץ ף Ώ Ȃ ̆ APT ᾣ ΐ ֓

Ԋᴆ҉Ȃᵖ APT-TOCS Ԋᴆ↕ ѿ ̆ҹѿ֓ ⱬ ᶫԅ

ѿ Ȃ ԊᴆӞ ̆ ₯ ȁ ΐ ᶏ ̆ ´ ⱴ ᶏ

ҹѿ ׆Ȃל ̆ ԓ ӊӄ̆ᵖᶭ ӎ

֟ Ȃ CERT№ ӊ ץ APT-TOCSԊᴆ ᵝҹ‰ APTԊᴆ̆ ҹ ₯Ԋᴆ

ѿ APT ₯ ᵬҙ ̆ ȁΐ ᶶ Ȃᵖ ̆ҍ

ױ APTԊᴆҬ̆ ΐ ⱬҍ ⱬỮ Ҍ ̆ῒ

Ҍ ̆Ԋᴆ ף ₯ Ώ ̆ ҙ ₯ ᶏԊᴆ ₯ ҌῬ

ף ̆ ῏ ₯ ֞ҹ ₯ ᶫԅ ῀ ̆ҹ ף ⱴ ӄ

ᶫԅ ̆ ᵞԅ ₯ ̆ᶏ ȁӞ ᶭ

ҙ ₯ ᶫ Ⱶ APT ₯ ‰̆ ľ Ŀ ₯Ӟᴪ ₯

׆̆ Ȃ 
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 III  Cobalt Strik e Ⱶ  

 

 IV APT-TOCS ₵  
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ҍ APT-TOCSԊᴆҬ Cobalt Strike Ҍ ̆Hacking-Team ѿҩҒ ҹ ₯ ᶫ

ΐ Ὲ Ȃ2015 7 ̆ ԍ ⌠῀᷅̆Hacking Team 400G Ȃ῏ԍ Hacking-Team

ԅָӇ ̆ ľ´ ȁ ꜝԅĿȂ ף ȁ ҩ

Ὲ 0day ȁ ᴆȁ ҙ ȁ ⌠ ̆ ԍ ᾟ

ԅѿ Ȃ ΐ ‰ ̆ ԅ ֟ Ώ ⱬ̆

Ӟ ₮ ѿ֓ ₯ҬȂ 

AVL TEAM ֞ ᵌ Giige ҙ ̆ ₯ ₯Ҭ ֲ Ȃ 

ׂױ APT-TOCSԊᴆ Ҭ ₮ ľ ԍ ₯ ΐ ᵞ └ ̆

╠ Ҥ ´ Ȃ ҙ ₯ ₮ ̆ѿ ҹ ῃ

≠ ΐ̆ᵖ ԍ ῃ ȁ ץ ῃ ȁ ҙ ̆ᴪ ҹѿ

Ȃ ҩ ҉̆ѿ ῍ ̕ ѿ ╠ ң

ῃ ⱬ ̆ ԍ └ ₯ ̆ ᴋĿȂ 

2.3 APT ⱬ 

APTԊᴆҬ̆ APT 0day ₯ Ữ ̆ ľ Ŀ0day

̆ ̆ ѿ֓ױ ₯ ↕≠ ₯Ԋᴆ̕ Ӟ ѿ֓

̆ ֞Ҍ ₯ԊᴆӞ ᵣ ₮ ₯ ₯ᵬҙ Ȃ ̆ Ҍױ ̆

₯Ԋᴆ ₯ ȁ ⱬ Ữ ҉ ̆ Ӈ ᵥץ ‰ ӈ APT̙ 

׆ ⱬȁ Ữ ȁ ₯ ̆ APT ₯ ⱬ №ҹ A
2
PT̂ľ ĿAPT ȁ̃

APTȁ‰ APTȁ APT₃ҩ ȂA
2
PT̆ ӈ̆ APT̆ ױ ⌠ Michael Cloppert

 ȇWhy Stuxnet Isn't APTȈѿ Ȃ 2015 ῃ APTԊᴆҬ̆ ╠ױ ׃ ľ Ŀ ḱ

ᴆ ᵬҹ ӄ ̆ ҹľҕ ҉ ₯Ŀ̕Duqu2.0 Duqu Stuxnet

̆ ԅ ₯ ̆ ҕ Ὲ ҹ Ԋᴆ Ȃ

֓ ₯ ⱬ ΐ ᾢѿף ̆ ױז A
2
PT̆ Ӟױ ⌠ѿ֓ ӊҹ GPT̂ ҉

APT ₯ Ȃ̃ 

ᵌ HAVEX ΐ ₯ ‰ Ữ ₯̆↕ ᴰױ ӈ҉ ῖ

APT ף Ȃ 

̆ ѿ֓ ₯ Ҍ ҍ҉ץΐ ₯ ‰ Ữ ₯ ױז̆

Ữ ̆ Ȃҹԅ ₯ ̆ ₯ ‰ ᵞ ף ̆
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≠ ₯ ף ȂAPT-TOCSԊᴆ ̆ № ֲ

Ԋᴆ № ̆ ₯ ΐ ₯ ‰ ӄȁ ₯ ̆ №

̆ ױ ̆ Ԋᴆ ᵣ ‰ ԍ Cobalt Strike ҩ ꜚ ₯ Ȃ ₯

‰ȁ ӄ ⱬ ҍӊ ᵞ ̆ ԅ APT-TOCSԊᴆ̆Ӟ ҹӊױ ԅľ‰

APTĿ ӈȂ 

 

 V HangOver ԐᴌҲ ₵ үӀ  

CERT 2015 ̆ῃ Ὲ ԅң ╠ HangOver ₯Ҭ ң № [4]̆

ѿ ԅ ҩľӰ EXEĿ APT ₯ Ȃ ₯ ‰Ҍֽ ҍľ Ŀ

₯ ̆Ӟ ᵞԍῒז APT ₯Ȃ ԍ ╠ ľHangOver ꜚĿ ҍ№ ץ̆

Ԋᴆ῏ ᵬ̆ ױ ԍľֲ Ŀ Ҍ ľ Ŀ APT ₯̆ ҹ APT

₯Ȃ 
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 VI ʃA2PTғ‼ APTҲ ₵ ʄ Ҳ ┼ APT Ⱶ  

2.4 Ҍ APT 

ѿҩ ̆APTҌ ѿҩ ̆ ´҉ Greg Rattrayԍ 2006

₮̆ ץ ΐ ₯ ₯ ҹ̆ ׂ Ӝ ̆APT Ҍ ₯

ѿ ȁ ֞Ҍ ̆ ῒז ѿ֓ ⌠ ῏ ԅȂ ׆ ҉ ̆

№ ῐ ₮ԅ (Advanced Evasion Technique, AET) ̆ῒ ₯ ѿ֓

̆ ѿ֓ΐ ῃ ֟ ȂAET ѿ ΐᵣ ₯ ̆

APT Ȃ ׆ ̆ ΐ ᴰ ľ Ŀѿ ̆ ѿ֓ Ҭ̆

ֲ ҹľ Ŀ APT ҉ ҹ‰ ̆ ғ Ӟ ҹ ӄȂ IDC

ׂׅ ⅞№ APT ̆ APT ֟ ⌠ ҬȂ

’Ҋ ĂPTᶭ ѿҩ ̆ ҹῒΐ Ȃ A̔PT

ῃ Ҭ ̕ ↕ ץ̔ FireEyeҹף ̆

₯ Ҭ̆ Ṣꜛѿҩ № Ȃ ̆ ױ ֓ ̆

ῃ FireEye APT̆ ≢ Ҭ ҳ APT ₯ ̆ Ӈ ױ

ᴪ Ȃ 
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APTԊᴆ № Ҭ̆ ѿ ᾧң ẁ ̔ѿ ҹ ֓ Ҍ ̆

ҩ ₯ ԍ APT̕ ѿ ↕ ҹ ҩ ₯≠ ԅ ԅ ҹ ̆

ԅ APTԊᴆȂ ױ ╠ Ҍ APT └ ѿҩ‰ ̆ Ҍ ֽ₡ ₯Ԋ

ᴆҬ≠ ₯ ∞ ῒҹ APTԊᴆȂᶛ ̆2015 12 2 ̆

ᵣ ⌠ ҊḤ ̔ ᵬ ̆ ץֲ ľ ĿҹṢ ̆≠

Ḥⱳ ̆ ף ̆≠ ֲ ף [5]Ȃ Ԋᴆ ҍ҉ Ҭ ⌠

̆ᵖ ױ № ̆ ҹ׆ № ̆ ҹ Ҍ ѿ APTԊ

ᴆȂ ѿҩ ₯Ԋᴆ ҹ APTԊᴆ̆‗Ҍ Ẓץ ῃ̆ ῀ ̆ ̆

Ҍᴪ Ȃ APT ⅞№̆↕ Ԋᴆ ᵬҙ Ữ ῃ ᵀ Ȃ 

ױ ׂ ֟ ҉ ᶏ ľ ᵌ APT ₯Ŀѿ ̆ῒ ױ ҹ̆APT Ҍ ᶭ

ᴆ ∞ ̆APT ᾢ ҍ ȁ ₯ ꜚ ҍ ̆ῒ ᵬҙ ҍ

Ȃѿҩ ₯ ̆ ₃ҩ ᵌ 0day ≠ ̆ Ҍ ץ ѿ ₯Ԋᴆ ҹ APTȂ ↕̆

ѿҩ ⱬ № ̆ ῒ ҩ ₯ № ̆ ῒ

ԅ APTԊᴆȂ 

ԍ APT ҍ ̆ ױ Ȃ Ҍ ̆ ̆

ԍ ₯ ₯ᵣ Ҭᵝԍ ⱬ̕ ᶏ ⱬ ԍ ₯ └ ⱬ

ל Ȃ ΐץ ꜚҹᶭ ̆ѿ ᴪ ⌠ѿ֓ΐᵣ ҹ̆ ⱴ ȁ Ḥ Ȃ׆

҉ ̆ ӄ ̆ ᵣ ⱬ ῀ ⱬ̕

׆ ҉ ̆ Ҍ ῤ℗ ̆ ‗ԍ ₯ ᵬҙ ⱬȂ 

3 ←⅝ ᾎὊᵘײַ ₇ᶇ₲ԃᶉі ᶡ︠ײַ≢ ᾜ 

2015 ̆ ₯ Ԋᴆᶭ ̆ ȁḠẫȁ Ḥ ҙ ֲԊ ȁ

Ḡȁ Ⱶ Ҥ ̆ ᴍ ȁ Ḡȁ ȁḤ ȁ ȁ ⱵȁḠ ῏Ḥ

Ȃ׆ ╠ ̆ ₯ȁ APP ȁ ᶷ Ḥ ꜝ ̆ ҹ

҈ҩҺ ȂḤ ԅѿ ≠ ̆ ֓ Ḥ ԍ ᴩ ȁ

̆ ԍ ‰ Ȃ 
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 VII  2015 Ԑᴌ 

ľ ĿԊᴆ ѿ ᾣ ῏ֲפ ̆ᵖ ҉̆ᶭ ֓ ᷅ ̆ ῒ

ᾣ ̆ῒľᴇṿĿ ⁞Ȃ ₯ ᾟ№≠ ȁ ᴪ ᾣȂ ╠̆

Ҋ֟ҙ ̆ ғ ԅ № ᵬ Ȃῒ ̔ ȁ ȁ

Ῥ Ȃ ╠̆ Ҋ֟ҙ ԅҍ ѿҩľ ҙⱵף └Ŀ̆ ľ Ŀ ₮

ľ̆ҙⱵף Ŀᴪ ⌠ ľ ₯ Ŀ̆ľ ₯ Ŀ ⱳ ⌠ ᵳ ̆ ғ

̆ ץ ῒҬ №̂ ̃̕ ӊ ̆ ֓ ᴪ ̆

ῒז ᴇṿ ̆Ῥ ⱳ ≠ Ȃ ̆ ԑ֜ ̆ ₯

֟ ᴩ ᴪ ̆ ү ̆ Ӟ Ҥ Ȃ 

ľ׆ Ŀ ₯Ҭ ̆ Ӟ ׆ Ȃ2015 ̆ ף

Ḥ ԊᴆҬ̆XcodeGhostԊᴆ[6] ѿҩṿ IT ҙֲ׆ ┴ ԊᴆȂ ⌠ 2015

9 20 ̆ ῍ 692 APP ⌠ ̆ῒҬ Ḥȁ ȁ Ԑ ӏ Ȃ

ֲ ҹ Ḥ ľᴇṿ Ŀ̆ ᵖѿ ῒ № ̆ ӊ Ӟ №Ҥ ̕

ѿ ̆ ΐҬ ף῀ ῒ֟ ̆ ṿ ױ Ȃ ̆ Ԋᴆ

ᶫ ̆Ӟ ₮ԅ ԑ ῃ Ȃ 
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 VIII  XcodeGhostԐᴌ Ҳ ┼ ᶱ  

ң ῤ Ḥ 2015 Ҍ ₮ ̆ ᴪ ᴰ ̆

ֲȁ Ḥȁ Ḥ ̆ № ľ Ύ Ŀ[7]Ȃ׆ PCᶷ҉ ̆2011

₮ Tepfer ╠ᶭ ̆ғ ҆ T̆epfer ץ 60 ҉ץ FTP

ᴆḠ ȁ10 ҉ץ Ḡ ȁ31 Ḥ ̕ ҩ ᴆ Ḡ ̆

ѿҩ≠ ᴆᴰ ̆ ֜ԑȁ ꜚ ҉ᴰ [8]Ȃ 

ѿ ֟ ⌠ ̆ ѿ Ӟᶏ ȁ ‰ ₯

Ȃӊ╠ ̆ ᶏ ̆ ץ

≠ Ḥ ᵝ ץ̆ ₯ ΐ Ȃ 

׆ ̆ ᶷ ꜚ̆ ꜝ ȁ ₯ ̆ᵖ

ꜝ ̆ ΐ ᶷ ⱬ̆ ѿ ԍ HTTPS ῤ ̆ ΐ

ᴴⱬ Ȃ ᵥ’ HTTPS ң ̆ ₮ԅ ̆ CDN Ȃ 
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ֲ ᴍ₃Ӎ ӄ ̆῏ ̆ ̆ ῤ ‖ Ȃѿ

ҩṿ ῏ ’ ̆ ֟ ̆ ֓ ῀ ֟ ľ Ŀ Ҭ̆׆ ᶏῒ

ΐ Ὲ῍ ῃ ῃ ⱬ̆ ӞҌ Ҋ ѿ ľץ̆ Ŀ

̆ ҹ ֟ ⱵȂ 

4 ⱴỦ Үַײ╩∕ἓ ῡֹᵘΉ ẓ⧵╩ײַ ἷḿ 

2015 ̆ CNVD ҹ 7,780 ̆ᵖ ̆ Ҍ ױ Ȃ 

 

 IX 2015 ҏ ‟ 

2015 ∆ ѿҩ ̂CVE-2015-0002̃ ԅҙῤ Ȃ Google ῃ ԅѿ

ҩWindows8.1 ̆ Ạ₮ḱ ’Ҋ̆GoogleҤ ‰̆ 90 Ὲ

ԅ Ȃ ҽ ԅҙῤ ̆ ӇẠľ ῃ ҩֲ ԅ

ῃӊ҉Ŀ̆ Ӟ ֲ ҹ Ạ ľᾟ№ ԅ ĿȂҹԅ Ḡ ῃ Ḡ

ӊ ̆ѿ֓ ԅ Ȃᶛ ̆ѿ֓ ׂ Ḥ Ҭ

ѿ֓ IP ȁ Ḥ ̆ ᾧ₮ ᵌ Ȃ2015 ҙῤ₮

ԅ ᴺ Ԉ ̆ ḱ ȁ ḱ ̆

ᵥ ᴋ ̆Ӟ ҙῤ Ȃľ ̂Ghost̃Ŀ 2015 ∆ ̆

ԍ GLib ҬȂGLib Linux Ҭ API ₃̆Ӎῒ ᴋᵥ ᴪᶭ ԍ GLibȂ ԍ GLib

757 338 751 646 649 656 947 545 546 577 712 644 
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ԅ Linux ᵬ ᶫ Ⱶ ̆ Ӟ ᶫԅ ῒ ⱳ Ⱶ ľ̆ Ŀ ₃Ӎ

ԅ Linux ᵬ ̆ѿ֓ ҹ̆ῒ ⱬ ľ Ŀ Ȃ 

Adobe Flash ῃ ѿ Ԉ ̆ ҹľ ֟´ ´ ĿȂAPT28 Pawn Strom ≠ ԅAdobe 

Flash 0day APT ₯ 2̆015 ῃ ҉ Flash 300ᵩ ȂHacking -Team

Ԋᴆ̆ Flash ⱬ ⌠ ̆ ₮ ҈ҩ ₃Ӎ ȁ

FlashȂῒҬ ԋҩ ̂CVE-2015-5122̃ ҹľ

֦ Flash ĿȂ 

̆ ҹľ ӊ Ŀ Java ↓ Ԋᴆ Ȃ 2015 1 28 ̆ ׃ ԅ

Java ↓ ≠ Java Apache Commons Collections ᴋ ף ̆

῏ Ȃῒ WebLogicȁWebSphereȁJBossȁJenkins OpenNMSҬ ף ̆

Ȃ ₮Ӝҩ ᶭ Ҁ̆ῒ Ȃ ╠̆

Ḥ №Ҥ ̆ ╠ WebLogic JBossңҩ

Ⱶ Ȃ 

Ҍ Ҍ ҙ̆ῤ Ҥ ∞ ⱬ Ҋ ׆̆ 2014 ľ ₮ ̂HeartBleed̃Ŀȁľ ̂Bash 

Shellshock̃Ŀ̆ ⌠ 2015 ľ ̂Ghost̃ Ŀ̆ ץֲ Ҍ ̆ ₮ Ҭ̆ҙῤ

Ҧ ᴰ Ȃᵖ ֓ ᵬ Ҍ ̆ ԍ

ȁ ҙ ΐ ᴇṿȂ 

מ 5 Ҭẫ PC ổҥֿבḌ Ԋ↕ẘεởѬⱴỦַײ  

2015 PC ף ҹ 3,109ҩȁ 2,243,062 ̆ ֓ ԅַ

HASHȂ ԍ 2014 ̆ ף ⱴ̆ᵖ ҌῬ 2006~2012

Ȃ 

̆ ױ Ḡ ҩ ̆ ⁞ ̆ Ҍ ῃ ף

’̆ ױ ᶭ ꜚ ׆̆ ₮ Ȃ ױ

ⱬ ѿҩ ᵣ ̆ᵖ ף ץ̆ ף ֜ ̆₃Ӎ

ῃ ԅ ԍҤ ῏ ⱬȂ ȁ

ҹ ҹ ף ץ ᵌAgent ꜚ ̆ Ȃ WebShell̆

֞ Ḥ ̆ ∞ ῒ ῏ Ȃ ׂ ̆ ױ № Ҭ̆ ԍ ȁ
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ҹӊ ῏ ̆ ף ӊ ȁ ῃԊᴆҍ ף ӊ ῏ ̆ Ҍ ꜚ ױ

ѿ℗Ȃ 

2015 ף ╠ Ҭ̆ Έ ̆ ῒז

Hacktoolȁ Grayware ̂Ӟ ѿ֓ ῃ ֓ ҹ PUĂ ̔ Ҍ Ȃ̃ ҩ ᶛ

╠ ’ ԅ Ȃ ԑ ’Ҋ̆ѿ֓ ₯

ᵬҙ ΐ Ȃ҉ ף Һ ⱳ Ҋ ȁ ȁ ȁ └ ҹ̆

ᶛ Trojan/Win32.Badur ѿҩ ҬҊ ȁ ≠ ̆ ᴪ

Ҋ ᴆ̆ᶏ Ҭ ̆ ׆ ᴆ ֲ

≠ Ȃׂ ̆ ҈ҩ ῀ԅ ̆ AdLoad ҩץ ҹ ̂ ΐ

̃ ̆ ңҩ ΐ ֪ Eorezo Browsefox̆ ңҩ Ҭ

№≢ҹ 32.9% 79.9%̆ ױ ҍῒז ȁҊ ȁҊ

ᴰ ̆ῒ ҹ ̆Һ ⱳ ꜝ ̆ ḱ

Ὲ ≠Ȃ ῇᵝ ᵬ▲ ArchSMS ҉ ѿҩּי ᴆׂ̆ ῃ

ῤ ̆ ῤ Ӟ ̆ ᴪ ₮ ᵣ̆ ̂

҉ ̆ ױ ῒ ҹ ᵬ▲ ̃ Ẋ ̆ Ḥ ץ Ȃ 

 

 X 2015 ש  

2015 PC ף ҹ№ Ҭ̂HASH̃̆ ץ ≠ ҹ ҹῬ ѿ

ᵝ̆Ҋ ҹ ῒ ȁ ᶭ ̆ ҹҍ ҹ№↓҈ȁ ᵝ̆ ῏

יּ ᴆᵝ↓ ӜᵝȂ CERT 2015 8 3 ȇ יּ ᴆ Ȉ[9]̆

0 50000 100000 150000 200000 250000 300000
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GrayWare[AdWare]/Win32.BrowseFox

HackTool[Hoax]/Win32.ArchSMS

Trojan/Win32.Agent

GrayWare[AdWare]/Win32.Eorezo

Trojan[Downloader]/Win32.Genome

Trojan/MSIL.Zapchast

GrayWare[AdWare]/Win32.AdLoad

Trojan/Win32.Badur

Trojan[Dropper]/Win32.Agent
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ԅּי ᴆ ᴰ ȁּי ȁ ץ Ȃ 2015 12 4 ̆ ױ

ᴆᶭ JS ᴆᴰ ̆ ԅȇ ᴆ JS ᴰ № Ȉ

[10]Ȃ 

 

 XI 2015 PC ף ҹ№  

6 Ḍ ṃ Ɏ҉ +ɏᵆ ┼ ᶞỴᾌј↑צ 

2013 ̆ ױ ̂Malware/Other̃ ѿ ̆ ῃ ̆ӊ

̂Malware/Other̃ ѿ ᵬҹҺ ̆ל ԅ פ ñ òβ ң ӊӄȂ ң ̆

ױ WindowsȁLinux ῒז Unix ȁiOSȁAndroid ̆ ῃ ⌠ ȁ

ȁ ̆ ⌠ Ҭ Ҍ Ȃ 

2015 ̆ ῃ ҹ ̆ᵖ ᶭױ ҍ ױ ҉ѿ Ҭ ñ2014

ῃ ҍ№ òѿ ѿץ̆ 2015  Ȃל
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