£\
a}
H

wlRR. WEMEKDZIE
— RBAIE R RS 28

2R HBOL



Www.antty.com

2014F10H N — N FHRER T, AR/ M=

US| Bl W G T M AR B 8 2%

EEREHHEESERER
¥, BRAERAEALERE
BUBHEIFER |, BRMRIRSH—
L s BIBGERTEK

> APTIZER SRR
ETEF/RIEIS ;

> (EEREARIFERE
RIS ;
> BHER RR—ER
LI HPERAER
BRI
EER el TERRRAL
NeZ | BEEERGHE
HRECREIBOSSTBEE , 248
R TRARIE..

B YT

P (JOE) Yh#E “¥5Bi” RUEAE, JHo Vel i 7M.

KELLT

¥

3



w32 K
XF EER

Ty
— BA O/ ST WirEE
<
RREREES | o i Hip 2 THRER
SRR e
AXHE S SRELL T 548
3 - SR
e i e i . l
meman ) Zxmm o, 2ARE AP BIRE zf;':é;gmuﬁ
sftpRimn / 16 |
BHS : APT ~ EsaE
i "\7,“ ,/ s 1=
AR MBI (e N\ FRAEE J .
USBIEE (gmmn) _/ T NS BFES | srws
BE&III Y S ;;;(;AA
ERmz © : i
%ljmsmsmxﬁsm \ sy {  BR N roowit i
B SIS /mmm ¥ N VEA. ADJF Boot
- R = ! NN Y
e o4 BT S 510s
RERS ‘ / B
Higa] Rt 42 EPAN W&
BaaE

j#% T’ SlEEFER S (F-HAPTHISCHEE (2013) )



L g
@«@ #_pIXEERER P

SNESE
x2. BT

om Y

APT ‘1
(EEARTE S

o

Ty DITISE

gk O™

' pC O e

FEX =1 g
PRE

Sl BRI (F-FRAPTHISSH#EE (2013) )




Z

. 5ok -

{EIL T AT g A2 XA

7
.
.
.
P
20032013 7 i ‘
/
,

_EHE
MDST34E
(o =0
Slidebar.exe f-———
L) | Zanazs
prm 02 =
MDSCEOD**4++ “httpfkspectra.com/kL php|
Xy -
T Tl @eayzexe|
GrayFish
2008-F 4

2012-07-06 SERE

_SHE S FA,
» R P T P A MDSDES]* b
- / N WINDOWSHi) / sl g ﬁ!xi
MSNADT.EXE J4—————————————— / N f :
/ ‘\\\\\\\\ Eﬁ ‘__7‘ c\D and Seglings\Admini ings\Application Data\NTUSR\ntusrLini
AR — Wl wi 3
// \\\\\\:\\ I\ BIOS £ o { 1ngnVnC.€X9} \ ER - RPI7NE05E
\ \ " T
- PEE — [[_mscres2on ] \ ‘\\\\ \ 3 SEE . Ll B
[[MsDIRECTXEXE | [eogaw] [zoar] [poom] [rowms \ X '\ o ¢ i peodabe Ay
[[mscre32.6xE ] CACEEMAR NS [t ‘\\ \\ \\\ i J:E—
_ I My N Eeelem ' ..t HPPlugintrayexe/ e =
iy EE— - 0 A | L O | e e i
REERE ek | [EEEPRE] [ cacam [CNevrsys ] | ‘\‘\ ............... ] - &) . -
LSRR WRER HIRBSE | | win sockets [ rmoesys ] I I | }i_ ionDatalogile it _a/"\g""e'; :
[[visnDskv.svs ] (e | [ mesw | [esome ]| weme ‘\\ - T e {eh\iﬁs‘ 5& - marEewE MEARIAREN
[ insrvasar ] indows Kerne ntoskm [ i ‘ L
[[mssvezz.vxo | Vesh [T SCHRGHEEE (I SRR N | o | emaE
[swasar | [[Pocm | P wRIgERs
[Tnsrvaeat T [mmm msiEe | [ stmewn | [ crmsoess | [ . | l
B oseeszames [l suses [ waies ] s
g > =7
. o s K5I H %K (Hangoverkf A< HERERZ Y )
F5IH %R (52t (EQUATION) 4LAEINE SR 24T ) ., : . e e . .

M—FEHIN T
A 78 2 [Fodayfiti %
Bl mE R %, mEER

ASHUIE T, W 2% AR N 3 AN Dy 2
AT MEEN, ATREN N TN MR G o

HA BBl K T TSR BOR, WAF o BLL i

FEAMCRREY R (D m) YR Bk, iR
K RPN BERB B

STENEGTARIEASTE (GH3)

www.antty.com

= odayfiti #%, 1R dH .|| R
B S RElRT Q\/ﬂ

% B 45 43 /
A R B [ Rootkit T B @
e/ B PR AL A

FEE X Windows 24t &

HELELT | #57




B BAR

©FEAIE. IDS

I

— RN EAC B N HLIEIRAS
— ARAG2H R VE
© RIFRE
— B TS FEH—H 2EEH
— [PRIHHC oy SR AN AR A0 LAt ) @A F
© EHIME
47 A

_y_

-

BRI, R A A A B A

— B G —BAN T AL, FECRRESTAN T
PO XY 55 F) 52 AN BT #b T

www.antty.com

A

KELLT



SR

3500 'fic e B Sy 1350 o~ T15p
M4 oo ok FU N g
@ —ﬁ‘l:P I’Z\fﬁi %ZIZ% E,\J EK Hb gyl Y .3 ) .;53: ;ﬁnn —— ':'?;-'Eo
" 1550— =X S 2
") - ¥ o]
© —MEEBRAES B FHIEE wrge =AW o
g T e
—_— el - ;—1 = VoL, i .
® — MR E SR RRE RS =
8 25, i Rl
jj 7 3:30} bt 115

© ESEHIAVERMINEE DA = il

—_— T3 &
S Nzl
445 & |
[=1 VYN [e} 1450 -;_(,-‘52) ) i

A S0 ——-_..
. —_—— 3 ey i
@ AY s RV 8 .L l — 5 T35 450 &P e
11X =)o 1500 2000 2500 2000 2500 4000

ANEAE BB ] 5 5 A RE
M€ A FIRCR, X RUR 72 b A
G T s — R,
Kb ZE A TEAS R Z856G F Y, A2
TEAEA 375 AR 2 A R

—— 055 FEYEIR

www.antiy.com % % $ i



5. Eik

© KT AETHHERI AR F BN Y S [a]
— SRR
— OdayimiAFIFH: shellcode. £ Ff& X4
@ 2013 EFHEPFFE £2E932. b

T SRR RS R, CF AR %
%) RBEARHKHT

— a. DI AEMLE

— b. T B T FIRFAENL S ;

— C. T UK PRI AR T SR AR AE AL
©®932. BENE T T REAVEIAREIBTA?

KELLT



R B

: 0\
il
H

Email MPS

1 e - !

L) Click o compramise
Sene Tussday, April 7, 70117 R15 PR
T HEE N .
#t & DEen-m-remenarise pedl (15008 K Brrsiew | SMTP

Hi,
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Outbound

(!

HTTP

Callback Server I ;
1 — Email with weaponized pdf

2 — Executed in MVX (Email MPS) — phish suspected
3 — Web MPS notified via CMS

4 — Callback over HTTP to C&C server

5 — Callback detected by Web MPS and blocked

6 — End user defended from multi-vector attack

Web MPS

Multi-vector blended attack
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(AV) EXAn

562 software downloads results for "antivirus™ —
KNS e > total

~ Sponsored match

@/  Vipre Antivirus 2013 out of 180 reviews
| Version 6.0 | Added on 09/26/2012 FeAeded A BuyNow @ SHA256: 70d030e233bf740f22fc0f334b9eb1bf360bcefd7a2 1b0b6f00a3d3a37690d4a
Protect yourself against viruses and - L
malware threats without slowing down your [ savetolist File name: 1F61D280067E2564999CAC20E386041C
PC.
381,564 fotal downloads 2,064 last week Detection ratio: 37/ 44
~ Sponsored match ) Analysis date:  2012-10-20 01:57:09 UTC ( 0 % ago )
¢ Trend Micro Titanium Maximum Fore =t
Security 2013 oulﬁ?gr?gci%ws Buy Now (® More details
| Version 6.0.1215 | Added on 09/10/2012 L [ Savetolist
Stop viruses and spyware automatically o
before they reach your computer Analysis | Comments  Votes  Additional information
Read CNET's review
147,171 total downloads 1,594 last week
Antivirus Result Update
~ Sponsored match
acdONE Antivirus + Total Security Agnitum Worm Flamer!7+VSAddkgdk 20121019
| Version 15.0.33.1409 | Added on 04/03/2012 - .
& Savetolist .
Protect your computer from emerging e- AhnLab-V3 Win32/Flame worm.29928 20121019
threats
6,325 total downloads 383 last week AntiVir TR/ATRAPS.Gen 20121020
~ Sponsored match Antiy-AVL Worm/Win32.Flame.gen 20121020
G Data InternetSecurity 2013 oul o1 2 fewigws : : :

% | Version 2012 | Added on 07/19/2012 Hoddkd ivast 323k peat 1] 20124013
Protect your PC against Trojans, viruses, 7““’”“ ) AVG W Fl A 20121020
and all kinds of malware [& Savetolist ormiriame.

1,806 total downloads 600 last week BitDefender Trojan.FIame.A 20121019
. tors' ByteH - 20121019
Jof,  AvastFree Antivirus Edior raing yEnEe
| Version 7.0.1466 | Added on 08/21/2012 User rating [ Savetolist CAT-QuickHeal - 20121019
Protect your PC against the latest viruses out of 23648 reviews
and spyware. Fedededede
Read CNET's review ClamAV ) 20121019
216,605,103 total downloads 1,290,195 last week Commiouch ~ 20121020
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&R - A0664CBC16EA1B230EE28A4A260532D8 STi+4/) : 84KB
| iy BT
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BEEE  XRaT BREITS
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SCEEGER 1 AOGGACBCIEEA1B230EE2BA4A260532D8 " VS It
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“Camberdada”

BRICKTOP (2009)

Tascom RusComNet
Kaspersky
Roscboron
nstitute of Information gcpq't Moscow
_ & Telecommunication
Analytical Technology Corporation
(IIAT) Farmatech (ComCor)
Comstar Komet

CamberDADASH FH

TR ER

Sample Email Received by an
AV Vendor

PWZA20120510218350000197506
Good day,

A phishing scam file is attached for your analysis.
Zip file password = virus

The file tricks the user into giving her/his bank account
credentials. This can be verified by clicking on the Sign In
button.

FYI: https://www.virustotal.com/file/8fb6447fdc9cfe204cde...
Regards,

Francois Picard

www.NewRoma.net

Attachment: BMOFinancialGroup.zip
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Rosoboron export- BEIE S EOAE-
[ Institute of Information & Analytical Technology- & B 50T SR 5.
& Tascom. AT B E AT
» ] MOSCOW Telecommunication Corporation. HETRIBE AT
P LA A S IR
Komet- HZ HreE A .
Comstar- BT I EEER.
RusComNet. HRF B EEER.
+ Famatech. AT, HEAERE 5 Radmin A
TR HI A

e b A EWEG B8 EEE U (An Easy Win: Using SIGINT to Learn about New Virues|Project Camberdada)
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More Targets!

fsb-antivirus Bit-Defender

- (France) (Romania)
Vzlr;gl);()) eAladdin
Norman  (Israel) E-secure DrWeb
AVG F-prot Norwa S .
(Czech) (Iceland) ( 0 (Finland) (Russia)
Hauri
k7computing Ikarus (Korea) Arcabit _
(India) (Austria) reabl Antiy
Avira (Poland) (Chinese)
(Germany)
Spy-Emergency ~ Nod32 Novirusthanks
(Slovakia) (Slovakia) Ahnlab (Italy)
(S Korea)
Emsisoft Eset ' Avast Checkpoint
(Austria) (Slovakia) (Czech) (Israel)

A B 5] B Wi B #E RS (An Easy Win: Using SIGINT
to Learn about New Virues|Project Camberdada)
FHENRERER S ( The Duqu 2.0 Technical Details )
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